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NMpepucnoBue

Korpa s1 BnepBble ycnbiwarn 06 EVE-NG, s 6611 HacTpoeH ckenTuyecku. B To Bpems B kayecTBe
nabopartopum st ucnone3oBan ESX, cosgaBas 60nbLLIOe KONMMYECTBO BUPTYarbHbIX YCTPONCTB
N BPYYHYIO co3gaBas CoeQuHEeHUs Todka-Todka (point-to-point) NpyM NomoLM BUPTYarbHbIX
KOMMYTaTopoB. [aBHoOM Npobrnemon BbIfo TO, YTO Ha 3TO yxoauna yrMma BpeMeHU n He Bbino
BO3MOXHOCTM MacluTabmpoBaHus: Ans Kaxaoro HOBOro YCTPOMCTBA NPUXOAMIIOCH CO3AaBaTh
HECKOMNbKO BUPTYarnbHbIX KOMMYTATOPOB, CBA3bIBASA UX C BUPTYanbHbIMWU MallMHaMU. OTO Obin
KaKow-TO KoLumap.

£ 6bIn Ha cepegunHe moero nyTn NOAroToBku K ak3ameHy JNCIE, korga s Bnepsble npoynTan
06 EVE-NG Ha TeutTtepe. — A ckadan Community Edition, B Te BpemeHa 3To 6blna
€OUHCTBEHHas Bepcus 1 s Obln NopaxeH Kak Oblno nerko co3gaTh TeCToBbIN cTeHd. bonblie
HUKaKMX BUPTyarnbHbIX KOMMYTaTopoB [Afsi COEAMHEHMS Mexay Yy3namu u 370 Obino
MacLTabupyemo

Ecnu Bbl nognuuweTtecb Ha MeHa B TBUTTepe, Bbl Y3HAeTe, YTO A Apbln dhaHaT Juniper u
€CTEeCTBEHHO MOeW OCHOBHOW Liernbto 6bino “3samxyHuneputs” EVE. A ceasanca ¢ UD u Alain n
hakTnyeckn ctan OgHUM U3 TECTMPOBLUMKOB amynsaumn Juniper. A gobasun npakTuyecku Bce
ycTpowncTea Juniper (Bkrtoyas cSRX n JATP) n npogormkat TeCTMpoBaTh, HO TEMEPb YXKe B
EVE-Pro.

Bepcna PRO 6bina 6onbwum warom Brneped ang EVE. OHa gobaBnna MHOMO MHTEPECHbIX
BO3MOXHOCTEN, TakMx kak gobaBneHme m KOMMyTauus Ha neTy, a Takke BO3MOXHOCTb
ncnonb3oBaTb EVE-NG B MHOrononb3oBaTenbckoM pexume. MHorne komnaHum nwobsat EVE
Kak pelueHne no co3gaHuio BUpTyanbHbix nabopaTtopuii U y4ebHbIX KypcoB. A npowen 6onee
30 y4ebHbIx KypcoB v BbinonHu 6onee 100 nabopaTopHbIX paboT 1 Npogosmkato nosnyyaTs oT
3TOro ygoBonbCTBME, crnacubo oTnmyHon komange EVE. Korga napHu nonpocunu meHst
HanucaTb npegucnosue, st 6bin nonblleH. [aHHasa kHura cogepxuT B cebe pyKOBOACTBO MO
yCTaHOBKe, HacTpovike u akcnnyataumm EVE-NG.

Moxanyn, goctatodHo. A Hageloch AaHHas kHura byaeT nonesHon npu ocBoeHun EVE. Ecnin
y Bac 6yayT BONpPOChI, Bbl BCEraa MoxeTte 3agaTb Ux Ha EVE-forum unu B cnyx0y nogaepxku.
Bpemsi oT BpemeHM 1 9 3arnsaabiBato Ha 3TOT hOpyM ;)

A xenato BaM NpuATHOro YteHus. Ecnu Bbl cuntaeTe AaHHbIA NPOAYKT NOTPACalOWMM, TO
npuobpetante PRO Bepcuo unu npucbinanTe MoOXepTBOBaHWS paspabotyunkam. 3TO
nossonseT oTbnarogaputb pa3paboTyMKOB 3a Ye MpoAernaHHyio paboTy, a Takke elue
Gonblue pacwmputb yHkunoHan EVE

Christian Scholz
@chsjuniper

AHHOMauus nepeesoda:.

HarHbil nepesod cOernaH crieyuarnbHO O PyCCKOSA3bIYHbIX 0f1b308amernel, a makxe 0ns
y4ebHbIx opeaHu3layuli 8 Uesnsix ynpoweHusi co3daHusi Memodu4decKux nocobud.
lModdepxka akmyanbHO20 repesoda ocyujecmernsemcsi komaHdolu EVE-NG Russia
lNepesodyuku: AHOpeees Amumput, CumueuH EezeHul. Pedakmopsi: AHOpees [Imumpud,
Uldis Dzerkals
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1 BBepeHue

1.1 YT1o0 Takoe EVE-NG?

UTtobbl onuncats Emulated Virtual Environment — Next Generation (EVE-NG) Heobxoanmo
pacckasaTtb 0 ero obnacti NpMMeHeHus

FoBops npocTeiMn crioBamum — EVE-NG pgaet Bam Habop WMHCTpyMeHTOB Ans paboTbl C
BUPTYyanbHbIMWU  YCTPONCTBaAMW, MNOCTPOEHWEM CeTel, KOMMyTauuMen C  peanbHbIM
obopygoBaHneMm. BO3MOXHOCTM [aHHOrO MpoAykTa MNO3BONSAKT NErko WCnonb30BaTh,
ynpaenaTb, KOMMYTUpOBaTb obopygoBaHue. A Takke u3yyaTb, OENUTbCH TOMOMOrnsMu,
naesiMu, KoHUenTamy Unm NpocTo co3gasaTb NabopaTopHble paboTbl. TO NO3BOMASET CHU3NUTL
hMHaHCOBLIE M BPEMEHHbIE 3aTpaThl HAa NOATOTOBKY U peLleHne NPpOu3BOACTBEHHbIX 3adau.

1.2 [Ons yero ncnonb3yetcsa EVE-NG?

Ha paHHbIA BOMPOC HET TOYHOro OTBeTa, BO3MOXHOCTU MPUMEHEHUSA OorpaHuyeHbl Ballen
daHTasmen. EVE-NG MoxeT ObiTb UCMONb30OBaH ONsi M3ydYeHus nobbix TexHonorun. Bebl
MOXeTe n3yvaTtb Kak OTKpbITble CTaHAapThl, Tak K “3akpbiTbie” vendor-specific TexHonormu. Bl
MOXeTe BOCCO3[aTb CBOK KOPMOPaTUBHYIO CETb, ANs TECTUPOBAHNSA NU3MEHEHUI N NOCTPOEHUS
nnaHa BHegpeHus B pabouyio cpeny. Bbl MoxeTe co3gaTb KOHUEMTyamnbHYO MOAENb U
obocHoBaTb CBOW BbIOOP A1 3aKa34MKOB.

Bbl MOXeTe Bocnpou3BoauTb CeTeBble NpobremMbl B BUPTyanbHOW cpede u NpoBecTy aHanus
OaHHbIX MHLUMAOEHTOB B TOM YKUcre, ucnonb3ysa wireshark ansa aHanusa cetesoro Tpadydumka.
EVE-NG MOXeT MCrnonb30BaTbCA HE TOMbKO A5 AMYNALMU CeTEN: Bbl MOXETEe TeCcTMpoBaTh
paboty MO B BUpPTyanbHOW cpefe, NPOBOAUTb MOUCK U YCTPaHEHWe YA3BMMOCTEN B Takmx
cnyxb6ax kak LDAP AD DS 1 MHOMMX Apyrux.

Bbl moxeTe wucnonb3oBaTb EVE-NG gns astomatmsvMpoBaHHOro TectupoBaHusi 10 B
«necoyHuue» (sandbox) Ha KOpPOTKUMX W [OMArOCPOYHbIX Mepuofax ANnsd BblABAEHUS
BPeAOHOCHOro Koaa.

Cnmcok NnpuMeHeHUss 6ECKOHEYEH U OrPaHNYEH BalUMK 3HAHUSIMU U BOODPaXXeHNeM.

YToObl MoONy4YnTb Napy MAen Onsi NPUMMEHEHUs, U3ydnTe Kakve obpasbl MPOTECTUPOBAaHbLI U
noggepxwusatorca B rnase 16.

EVE-NG nomoraeT Bam JOCTUYb TOr0O, Yero Bbl XOTUTE 1 MHOroe apyroe.

1.3 Onsa koro co3paBanca EVE-NG?

EVE-NG npuroguntca Bcem B cdepe mHdoOpMaunoHHbIX TexHonorni. OH OydeT noneseH
KPYNHbIM KOMMNaHWsAM, oby4vatowmm LeHTpam, npoBanaepam, uHTerpatopam, NoasiM, KTo xoveT
nony4nTb HoBble 3HaHusA. EVE-NG gnsa Bcex u gnst BAC!

EVE-NG community 6ecnnatHa ans Bcex. [podeccnoHansHas Bepcus nnatHasa n gobasnset
psa yHKUMOHaNa Ans obrervyeHunss Bawew Xu3HW. [pakTuyeckn Bce ToXe CamMoOe MOXHO
caenatb U B community Bepcum, 0gHaKko Ha 3To OyaeT meHee yaobHo 1 Ha 3To yhaeT Oonblue
BPEMEHMU.

OpHako pgaxe c GecnnaTHOM Bepcuen Bbl MOXETE U3ydaTb HOBble TEXHOMOMMU WU CTaTb
3KCNepToM B Kakon-nmbo obnactu, He Mesi (PMHAHCOBbIX BO3MOXHOCTEN AN 00y4yeHus Ha
JoporocTtosiux kypcax. BoamoxHo ans koro-1o EVE-NG M3MEHUT KU3Hb.
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2 CucremMHble TpeboBaHUA

EVE-NG poctyneH B OVA 1 ISO cdopmate. OTKpbIThIN CTaHAAPT BUPTYarnbHbIX MawwunH (OVA)
npeacrtaensieT cobon tar-apxue, B KOTOPbIN yNakoBaHbl QUCKA U KOHUIYPaALIMOHHbIE dhannbl
BMPTYyanbHON MalnHbl. JaHHbI dhann MOXeT MCMNONb30BaTbCs AN pa3BepTbiBAHUSA MaLLMVHbI
B VMware workstation, Player, ESXI. O6bpatuTe BHUMaHue, 4To ncnonb3osaHna EVE-NG kak
rocTeBOM BMPTYarbHOW MaLUMHbI CHUXKAET NPOM3BOANTENBHOCTL. OTO MOXET ObITb HE3aMETHO,
€Ccnn y Bac A0CTaTO4HO PECYPCOB Ha XOCTe BUPTyanusaumu.

Tawke EVE-NG mMoxeT ObiTb yCTaHOBMEH Ha du3Myeckne MalluvHbl, 6e3 Mcnonb3oBaHus

rMnepBm3opa, NCNonb3ysi YCTaHOBKY C iSO 0bpasa. [laHHbIn MeTo Ha3biBaeTCs yCTaHOBKOW Ha
“ronoe xenes3o” (bare metal) 1 aBNseTCa pekoMeHgyeMbIM METOLOM yCTaHOBKM EVE.

2.1 CucremHble TpeboBaHuA

2.1.1 MwuHumanbHble TpeboBaHusa ana HoyTtoykos u MK
TpeboBaHus:

CPU: Intel CPU c nogaepxkon Intel® VT-x /EPT virtualization
OC: Windows 7, 8, 10, Linux Desktop

VMware Workstation 12.5 u Bbilwe

VMware Player 12.5 u Bbiwe

AnnapamHbie mpe6oeaHusi dns lMK/Hoym6ykoe

CPU Intel i5/i7 (4 nornyecknx npoueccopa), BKMOYEHHas
BUpTyanusauus B BIOS

RAM 8Gb

Mecto Ha HDD 40Ghb

Network Hanwuune ceteBon kapTbl

AnnapamtHbie mpeboeaHusi O eupmyaiibHbix MawuH EVE

CPU 4/1 (Mucno npoueccopos/Yucno agep) nogaepxka Intel VT-
x/EPT

RAM 6Gb

HDD 40Gb

Network VMware NAT unm coeanHeHune tuna MmocTt

L 3AMEYAHWE: MyuHuMarnbHble TpeboBaHMs NO3BOSIAT 3anyckaTb MasieHbK1e
nabopatopun. Ob6Lasa Npon3BOANTENBHOCTb ByaeT CUIMbHO 3aBUCETb OT Yncna
y310B, 3a4eNCTBOBaAHHbIX B CXEME.

Hanpwuwmep,
IOL o6pas-based yanbl go 40-50 ycTpowcTs

Dynamips obpas-based yanos: 20-25 ycTpoiicTs
vIOS obpas-based y3nos : 8-10 ycTpoicTs
CSRv1000 or XRv obpas-based yanbl 2-3 ycTponcTea
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2.1.2 PekomeHayemble TpeboBaHuA Ansa HOyToykoB u MK
TpeboBaHus:

CPU: Intel CPU c nopgaepxkon Intel® VT-x /EPT virtualization
OC: Windows 7, 8, 10, Linux Desktop

VMware Workstation 12.5 v BbllLe

VMware Player 12.5 n Bblwwe

AnnapamHbie mpe6oeaHusi s [NIK/Hoym6ykoe

CPU Intel i7 (8 nornyeckmx npoueccopoB), BkniovyeHHasa nogaepkka
BupTyanusaumm BIOS

RAM 32Ghb

HDD Space 200Ghb

Network Hannuune ceTteBoro agantepa

AnnapamHble mpe6oeaHusi 0515 eupmyanbHbix MawuH EVE

CPU 8/1 (Yvncno npoueccopos/Mucno sigep) nogaepxka Intel VT-
X/EPT

RAM 24Gb

HDD 200Ghb

Network VMware NAT unm coeanHeHune tmna MmocTt

L\ 3AMEYAHUE: paHHas koHUrypaumua noaxoauT ons cpeaHux nabopatopHbIx
CTEeH0B.

Mpumep:
IOL obpas-based yanbl 120 ycTponcTs

vIOS obpas-based y3nos : 20-40 ycTponcTs
CSRv1000 or XRv obpas-based yanbl 10 ycTtponcTs

2.1.3 TpeboBaHuA K cepBepy BUpTyanusauum
TpeboBaHuA:

CPU: Intel Xeon CPU c nogaepxkon Intel® VT-x with Extended Page Tables (EPT)
OC: ESXi 6.0 v BblLE

TpeboeaHusi kK annapamHoMy obecrie4yeHUro
CPU PekomeHgyemble CPU 2x Intel E5-2650v3 (40 noruveckmx
npoueccopoB) ¢ nogaepxkon Intel® VT-x with Extended Page
Tables (EPT)
MwuHumanbeHble CPU Intel Xeon CPU ¢ nogaepxkon Intel® VT-
x with Extended Page Tables (EPT)

RAM 128Gb
HDD Space 2Th
Network Hanunune ceteBoro aganTepa

EVE Virtual machine requirements
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CPU 32/1 ((Mvcno npoueccopos/Mucno agep) nogaepxka Intel VT-
x/EPT

RAM 64Gb

HDD 800Gb

Network v Switch/VMnet

[daHHas koHdurypaumsa no3sonuT 3anyckatb

120 IOL-based o6pasos
20 CSRv1000 o6pas-based obpaszor

2.1.4 TpeboBaHus K BbigeneHHomy (bare metal) cepBepy
TpeboBaHus:

CPU: Intel Xeon CPU c nogaepxkon Intel® VT-x with Extended Page Tables (EPT)
OC: Ubuntu Server 16.04.4 LTS x64

Server HW requirements
CPU PexomengosaHo CPU Intel E5-2650v3 (40 norunyeckmx
npoueccopoB) ¢ nogaepxkon Intel® VT-x with Extended Page
Tables (EPT)
MwuHumanbHble CPU Intel Xeon CPU ¢ nogaepxkon Intel® VT-
x with Extended Page Tables (EPT)

RAM 128Gb
HDD Space 2Tb
Network dusmdecknii ceTeBon agapTep

2.1.5 Pacu4eTt Konu4yecTtBa y3noB

PeKomer,yeM BOCMNOJ1b30BATbCA KallbKyrnATOPOM AA OLEeHKN Tpe6OBaHI/II7I B 3aBUCUMOCTU OT
Konn4yecTtBa 1 TMNoB o6pa303, ONs QOCTWXKEHUST ONTUManbHON npon3BoauUTESIbHOCTN.

https://docs.google.com/spreadsheets/d/1J6JIXHcid A661grBOu73riFOeoHPhGHIi9iJb1zIQp
E/edit#qgid=0

2.2 MNoppepxuBaembl nnatopmbl  BUpTyanu3aumMm U
onepauynoHHble CUCTEMbI

e VMware Workstation 12.5 n cTtapwe
e VMware Player 12.5 u ctapwe

e VMware ESXi 6.0 or n ctapwe
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Ubuntu Server 16.04 LTS kak xocToBasi cuctema

2.3 He noppoepxuBaemMble TeXHONOrMu

EVE He nogaepxuBaeT crieayrowive npoayKTbl:

AMD CPU based PC or Server
VirtualBox

Citrix XenServer

Microsoft HyperV

Ubuntu 17.X or 18.X kak xocToBasi cuctema

!\ BHUMAHUE: wucnonb3oBaHne TexHonorun vMotion unn obHoBneHne ESXI moxeTt
N3MEHUTb CTPYKTYpPY BalUMX BUPTYyaslbHbIX MalWH U NoTpebyeTcs NOBTOpHasi reHepauust
TNULEH3UN.
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3 YctaHOBKa

3.1 VMware Workstation nnu VM Player

3.1.1 VMware workstation EVE VM ycTtaHoBKa npu nomolum iso obpasa

(pekoMeHAOBaHHbLIA BapuaHT)

3arpyaute ISO obpa3 EVE-NG Professional 1ISO:
http://www.eve-ng.net/downloads/eve-ng

3.1.1.1 EVE VM YcTaHOBKa M HacTpomnka

Help

.. 14

WORKSTATION

War 1: Cospante HOBYK BUPTYyanbHYyO
MaLUnHy
Mew Virtual Machine Wizard *

Welcome to the New Virtual
Machine Wizard

What type of configuration do you want?

(®) Typical (recommended)

Create a Workstation 14.x virtual machine
in a few easy steps.

() Custom (advanced)

Create a virtual machine with advanced
options, such as a SCSI controller type,
virtual disk type and compatibility with
older VMware products.

4

< Back Cancel

LWar 2: Beibepute «l will install the operating
system later»
Mew Virtual Machine Wizard X

Guest Operating System Installation
A virtual machine is like a physical computer; it needs an operating
system. How will you install the guest operating system?

Install from:
() Installer disc:

. DVD RW Drive (D:) -

() Installer discimage file {isa):

G: \Install\Linux inuxmint- 15-cdnnamon-dvd-32bit.isa Browse...
(®) I will install the operating system later,
The virtual machine wil be created with a blank hard disk.
Help <Back || Mext> || cancel
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LWar 3: Beibepute roctesyto OC: Linux n
Bepcuto: Ubuntu 64-bit

Mew Virtual Machine Wizard X

Select a Guest Operating System
Which operating system will be installed on this virtual machine?

Guest operating system

(O Microsoft Windows
(®) Linux

() Novel NetWare
() solaris

(O yMware ESX

(O Other

Version

Ubuntu 64-bit ~

Help < Back

LLar 4: Beeante nmsa ans sallen
BMPTYyanbHOW MalUuHbI U BbibepuTe nanky
ONsi ee pacnosioXXeHnst Ha XOCTOBOM
cucteme

Mew Virtual Machine Wizard X

Name the Virtual Machine
What name would you like to use for this virtual machine?

Virtual machine name:

| EVE-PRO |
Location:
[ creve_PrO-M | [Coromse...
The default location can be changed at Edit = Preferences.
< Back Mext > Cancel

LWar 5: BeBegute pasamep XECTKOro gucka um

BblGepuTe «Store virtual disk as single file».

Mew Virtual Machine Wizard X

Specify Disk Capacity
How large do you want this disk to be?

The virtual machine's hard disk is stored as one or more files on the host computer's
physical disk. These file(s) start small and become larger as you add applications,
files, and data to your virtual machine.

Maximurn disk size (GB): 200 =

Recommended size for Ubuntu 64-bit: 20 GB

(®) Store virtual disk as a single file
(D) split virtual disk into multiple files

Splitting the disk makes it easier to move the virtual machine to another computer
but may reduce perfarmance with very large disks.

Help < Back

Lar 6: Haxxmute «Customize Hardware»

MNew Virtual Machine Wizard X

Ready to Create Virtual Machine
Click Finish to create the virtual machine. Then you can install Ubuntu
64-bit,

The virtual machine will be created with the following settings:

Mame:; EVE-PRO -
Location: G:\EVE_PRO-VM
Version: Workstation 14.x

Operating System: Ubuntu 64-bit

Hard Disk: 200 GB
Memory: 1024 MB
Metwork Adapter: MAT

Other Devices: CD/DVD, USE Controller, Printer, Sound Card hd

Customize Hardware. V

= o
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War 7: YctaHoBuTE HEOGXoOuMMbIA pasmep
onepaTtMBHON NaMATH

Hardware

Add.

X
Device Summary Memory
. Specify the amount of memory alocated to this virtual
Memory 1G8 machine. The memory size must be 2 multiple of 4 MB.
[ Processors 1
*)New CD/DVD (SATA)  Auto detect Memory for this virtual machine: | 16384 | 2| Mg
B Network Adapter NAT
Us8 Controller Present .
@) sound Card Auto detect g e
(SPrinter Present ke
Soispiay Auto detect £1=3 @ Maximum recommended memory
sce (Memory swapping may
. occur beyond this size.)
1GE q B0&
s12ME
@ Recommended memary
256 e
168
126 1B
saME 0 Guest OS recommended minimum
2ME 512MB

18 ME
s1E
4mE

4 The virtual machine will use up to 768 MB of this memory
for graphics memory. You can change this amount in the
Display settings page.

Llar 8: YcTtaHoBuTE HEOGXOAMMOE YMCno
BUPTYarbHbIA NPOLLECCOPOB 1 Aaep.
Bknounte noggepxky Intel VT-x/EPT
Virtualization engine.

)\ 3AMEYAHMUE: Y VMware Player
AOCTYyrNHa TOJIbKO 0AHa onuund — KOJ1IN4eCcTBO
BUPTYarnbHbIX MPOLIECCOPOB

I\ 3AMEYAHWUE: 3apaHee nnaHupyiite
KOHpMrypauuto Ballen BupTyanbHON
MaLLKnHbI. [Mocne ycTaHoBKN NnUeH3nu,
BO3MOXHO M3MEHEeHMe TOMbKO YMcna
npoueccopoB. N3meHeHne konnyecTsa
agep, noTpebyeT nepereHepaumio

Hardware X
Device Summary Processars
- vemory . Number of processors: 5 -
[ Processors 8 HNumber of cores per processor: | 1. ~
New CODVD (SATA) - Auto detect Total processor cores: T
T Network Adapter NAT
use Contraler Present Vrtuaizaton engine
E
@ sound card fuo detact Virtualize Intel VT-%/EPT or AMD-V/RVI
= Printer Present T e
B0ipley Auto detect Virtualize CPU performance counters

[ virtualize 10MMU (10 memory management unit)

Add... Remove

Lar 9a: Buibepute ceTeBon aganTep.
PekomeHgaumm ansa HoyTOykoB

)\ 3AMEYAHUE: PekomeHayeTcs
ucnone3oBatb NAT adapter gns HOyTOYKOB,
4YTOObI HE MPOMCXOAMIa CMeHa aapeca
management-uHtepdenca. 3To MoXeT
NPOUCXOAMWTb, NPY NOAKMYEHUN HOYTOYKa
kK 6ecnpoBoaHbIM CeTIM € pa3HbiM SSID.

LLlar 9b: Buibepute ceteBor agantep.
PekomeHgaunn gna MK

. 3AMEYAHME: Ha MK EVE
management-uHTepdeic MoxeT paboTaTb
B pexxume NAT munu mocrta.
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Hardware Laptep or Desktop PC % Hardware Desktop PC X
Device Summary Device status Device Summary Device status
Connected Connected
W pemory 1668 onnects 8 vemory 568 ennectE
[ Processors 5 Connect at power on [l Processors s Connect at pawer on
JNew CD/DVD (SATA}  Auto detect le CO/DVD (SATA)  Auto detect
e Netnork connection . Bridged (Automatic) Network connection
(&3 uss Controller Present (O Bridged: Connected directly to the physical network 5B Controller Present. @ Bridged: Connected directly to the physical netwark
&) sound card Auto detect Repicate physical network connection state &) sound card Auto detect [IReplcate physical network connection state
=hprinter Present (=hPrinter present
Bnisplay Auto detect (® NAT: Used to share the host's IP address B0isplay Auto detect (O NAT: Used to share the host's IP address
(O Hest-only: A private network shared with the hast (O Host-only: A private network shared with the host
O custom: specific virtual network O Custom: Specific virtual network
VMneto VMnetd
O LaN segment: O AN segment:
LAN Segments... | | Advanced... LAN Segments.... | | Advanced...
Add... Remove Add... Remove

LWar 10: Beibepute CD/DVD Option: “use LWar 11: CoxpaHute HacTpoviku VM.
ISO obpas file.” YkaxuTe nyTb K
ckavyaHHoMy EVE-PRO.iso (umsa moxeT
oTnM4aThCS)
Hardware X
Device Summary Device status
8 viemory 1568 comected
[d Processors 5 Connect at power on
) New CD/OVD (SATA)  Auto detect
T nietwork Adspter NAT Connection
USB Controller Present ) Use physical drive:
St
WDisplay Auto detect (® Use 150 image file:
[ectceemon | -]
Advanced...
Add... Remave
Close Help

3.1.1.2 YcTtaHoOBKa BUpTyanbHOM MawuHbl EVE-NG

A\ O6szatenbHble TpeboBaHVs: ANs yCTaHOBKM HEO6X0AUMO NoAKMYeHne K ceTu VIHTEepHeT.
Bo Bpemsa yctaHOBO4YHOro npouecca EVE nogkniwovaetca K penosnTtopuio, Ans YCTaHOBKM
nocrnegHux oGHOBIEHUIA.

YcraHoBKa u3 ISO obpasa Bkno4aeT B cebs 3 aTana

OTtan 1 (YcrtaHoBka Ubuntu)
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War 1: Bkntounte BM EVE Bbibepute
English n HaxxmuTe Enter.

Lar 2: Beibepute «Install EVE PRO VM» u
HaxmuTe Enter.

{ar Home

[ EVE-PRO

Language

MakeaoHCK
HMalayalam

Harathi

Burmese

Nepall

Nederlands

Narsk bokmél
Narsk nynorsk
Punjabi (Burmukhi)
Polski

Portugués do Brasil
Portugués

Romana

Pycokii
Samegillii

B e
Sloventina
Slovenstina

Tamil
Sean
Thai
Tagalog
Tirkce
Uyghur
yipaiHCbKa
Tidng viét
FRIZ(E] )
7 (2EER)

Amharic
fArabic
fAsturianu
Benapyckan
Brarapcku
Bengali
Tihetan
Bosanski
Catald
Cestina
Dansk
Deutsch
Dzongkha
EAMWLKG

Francais

Gaeilge

Galego

Gujarati

iy

Hindi

Hrvatski

Magyar

Bahasa Indonesia

Islenska

Ttaliano

BAE

Jobmygmo

Kasax

Khmer

Esperanto Efais i
Espafiol Bt=0
Eesti Kurdi
Euskara Lao shaip
e Lietuviskai GRAGKN
Suomi iski S

FL Help F2 La

ibility F6 Other Options

{0} Home

[ EVE-PRO

ubuntu®

F1 Help

War 3: Beibepute English n Haxxmute Enter

Home EVE-PRO

Choose the language 1o be used for the installation process. The selected language will
also be the default language for the installed system.

Language:

c - No localization
#lbanian - shaip

Arabic s
fisturian - fsturdany
Basnue - Euskara
Belarusian - Benapycxan
Bosnian - Bosanski
Bulgarian = BRAMApCEM
Catalan - Catalg
thinese (Simplifisd) - o % ()
Chinese iTraditional) - (@)
Croatian Hrvatski
czech - Cedtina
Danish - Dansk
Dutch —_Nederlands
nglich Enalich
ESperanta

Estonian

Finnish

French

galician

- Deutsch,
- ERALE

Greek

<Bo Backs

s <Enter> activates buttons

Lar 4: Bbl moxeTe BbibpaTh Balle
pacnonoxeHwe, Unu, Nocrne yCTaHoBKM ip
agpeca, pacrnonoxeHue 6yaet BelGpaHo
aBTOMaTuyecku Bbl MoxeTe ocTaBuTb
United States n HaxaTtb Enter.

{2 Home EVE-PRO

The selected location will be used to set time zone and also for examle to fhelp

your
select the system locale. Normally this should be the country uhere you live.

This is a shortlist of locstions based on the lsnguage you selected. Choose “other” if
your location is not listed

Country, territory or area:
fintigua and Barbuda
Australls
Hong Kong
Indie

Ireland

<60 Back>

s: <Enter> activates buttons

LWar 5: Ecnu BkntoyeH DHCP, Nusa no
yMoOmnyaHuto eve-ng. Bbl MoXeTe CMeHNTb
€ro no cBoemy ycMmoTpeHuto. Knasuiuen

Mepengute Kk wary 14

Tab Bbibepute “continue” n HaxxmuTe Enter.

Lar 6: Ecnin DHCP Bbiknto4eH

Ecnn y Bac B cetun HeT dhcp cepsepa, T0 IP-
agpec HeobXxoauMO HacTPOUTb BPYYHYIO.
Haxmute Enter.
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[1] Conflgure the netuwork
Flease enter the hostnane for this sustem. {11] Configure the netuork
Network sutoconf iguration failed
Your network is probably not using the DHCF protacol. Alternatively, the DHCP server may
be slow or some netsork harduare 15 nOt working properly.

The hostnane is a single word that identifies your System to the netuwork. If you don't
know uhat your hostname should be, consult your netuork adninistrator. If you are setting
up your oun home netuork, you can make something up here.

Hostname:

<0 Back> <Continuer

buttons

network | War 8: 3apaiiTe agpec no kotopomy dyaet
OCYyLLEeCTBNATLCA ynpasneHne EVE
(management IP), ncnonb3ya knasuwy Tab

BbIGepute «Continue» n Haxmute Enter

War 7: Boblbepute «Configure
manually» n Haxmute Enter

[11] Configure the network
From here you can choose 10 retry DHOF network autocontiguration (shich may succeed 1f
uour DHCP server tskes @ long time to respond) or to configure the network manually. Some
DHCP servers require a DHCP hostname to be sent by the client, so you can also choose to
retry DHCF network autoconfiguration with a hostname that uou provide. e T
1) Conf igure the networ

Metwork conf iguration method: .
The IP address is unigue to your computer and may be:

* four numbers separated by periods (IPuwd);
* blocks of hexadecimel characters separated by colons (IPv6).

Retry network autoconf Lguraton
Retry network sutoconf iguration with g DHCP hostname

o 11y
Do not configure the network at this time J
& ¥ou can also optionally append a CIDR netmask (such as "/24")

<Bo Backy

1f you don’t know what to use here, consult your network administrator.

1P address:
L B —

<Bo Backy

ects; <Enters activates buttons

War 9: BeBegute macky noaceTu, UCnonb3yd
knasuwy Tab BeiGepuTte «Continue» un
Haxmute Enter

Lar 10: Beegute IP-agpec wnto3a,
ucnonb3ysa knaesuwy Tab BeibepuTe
«Continue» n Haxxmute Enter
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The netmesk is used to determine which mechines are locel 1o uour network. Consult your
network administrator if you do nat know the value. The netmask should be entered as
four numbers separated by periods.

Netmask:

<Cont inue>!

<o Backs

1 [11] Configure the network

The gateway is an IF address (four numbers separated by perlods) that indicates the
gatewsy router, also known es the defeult router. ALL traffic that goes outside your LAN
(for instance, to the Internet) is sent through this router. In rare circumstances, you

w have no router; in that case, you can leave this blank. If you don't know the proper
answer to this guestlon, consult your network adminlstrator.

Gateusy

<60 Back>

War 11: BAXXHO. YkasaHHbIi DNS cepBep
OOMKeH ObITb KOPPEKTHO HACTPOEH U
oTBevyaTb Ha 3anpockl DNS nmeH u3
BHeLWHNX ceTen. Beeagute IP-agpec Bawero
DNS cepBepa, ncnonb3ys knasuy Tab
BblIGepuTe «Continue» n HaxmuTe Enter

{7} Home

() Eve-pRO

[11] Configure the networ

The name servers are used to look up host names on the network. Please enter the IP
addresses (not host names) of up 10 3 name Servers, separated by spaces. 0o not use
commas. The first nase server In the List wlll be the first to be gueried. If you don't
wsnt to Use any name server, just leave this field blank.

Name server addresses:

<Go Backy

ter> actlvates buttons

LWar 12 Mo ymonyaHuio nmsa xocTa - eve-ng.
Bbl MOXeTe 3agaTb MPOM3BOSILHOE.
Mcnonbays knasuwy Tab Beibepute
«Continue» n HaxvuTe Enter

£ tome

) EvE-PRO

Configure the netsor
Please enter the hostname for this system.
The hostname is a single word that identifies your system to the netuork. If you don't
know what your hostname should be, consult your netwsek administrator. If you are setting
up your own hone netuork, you can meke something up here.
Hostnane:

<cont inue>

G0 Back>
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War 13: Beegute nma gomeHa (DNS LWar 14: Ecnu Bawu ceTeBble HaCTPOWKU
cydukc). KOPPEKTHbI Ubuntu aBTOMaTU4eCcKn
MoxHo 3agaTb noboe 3HayeHwe, onpefenut  Balle  pacnonoxeHwe U
Hanpumep: eve-ng.net noaknynTca Ubuntu penos3nTopusam.
Wcnone3aysa knasuwy Tab Bbibepute Haxmute Enter.

«Continue» n Haxmute Enter

The domain nome is the part of your Internet address to the right of uour host name, It
is often something that ends in .com, .net, .edu, or .org. If you are setting up a home
network, 4ou can make something up, but make sure you use the same domaln name on all
uour computers.

Based on your present phusical location, your tlee zone is EuropesLondon.

Doma in name:
venenet
<Go Backy

If this is not correct, you mey select from a full list of time zones instead.
Is this tine zone correct?

<60 Back> BB o

<Tal> move

s: <Enter> activates buttons

War 15: Ecnu ans poctyna k cetn MHTepHeT | Lar 16: Beibepute no automatic updates u
UCMomnb3yeTCsl Proxy cepeep, ykaxute ero. | Haxmute Enter. O6HOBNeHns 6e3onacHocTn
Ecnu npokcn He mcnonb3yeTcs, BbiOEpUTE | MOXHO YCTAHOBUTb MO3AHEE M3 KOMaHOHOM
«Continue» n Haxxmute Enter. cTpoku EVE.

1] Conflguring tasksel
[1) Conflgure the package manager Roplylng updates on & frequent basis ls an important part of keeping your system secure.

If wou need to use @ HTTP proxy to access the outside world, enter the proxy information By default, updates need to be applied menually using package menagement tools.

here. Otherwise, leave this blank. Alternatively, you can choose to have this system automstically download and install
security updates, or uou can choose to menage this sustem over the web as part of a group

The proxy Informatlon should be glven In the standard form of of systems using Canonical's Landscape serwvice.

“http:s/ [ {user] [:pass]e] host [zport] /.

How do you want to menage upgrades on this system?

HTTP proxy information (blank for none):
hio automatic updates

e — INSTALL SECUPLTy LDOATES AUTOMATLCAlly

Hanage system with Landscape

<60 Backy <Continuex

YctaHoBka EVE VM 3Ttan 2 (YctaHoBka amynatopa EVE)

War 17: Mocne nosiBneHuss coobuwenus | War 18: He oTkno4as BupTyanbHyO
«Finish the installation», He oTkntovanTe ISO | malLmnHy, 3angute B cBoOWCTBa
obpa3 oOT BupTyanbHOW MawwuHbl W He | obopygoBaHna n ybeautech, yto CD/DVD
HaxumanTe Enter, go Toro, kak Mbl He | ISO Haxogutca B ctatyce «Device status
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ybeammcs, 4To yCTaHOBLUMK rOTOB nepenTun | connected» u BkntoveHa onumsa «Connect at
KO 2my aTany power on». Haxxmute OK.
Hardware  Options
Device Summary Device status
W Memory 16 GB commected
Il processors s [Acennect at poner on
ek Hard Disk (SCST) 200 GB
&) CO/DVD (SATA) Using file G:\EVE-NG\EVE-PROiso. Connection
INetwork Adapter NAT (Ouse physical drive:
&3 usa Contralier Present Fm—
@) Sound Card Auto detect
i printer Present (@ Use 150 image file:
R Hoipay Autodetect Browse
Installation is complete, so it is time to boot into your new system. Make sure to remove
the installation mediz (CO-ROM, floppies), so that you boot into the mew sustem rather Advanced
than restarting the installation.
<G0 Back>
1§
Add. Remove
OK Cancel Help

War 19: BepHuTecb K YyCTaHOBOYHOMY
npoueccy Ubuntu wn Haxmute Enter,
BMpTyanbHasd MalwuHa nepesarpysutcsa u
3anycTuTcsa BTopasi hasa yCTaHOBKU

LWar 20: Korga nosBuTca aKpaH npurnatleHus
EVE, Bounaute B CUCTEMY WUCNONb3yd
norvH/naponb root/eve n nepengute K 3my
atany

vE-PRO

1111 Finish the installation
r stallation comolete

Installation is complete, so it is time to boot into your new system. Make sure to remove
the installation media (CO-ROM, floppies), so that you boot into the new sustem rather
than restarting the installation.

<GB0 Back>

(2 Home

5 6vE-PRO

Eve-NG (default root passuord is 'eve')
Use http:r/r192.168.217.129/

eve-ng login:

YctaHoBka EVE VM 31an 3 (YcTaHoBKa OBGHOBMEHUN U HACTPOWKa CUCTEMbI)

War 21: YcraHoBka EVE Management IP.
PekomeHayeTca HacTpoWka cTaTU4ecKoro
agpeca

CnepynTe ykasaHusiM B pasgernax

LWar 22: MNocne nepesarpysku EVE,
BowanTte B KOHCOMb W BbIMONTHATE KOMaHAY:

apt update
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3.4.1 pna ctatundeckoro P, 3.4.2 ansa

nonyyexus IP no DHCP

War 23: locne yctaHOBKM OBOHOBNEHWUN,
BBEAMTE KOMaHay

apt install eve-ng-dockers-alt

CkopocTb ycTaHoBkM 6yneT 3aBuceTb OT
CKOPOCTU BalLIero MHTEPHET kaHana

LWar 24: TMocne 3aBepLleHUs YCTaHOBKW,
NoSABUTCS NpurnaweHne KOMaHgHOW CTPOKMK.

Mepesarpysute EVE komaHgomn:

reboot

LWar 25: MNMepenante k pasgeny 4 «JlvueHsnposaHue EVE-NG Professional»

A BAXHOE 3AMEYAHUE: Bbl OOMmkHbI MOArOTOBUTbL W 3arpy3uTb XOTA Obl napy
0bpa3soB, 4TobObl HaYaTb co3aaBaTb cBoM Nabopatopun. NMogpobHee cMm. B pasgene 16

3.1.2 VMware workstation pasBepTbiBaHMe U3 ova obpasa

3arpyauTte ova O6bpa3 EVE-NG Professional:
http://www.eve-ng.net/downloads/eve-ng

3.1.2.1 PasBepTbiBaHME U HACTpOMKa

War 1: B VMware workstation nnnm VM
Player, Boibepute Menu File/Open

::::::

War 2: Ykaxute nytb kK EVE-PRO.OVA, n
HaxmuTe “Open”
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War 3: Ykaxute nyTb K pacnonoXeHuto LWar 4: OTponTe cBOWCTBa BUPTYanbHOMN
MaLUMHbl HA XOCTOBOW CUCTEME U HAXXMUTE MawuHel EVE n ykaxuTte kon-Bo
«Import» onepaTuBHOW NamaATn

EVE-PRO-VM-2.0.4-20

WORKSTATION 14

Import Virtual Machine X @
‘Store the new Virtual Machine ual Connecttoa
Provide a name and local storage path for the new b Remote Server

virtual machine,

Name for the new vir tual machine:

[pesroaM-20.420 |

Storage path for the new virtual machine:

[ GHEVE-PRO-OVA | [oome—]
War 5: ABAXHO: YctaHosuTe LLar 6: Boibepute ceTeBon agantep.
HeobxoQMMOe YNCITO BUPTYanbHbIN PekomeHgauum ans HOyTOyKoB
npoueccopoB u agep. Bkniounte
noaaepxky Intel VT-x/EPT Virtualization NPUMEYAHUE: PekomeHpayeTca
engine. ucnonb3osatb NAT adapter ansa HoyTbykos,

ytobbl He npoucxoguna cMeHa apgpeca
MNMPUMEYAHME: Y VMware Player goctynHa management-uHTepderica. 310 MOXeT

TOSbKO OJHA OMUMS — KONTMYECTBO NpoucXoanTb, NpU MOAKMIOYEHNN HOYTOYKa K
BMPTYyarbHbIX NPOLIECCOPOB GecnpoBodHbIM ceTAM C pasHbiM  SSID.
Hardware Laptop or Desktop PC X

I\ 3AMEYAHME: 3aparee nnanupyiite
KOHDUIypaumio Ballein BUPTYansHON MaLLUHBGI. T Ecamectotomerm
lMocrne yCTaHOBKM MNLIEH3UM, BO3MOXHO ——
Nn3MeHeHmne TorbKo 4Yncna I'IpOLl,eCCOpOB &) sound card Auto detect Replicate physical network connection state
M3meHeHune konunyecTBa sifep, notpedyeT = N . VT, st e e st P
nepereHepaLmio NULIEH3NIA. G et

VMneto

OLan segment:

LAN Segments....| | Advanced...

Add... Remove
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War 7: BeibepuTe ceTeBow aganTtep. LWar 8: Bkntounte BUPTYarbHyl0 MaLLWHY U
PekomeHngaumm gna MK HacTponTe Management IP cornacHo nyHkTa
3.4.1 pna crtatudeckoro IP nnn 3.4.2 c
NMPUMEYAHWME: Ha MK EVE management- | ucnons3oBaHnem DHCP

MHTepdenc MoxeT paboTaTb B pexnme
NAT wnun mocTa.

Dasktop PC

Network connection
® Eridged: Connected directly to the physical network
[OJRepiicate physical network connection state

ar
=printer

inter
Eoisplay Auto detect (O NAT: Used to share the host's [P address
(O Host-only: A private network shared with the host
O custom: spedific virtual network

VMnetd
(CJLAN segment:

LAN Segments.... | | Advanced.

el

Lar 9: MNepengunte k pasgeny 4 «JlmueHanpoaHne EVE-NG Professional»

A BAXHO: ans nomnHoueHHoN paboTbl CUCTEMbI, HEOGX0OUMO 3arpy3nTb 0bpasbl Ans
amynsuuun. NMogpobHee B pasgene 16

3.1.2.2 O6HoBneHune OVA VM go nocnegHen Bepcum

LWar 9: Y6egurtech, yto Bawa EVE OVA VM o6HoBReHa Ao nocnegHemn Bepcuu.
CnenyinTte UHCTPYKUUAM B pasgene 5.

3.1.2.3 OVA VM yBenn4yeHue pasmepa }XecTKoro gucka

A\ BAXHO: He usmensiite pasmep Tekywero gucka EVE. [Ona pacwuvpeHus pasgena
cnegymnTe MHCTpYKUMsM B rmase Troubleshooting nyHkT 15.2

3.2 VMware ESXi

3.2.1 VMware ESXi EVE pas3BeptbiBaHMe u3 ISO obpasa
(pekomMeHAOBaHO)

3arpysute yctaHoBoO4YHLIN 06pa3 EVE-NG Professional:
http://www.eve-ng.net/downloads/eve-ng
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3.2.1.1 EVE-NG ESXi VM yctaHOBKa U HacTpomka

War 1: 3arpysute EVE ISO o6pa3 B | lar 2: CosgaiiTe HOBY BUPTYyanbHYO
xpaHunuie ESXi. MaLUnHy

32 How wirtual machme

BT 1 soioct croation type
2 Selecta name and guest OS
3 Selsct storage

4 Customize settings.

5 Ready 1o compiets

Select creation type

Hom would ou e 1 creaee 3 Vil Uachine?

LWar 3: BeBegute nma ansa Ballen MallvHbl Lar 4: Beibepute pacnonoxeHuve, rae
n BblbepuTe B kayecTBe roctesomn OC: OyaeT xpaHuTbCs Bawa maluuHa ¢ EVE.

p + 1 Seecs creation type Select storage
(12 St e pack et (| 1o slore e con files.
v
- & Cusoneae setings e
pre—
1 Saloct eroation type Select a name and guest 05 e
ar5cE 2T9CE WSS
STECE  4MECE WSS Supporen | Singie
S078CE  1GE1CE  WFSS  Suppores | Singie
3o
Gack | _Nea || Fnen | Cancat
Gancol
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Lar 5: &BA)KHO YctaHoBuUTE
HeoOX0AMMOE YMCIO BUPTYarbHbIN

+ 1 Select creaton type
vz
3 Select storage.
v

Customize settings

Contgure mew

el Haiware | M Getions.

28 4 sk Ad nctwork scspter (S Add clher dvioe

e asaonst options

& Ready to compiete

~@cru

Cores por Sockel Vv Socs 24

P Hot Py

[DJEnatie CPU Hot Add

Aesenation

Lime

Shares

uestos @

Pertemance counlers

Schaduing Afesty

npoueccopoB 1 saep. Bknounte por—
noanepxky Intel VT-x/EPT Virtualization —

. [RTREBRERT] Wi Options
engine. il i

L

A\ 3AMEYAHMUE: 3apaHee nnaHupyiite . ¢ =
KOHpurypaumio Ballen BupTyansHOW MaLLnHbI. T
Mocne ycTaHOBKU NULIEH3UW, BO3MOXHO
N3MeHeHMe TOMbKO YMcna NpoLeccopoB. s
M3ameHeHne konnyecTBa sigep, notpebyet e Dlenas
nepereHepaumio NMMLEH3nN. i .

Lar 6: 3apnante HeobxoaMMoOe KONM4ecTBO
onepaTtMBHON NaMATK.

War 7: 3aparite HeobxoaMMbIA pasmep
XecTkoro gucka. PekomeHayeTcs
yctaHaBnmeaTb “Thick Provisioned eagerly
provisioned” u pasmep He meHee 500Gb

‘ : ;xmml’m":- - Customize settings sk Mude =
e o o Adapier Type.
DisK Frowsionin " + [ video Carg Spacity astom sutings
NMPUMEYAHUE: MonsnHee MOXXHO
== “1| pobaBUTb [OnonHUTenbHble ceTeBble
UHTepdenchbI.

Lar 8: HacTpoinTte Bally BUPTYarnbHYHO CETb.
Tun agantepa VMXNET3

1 Select crestion type

Customize settings

2 '58l6Ct 0 naMe a0 gUEH 05 machine hardware.
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War 9: HdobGaebte k EVE VM CD/DVD | War 10: Hactponte DVD Ha «Datastore 1ISO
yCTPONCTBO File» n n ykaxute nytb k EVE-PRO.iso.
Y6eautechb, 4to ctatyc B coctosiHum ON, n
BblOpaHa onuna «Connect at power on»

Mow irtual machine - EVEPRO-VH (E5XI 5.0 itual machine}

£ e vruad e - EVE-PRO.VIA(ESX) 5,0 virtusk machine)

v 150

Customize settings

3.2.1.2 LWaru yctaHoBku EVE-NG ESXi VM
L\ O6GssaTtenbHble TpeboBaHWA: AN YCTaHOBKM HeEOBXOoOMMO MOAKMHYEHWE K ceTu

WHTepHeT. Bo Bpemsi ycTaHoBOYHOrO npolecca EVE nogkntoyaeTcst K penosnTopuio,
AN YCTaHOBKM NocrneaHMx 0GHOBMNEHWIA.

YcTaHoBKa u3 ISO obpasa Bkno4aeT B cebs 3 aTana

OTtan 1 (YcraHoBka Ubuntu)

War 1: Bkniounte BM EVE Breibepute LWar 2: Beibepute “Install EVE PRO VM” n
English n Haxvute Enter. HaxmuTe Enter.

ot Home [ EVE-PRO o Home

5 EVE-PRO

Lanzuage
fAmharic Francais MakeaoHCkn Tamil
Arabic Gaeilge Halayalam Eer
fisturianu Galego Harathi Thai
Beaapyckas | Gujarati Burmese Tagalog
BLArapckd | AT Nepali Tlirkce
Bengall Hindi Nederlands Uyghur
Tibetan Hruatski Narsk hokmal YKpalHcbka
Bosanski Magyar Narsk nynarsk Ting viét
Catald Bahasa Indonesia | Punjabi (Gurmukhi) SR )
Eestina Islenska Polski 32 ER)
Dansk Italiano Portugués do Brasil
Deutsch BARE Portugués
Dzangkha Jofmypa Rama&ng
EAAMULKE Kazak PYCCKUR
Khmer samegillii
Esperanto 837 3% wTome
Espafiol Bt=0 Sloventina
Eesti Kurdi Slovenstina
Euskara Lao Shaip
s Lietuviskai Cprckun
Suomi Latviski Svenska
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War 3: Beibepute English n Haxxmute Enter

Choose the language 10 be used for the installation process. The selected language will
also be the defzult language for the installed sustem.

Language:

c! - Mo localization i
Albanian

frablc
RsturLan

e
- Rsturisnu

- benspycxaa
- Bosanski

- Ewarapcr
- Catald

- ()
h (W)

asaue
Belarusian
Bosnian
Bulgarian
Catalan
Chinese (Simplified)
Chinese (Traditional) -
- Hrvatski
- Cestina
- Dansk
—__Nederlends.
-_Englich
Esperanto - Esperanto
Estonian
Finnish
French
Galician

Greek

<Bo Backs

Lar 4: Bbl moxeTe BbiOpaTh Balle
pacnonoxeHue, nnu, nocne yctaHosku IP
agpeca, pacnonoxeHue 6yaet BolbpaHo
aBTOMaTn4yecku Bbl MmoxeTe ocTaButb
United States n HaxaTb Enter.

5 evpo.

The selected location will be used to set your time zone and also for oL heip
select the system locale. Normally this should be the country where wou Liv

This is s shortlist of locstions based on the language you selected. Choose “other” if
your location is not listed

Country, territory or area:

fintigua and Barbuda
Australls

Philippines
singapore
South ffrica
United K ingdom
Zambla
2imbabue

ather

<60 Back>

War 5: Ecnu BkntodeH DHCP, Mma no
ymorn4yaHuio eve-ng. Bel MoxeTe CMeHNUTb
€ro no cBoemy ycMmoTpeHuto. Knasuwen
Tab BbiGepuTe «continue» n HaxmuTe
Enter. MNMepengute K wary 14

Flease enter the hostname for this sustem.
The hostnane is a single word that identifies your System to the netuwork. If you don't
know uhat your hostname should be, consult your netuork adninistrator. If you are setting
Up Your own NOmE NETWOK, You Can Make SomEthing up here.

Hostname:

<Continuer

<0 Back>

LLar 6: Ecnn DHCP BbikntoyeH

Ecnu y Bac B cetn HeT DHCP cepsepa, T0o
IP-agpec Heob6Xxo0QUMO HacTPOUTb BPYYHYIHO.
Haxwmute Enter.

Network sutoconf iguration failes
Your network is probably not using the DHCF protacol. Alternatively, the DHCP server may
be slow or some netsork harduare 15 nOt working properly.

continue:

War 7: Bblbepute «Configure network
manually» n Haxxmute Enter

LWar 8: 3apaiTe agpec no kotopomy dyaet
OCYyLeCTBNATLCA ynpasneHne EVE
(management IP), ncnonb3ysa knasuwy Tab
BblOepuTe «Continue» 1 HaxxmuTe Enter

Page 29 of 204

© EVE-NG LTD



Gve EVE-NG Professional Cookbook

Emulated Virtual Environment
Next Generation

[11] Configure the network

Fron here you can choose 1o retry DHCP network autocontlguratlon (shich may succeed Lf
your DHCP SErver takes a long Time to respond) or to configure the network manually. Some
DHCP servers require @ DHCP hostname to be sent by the client, so you can also choose to
retry DHCP network sutoconfiguration with & hostname that you provide.

Metwork configuration method:
Retry network autoconf Lguraton
Rei auto ration with g DHCP hostname
E Ck
work at this time

<Bo Backy

5 <Enter> activates buttons

The If address is unigue to wour computer and may be:

= four nunbers separated by pericds (IPvd);
* blocks of hexadecimal characters separated by colons (IPYG).

Vou can also opticnally append & CIOR netmask (such as "/24").

If wou don't know what to use here, consult wour network administrator.
IF address:

52168210, 20 .
:continue]

<Go Back>

Lar 9: Beegnte macky NOACETU, NCMOMb3Yys
knasuwy Tab BbibepuTe “Continue” n
HaxxmuTe Enter

Lar 10: Beegute IP-agpec wnio3a,
ncnonb3ys knasumwy Tab Beibepute
«Continue» n HaxxmuTe Enter

The netmask is used to determine which machines are local to wour network. Consult your
network administrator if you do nat know the value. The netmask should be entered as
four numbers separated by perlods.

Netmask

Continue:

<o Back>

The gateway is an IP address (four nuibers separated by perlods) that indicates the
gateusy router, also known as the defsult router. A1l traffic that goss outside your LAN
(for instance, to the Internet) is sent through this router. In rare circumstances, you
may have no router; in that case, you can leave this blank. If you don't know the proper
answer to this guestion, consult your network administrator.

Gateusy:

<60 Back>

War 11: AABAXHO. YkasaHHbii DNS
cepBep JOIMKEH ObITb KOPPEKTHO HACTPOEH
W oTBeyvaTb Ha 3anpockl DNS nveH ns
BHeLWHWX ceTen. Beegute IP-agpec Bawlero
DNS cepBepa, ucnonbeays knasuwy Tab
BblGepuTe “Continue” n Haxmute Enter

LWar 12 Mo ymonyaHuio nvsa xocta - eve-ng.
Bbl MOXeTe 3agaTb NPOU3BOSIbLHOE.
Mcnonbays knaeuwwy Tab Beibepute
«Continue» n HaxvuTe Enter
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[11] Conflgure the networ)

went to use any name server, just leave this field blank.

Name server addresses:

<Go Backs

e name servers are used to look up host names on the network. Flease enter the IP
addresses (not host names) of up to 3 name servers, separated by spaces. Do not use
comas. The first name server In the 1ist wlll be the first to be gueried. If you don't

selects; <Enter> activates buttons

1 Configure the networ
Please enter the hostname for this system.
The hostname is a single word that identifies uour system to the netuork. If wou don
know what your hostname should be, consult your netuork administrator. If you are s:nmg
Up your own home network, you can make something up here.
Hostname:

<GB0 Backs <cont Lnues

War 13: Beegute nma gomeHa (DNS
cydukc).

MoxHo 3agaTb noboe 3HayeHwue,
Hanpumep: eve-ng.net

Wcnonb3ysa knasuwy Tab BeiGepute
«Continue» n HaxmuTe Enter

11 Configure the networ

The damain nsee is the part of your Internet address to the right of your host name.
is often something that ends in .com, .net, .edu, or .org.

Your COMPUTErs.

Domaln name:

<Go Backy

Lar 14: Ecnu Bawwn ceTeBble HACTPOWKU
KOPPEKTHbI Ubuntu aBToOMaTUYeCKu
onpefenuT  Balle  pacnonoxeHwe U
noaKntoymTCS Ubuntu peno3nTopusaMm.
Haxmute Enter.

. If you are setting up a hose
netuork, you can make sonething un, bul make sure you use the same domaln name on all

Based on wour present physical location, your time zone is EuropeLondon.

If this is not correct, you mey select from a full list of time zones instead.

Is this time zone correct?

<Bo Back>
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War 15: Ecnv ang poctyna k cetn UHTepHeT
UCMNOMb3yeTCs Proxy cepBep, yKakute ero.
Ecnu npokcu He ncnonb3yeTcs, BblbepuTte
«Continue» n HaxmuTe Enter.

Llar 16: Beibepute no automatic updates un
Haxxmute Enter. OGHoBRNEeHMs 6e3onacHoCTH
MOXHO YCTaHOBUTb No3gHEee U3 KOMaHJJ,HOI7I
cTpoku EVE.

[1] Conflgure the package manager

If you need to use a HTTP proxy to access the outside world, enter the proxy information
here. Otherwise, leave this blank.

The proxy Informatlon should be glven In the standard form of
"nttp:s/[user] [passlelhost (zport] /',

HTTP proxy information (blank for none):
e —

<60 Backy <Continuex

1] Conflguring tasksel

Applying updates on & frequent basis is an important part of keeping your system secure.

By default, updates need to be applied manually using package management tools.
Alternatively, you can choose to have this sustem autometically downlosd and install
security updates, or you can choose to manage this system over the web as part of a group
of sustems using Canonicel's Landscage service.

How do you want to manage upgrades on this sustem?

ic updates
Install security updates automatlcally
Manage system with Landscape

YctaHoska EVE VM 3T1an 2 (YctaHoBka amynsitopa EVE)

War 17: TMocne nosiBNeHUsi coobLeHus
“Finish the installation”, He oTkno4vanTe 1ISO
obpa3 OT BMpPTyanbHOW MalWHbl W He
HaxumanTe Enter, oo Toro, Kak Mbl He
ybeammcs, 4TO yCTaHOBLUMK FOTOB MEPENTM
KO 2My aTtany

Installation complete
Installation is complete, 5o it is time 1o boot into your new system, Kake sure to remove
the Installation media (CO-ROM, flopnles), so that you boot into the new system rather
than restarting the installation.

<G Back>

lWar 18: He oTknoyas BUPTyanbHYO
MaLLUnHY, 3angure B cBOMCTBA
obopygoBaHua n ybegutech, yto CD/DVD
ISO Haxopgutca B crtaTyce “Device status
connected” n BknoYeHa onumsa “Connect at
power on”. Haxxmute OK.

(D Edit settings - EVE-PRO-VM (ESXi 6.0 virtual machine)
» (2 Hard disk 1 00
» B 5CSI Contraller B

&2 SATA Gonlroter 0

&8 USS convaller 1

» W Network Adapler 1 [ + | A connoat
« 5 COIDVD Drve 1 [E——

Status A Cannedt at pawer on

CDDVD edia

datastors1] EVE-PRO.s0 Browss..

Virtual Device Node CO/DVD Media

» W video Carg

sae Cancel

War 19: BepHuTecb K YyCTaHOBOYHOMY
npoueccy Ubuntu wn Haxmute Enter,
BMpTyanbHasd MalwwuHa nepesarpysutcsa u
3anycTuTcsa BTopas dasa yCTaHOBKU

LWar 20: Korga nosBuTCS 3KpaH npurnawlieHns
EVE, Boungute B CUCTEMY WUCNOMb3y4d
noruH/napone root/eve u nepenguTe K 3my
atany
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i vome vE-PRO

Eve-NG (default root password is 'eve’)
Use http:/,192.168.217.129/

eve-ng login:

Installation complete
Installation is complete, so it is time to boot into your new system. Make sure to remove
the installation media (CO-ROM, floppies), so that you boot into the new sustem rather
than restarting the installation.

<Cont Lnus>

<GB0 Back>

YctaHoBka EVE VM 31an 3 (YcTaHoBKa OOGHOBMEHUIN U HACTPOWKA CUCTEMbI)

War 21: YcraHoBka EVE Management IP.
PekomeHayeTca HacTpoWka cTaTU4eckoro
agpeca

LWar 22: MNocne nepesarpy3kn EVE,

Bonante B KOHCONb W BbINOSHUTE KOMaHAay:

CrnegnyiTe ykaszaHusiM B pasgenax

3.4.1 pna ctatundeckoro P, 3.4.2 ans

nony4exus |IP no DHCP

apt update

War 23: lNMocne ycTaHOBKM OGHOBMEHWN,
BBEAMTE KOMaHay

apt install eve-ng-dockers-alt
CKOpOCTb YCTaHOBKM 6y/:|,eT 3aBuceTb OT
CKOpPOCTW BaLlero MHTeEpHEeT KaHana

War 24: Tocne 3aBeplLueHUA YCTaHOBKM,
NosIBUTCS NMpurnalieHne KoMaHAHOW CTPOKW.

MNepesarpysute EVE komaHgon:

reboot

Lar 25: MepenanTe k pasgeny 4 «JlvueHsnpoaHne EVE-NG Professional»

L\ BAXHO: [Ins nonHoueHHoN paboTbl CMCTEMbI, HEOGX0AUMO 3arpy3nTb 06pasbl Ans

amynsaumn. MoapobHee B pasaene 16

3.2.2 PasBepTtbiBaHne VMware ESXi us OVA

Ckavante OVA obpa3s EVE-NG Professional:
http://www.eve-ng.net/downloads/eve-ng

Page 33 of 204 ©EVE-NG LTD



http://www.eve-ng.net/downloads/eve-ng

GVG EVE-NG Professional Cookbook

Emulated Virtual Environment
Next Generation

3.2.2.1 ESXi OVA VM YcTaHoBKa n Hactpouka

LLar 1: Ha xocTte ESXi,
Cospante/3apernctpupynte VM

= Hardware

- G tmorting

LWar 2: Beibepute onumto «Deploy a virtual
machine from an OVF or OVA file»

LLar 3: Beegute nmsi ons BaLlen HOBOM
EVE VM u ykaxuTe nyTb kK OVA danny

1 N vt st - EVE PRO

Select OVF and VMDK files

1 Select creation type
28 es the OVF and VMDK Sles

o the VM you would ke o deplar

o for e vz mischine.

EVEPRO

Viebaal maching names can contain u [o 80 characlers and they must be u¥ase wihin each ESX nstance.

* @ EVE-PRO-VIA 20 420 0va

Lar 4: BeibepuTe xpaHunuile, roe byoet
pacnonaratbCs Balla cuctema

251 Wew virtual machine - EVE PRO

1 Select creasion ype
2 Select OVF ana VDK fles
4 Licsnss agreements
5 Deplayment options
& Additional soitngs
7 Ready o complete

Select storage

c1ng cestnaton dstsstore e

War 5: MogknoynTe BUPTYanbHY CeTb U
Bblbepute «Thick Disk provisioning».
Paamep xecTkoro ancka EVE Bcero 40GB.
[Mocne ycTaHOBKM pEKOMEHAOBaHO
pacLmMpuTb ANCK, UHCTPYKL MK B pasgene
15.2

War 6: AABAXHO YcraHosuTe
HeoOX04MMOe YMCIO BUPTYasbHbI
npoLieccopoB u saep. Bknounte
noaaepxky Intel VT-x/EPT Virtualization
engine.

A\ 3AMEYAHMUE: BapaHee nnaHupynTe
KOHpurypaumio Ballen BupTyansHom
MaLLMHbI. [ocne ycTaHOBKM NULEH3NK,
BO3MOXHO M3MEHEeHMe TOMbKO YMcna
npoLieccopoB. N3ameHeHne konuyecTea
sanep, NnoTpebyeT nepereHepaumto
NULIEH3WIA.
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Edit settings - EVE-PRO (E$Xi 6.0 virtual machine)

VilUal Hargware | VM Oplions

3 Addhard disk W Add netwark adapler

- Hcru

Cores per Sockel 1 v Sockets
CPU HAPlug [ Enatie CPU Hot 4dd
Resenvanon

uimit Unimited v

Shares

Normal

EAExpuse harcware assisted italizaton o he guest 08 @

I Enatie vinuaizea CPU pertormance counters

Sechaduling Afinity Hunarihea ading Stahes: Acue

Bacx et Cance Save Cancel

Lar 7: 3apante Heobxoanmoe konuyecTso | War 8: BkniounTte BUpPTyanbHy0 MalluHYy K

onepaTMBHON NaMATH. HacTponTe Management I[P cornacHo nyHkTa
e RE E Ay 3.4.1 pna cratmyeckoro IP wnn 3.4.2 ¢
[TVl Fardware | i Cpbuns A

ncnonsb3oBaHnem DHCP

3 adanarddisk W Addnetwork adapter (S Add aner device

@ceu -
a » @

~ . emory

Lo 32 GB

Reservalion e v

CIResene o guest memany (A locked)
Limit Unlimited - ME v
e Normal

Memory Hot Plug DOlenaviea

b (2 Hard disk 1 o o

War 9: MNepengute k pasgeny 4 «JlvueHsnposaHne EVE-NG Professional»

A BAXHO: Ina nonHoueHHoW paboTbl cUCTEMbI, HeO6X0AUMO 3arpy3nTb obpasbl Ans
amynsumu. NogpobHee B pasgene 16

3.2.2.2 O6HoBneHune OVA VM go nocnegHen Bepcum

Yb6eputecsb, yto Bawa EVE OVA VM obHoBreHa [0 nocrnegHen Bepcun.
CnenyinTte MHCTPYKUUAM B pasgene 5.

3.2.2.3 OVA VM yBenn4yeHue pasmMmepa }XecTKoro gucka
A BAXHO: He wnamensiite pasmep Tekywero gucka EVE. gana pacwupeHunsa pasgena
cnenynTe MHCTpyKUMsiM B rmaee Troubleshooting nyHkT 15.2

3.3 YcrtaHoBkKka EVE Ha BbigeneHHbIU cepBep (bare metal)

Ckavante Ubuntu Server 16.04.5 LTS ISO o6pas:
http://releases.ubuntu.com/16.04/ubuntu-16.04.5-server-amd64.iso

Page 35 of 204 ©EVE-NG LTD


http://releases.ubuntu.com/16.04/ubuntu-16.04.5-server-amd64.iso

eve EVE-NG Professional Cookbook

Emulated Virtual Environment
Next Generation

\ O6s3aTenbHble TpeboBaHus: Ana yCTaHOBKM HEODXOAMMO NOAKITIOYEHME K ceTu NHTepHeT.
Bo Bpemsi yctaHoBO4YHOro npouecca EVE noaknoyaetcss K penos3vTopuio, Ans YCTaHOBKM
nocnegHnx obHOBNEHUNA.

3.3.1 YctaHoBka Ubuntu Server 9tan 1

LWar 1: Co3gaiTte 3arpy3ouHblii HocuTenb u | LWar 2: Beibepute «Install Ubuntu Server»
3arpyauTech C Hero. HauHeTcs npouecc Haxwmute Enter

ycTtaHoBku. Beibepute English n HaxmuTe
Enter.

Language
Amharic Francais HakeaoHekn Tamil
Arabic Gaeilge Malayalam & e
Asturianu Galego Marathi Thai
Benapyckad | Gujarati Burmese Tagalog
BBAraPCcKn fiml} Nepall Tlirkge
Bengall Hindi Nederlands Uyghur
Tihetan Hrvatski Norsk bokmal YRPaiHceKa
Bosanski Magyar Norsk nunorsk Tikng Vigt
Catald Bahasa Indonesia | Punjabi (Gurmukhi) iR 3]
Cestina Islenska Polski (AR
Dansk Italiano Portugués do Brasil
Deutsch BAE Portugués
Dzongkha Jobogpe Rom&ns
Kazar PyCCKMR
Khmer Samegillii
B3 3% BT e
Espafiol =20 Slovencina
Eesti Kurdi Slovendtina
Euskara Lao shoip
My Lietuviskai Cpnckn
Suomi Latviski svenska

LWar 3: Boibepute English n Haxxmute Enter | Lar 4: Bbl MoxeTe BbibpaTh Balle
J select s langus pacnonoXxeHune, Unu, nocrie yctaHosku IP
gl;:giiat?;gs_ggg:jlﬁ i;ngia;??n\"‘m{}’;hinéqgiiél}jﬂ;;g;aﬁrDcess‘ WD (T B (R aﬂpeca, paCnOno)‘(eH Me 6yﬂeT Bb|6paHo
o aBTOMaTM4Yecku Bbl MOXeTe ocTaBUTb
United States n HaxaTb Enter.

c - Mo localization

Albanian - shgip

r o

Asturlan - Asturdany
- Euskara

Belarusian - Benapyckan

Bosn fan - Bosanski

Bulgarian - Buarapckw

Catalan - Catald

Chinese (Simplif ied) L dl

Chinese (Traditlonal) -

Croatian -

Czech

Danish

Dutch

nglish

The selected location will be used to set your time zone and also for example to help
select the system locale. Normally this should be the country uhere you live

This is a shortlist of locations based on the language you selected. Choose "other” if
your location is not listed.

Esperanto
Estonlan
Finnish
French - Francais
Galician - Galego
German - Deursch
Greek. - EAMWLER

Country, territory or area:

Antigua and Barbuda
Australia
Botsuana

Canada
<8a Back> Hong Kong
India

i <Entery actlvates buttons

Singapore
South Africa

Zai
2imbabue
ather

<Go Back>

r> activates buttons
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War 5: Hactporika knaBmaTypbl, Bblbepute
«No» n HaxxmuTe Enter

You can try to have uour keuboard layout detected by pressing a serles of keus. If you do
not want to do this, wou will be able to select wour kevboard layout from a list

Detect keyboard layout?

<Ba Back> ores: IR

LLar 6: Buibepute «English (US)», HaxxmuTe
Enter

The layout of keuboards varies per country, with some countrles having numme comaon
layouts. Flease Select the country of origin for the keyboard of this compul

Country of origin for the keyboard:

Armenian
fizerbaijani

Bangla
Belarusian
Belgian
Bosnian
Braille
Bulgar {an

Chinese
Croat ian

English (Cameroon)
English (Ghana)
English (Nigerla)
English (South Africa)
English (k)

<Go Back>

LWar 7: Buibepute «English (US)», Haxmute
Enter

the keuboard
Flesse select the lauout metching the kewboard for this machine.
¥eyboard layout:

English (US) - Cherckee

English (US) - English (Colemak)

English (US) - English (Dvorak alternative international no dead keus)
English (US) - English (Dvorak)

English (US) - English (Dvorak, internetional with dead keus)

English (US) - English (Hacintosh)

English (US) - English (Programmer Dvorak)

English (US) - English (US, alternative international)

English (US) - English (US, internatlonal with dead keys)

English (US)
English (US)
English (US)
English (US)
English (US]
English (US)

English (US, with euro on S

English (Horkman)

English (Workman, international with dead keus)
English (classic Dvorak)

English (international AltGr dead keys)

English (left handed Dvorak)

English (US) - English (right handed Dvorak)

English (US) - English (the dividesmultiply keys toggle the layout)
English (US) - Russian (US, phonetlc)

English (US) - Serbo-Croatian (US)

<Go Backy

Lar 8: Bbibepute Bawl ceTeBor agantep u
Haxmute Enter

onfigure the netuor
Your system has multiple network interfaces. Choose the one to use as the primery network
interface during the installation. If possible, the first connected network interface
found has been selected.

Primary network interface:

el H Gl ler )
ens3g: Intel Corporation B2545EM Gigabit Ethernet Controller (Copper)

<o Back>

LWar 9: DHCP ENABLED
Mepengute Kk wary 16

[1] Configure

Please enter the hostname for this sustem.

The hostnase Ls a slngle word that identlflies your system to the network. If you don't
know uhat your hostname should be, consult your network administrator. If you are setting

up your own home network, you can make something up here.

Hostname:

<Bo BaCky

<cont inues

Lar 10: Ecnn DHCP BbIknto4eH
IP-agpec He06X0ANMO HACTPOUTL BPYUHYIHO.
Haxmute Enter.

etwork autoconfiguration fall
A e A L i LT T B e e, (1 it i 4 e
be slow or some network hardware Ls not working oroperly.
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War 11: Beibepute “Configure network
manually” n HaxxmuTe Enter

From here you can choose to retry DHCP network autoconfiguration (which may succeed Lf
your DHCP server takes & long Time to respond) or ta configure the network manually. Some
DHCP servers require a DHCP hostname to be sent by the client, so wou can also choose to
retry DHCP netuork sutoconf iguration with a hostname thet uou provide.

Metwork conf iguration method:

Retry network autoconf iguratlon
Retry network autoconf iguration with a DHCP hostname
o 160

Co ark_ I
0o not configure the network at this time

<Bo Backy

LWar 12: Beegute management IP,
ucnonb3ays knasuwy Tab Beibepute
“Continue” n Haxxmute Enter

The IP address Ls unigue to your computer and may be:

= four numbers separated by periods (IPvd);
* blocks of hexadecimal characters separated by colons (IPvé).

You can also optlonally append a CIOR netmask (such as "/24").

Tf you don't know uhat to use here, consult your network administrator.

IP address:

G0 Back>

LWar 13: Beegute macky noaceTu,
ucnonb3ays knasuvwy Tab BeibepuTe
“Continue” n Haxkmute Enter

The netrask is used to determine which machines are local to your netuwork. Consult your
neteork adninlstrator if you do not know the value. The netmask should be entered as
four nurbers separated by periods.

Netmask:

<cont inue>

<60 Back>

War 14: Beegute IP-agpec
ucnonb3dysa  knasuwy  Tab
“Continue” n Haxmute Enter

LIMto3a,
BblDepuTe

[11] Configure the network

The gatewsy is an IP address (four numbers separated bu periods) that indicetes the
gateway router, also knoun as the default router. AlL traffic that goes outside your LAN
(for instance, to the Internet) is sent through this router. In rare clrcumstances, you
way have no router; In that case, you can leave this blank. [f uou don't knou the proper
answer to this question, consult your network administrator.

Gatewsy:

<Bo Back>

<continues

Liar 15: AABAXHO. YkasaHHbiii DNS
cepBep AOMKeH OblTb KOPPEKTHO HACTPOEH
W oTBeyvaTb Ha 3anpockl DNS nveH ns
BHeLWHWX ceTen. Beegute IP-agpec Bawlero
DNS cepBepa, ucnonbays knasuwy Tab
BblGepuTe «Continue» n Haxxmute Enter

LWar 16: 3agante npon3BonNbHOE NMS XOCTa,
Hanpumep: eve-ng
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Figure the network 1"11) conf igure the networ

The name servers are used to look up host names on the netuwork. Flease enter the IF Please enter the hostname for this system.
addresses (not host names) of up to 3 name servers, separated by spaces. Do not use
meas. The first name server in the List will he the first to be guenied. If you don't The hostname is a single word that identifies your system to the netuork, If you don't
want to use any name server, just leave this fleld blank. know what uoun hostname should be, CoNsult yAU netuork administrator. If you are setting

up your oun home network, uou can meke something up here.
Wane server addresses:

Hosthame :

<GB0 Backy

<Bo Back> <cont inuex

Lar 17: Beegute nmsa gomeHa. LLlar 18: BeeguTe otobpaxaemoe nms
MoxkHo 3apgaTth noboe 3HayeHue, nonb3oBartens Ubuntu, Hanpumep: user
Hanpumep: eve-ng.net

up users end passwords

A user account will be crested for you to use instesd of the root account for
non-administrative activities.

Please enter the real name of this user. This information will be used for instance as
default origin for emails sent by this user as well as any program shich displays or uses
the user's real name. Your full name is a reasonable choice.

Full name for the new user:

The domain name is the part of uour Internet address to the right of your host name.
is often something that ends in .com, .net, .edu, or .org. If you are setting up a home
netuork, you can make something up, but make sure you use the same domain name on all
your conputers. e

Domzin name:

<o Back>

buttons

LWar 20: 3agante naponb

Select a username for the new account. Your first name is a reasonsble choice. The A good password will contaln a mixture of letters, numbers and punctuation and should be
username should start with a lower-case letter, which can be followed by any conbination changed at regular intervals.

of numbers and more lower-case letiers.
Choose & password for the new user:
Username for uour account:

<Go Backs

<Go Back»

» selects: <Enter> activates
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War 21: MNoBTOopuTe naponb u Bbibepute
continue

UD USErS and pasSLords

Please enter the same user password again to verify you have tuped it correctly.

Re-enter password to verify:

<GB0 Back>

War 22: If you want to use a weak password,
BblbepuTe “Yes”

You entered a passuord that consists of less than eight characters, which is considered
too weak. You should choose a stronger password.

Use weak passuord?

<GB0 Back»

War 23: Encrypt your Home directory,
BblOoepuTe «NO»

[1] Set up users and passwords

You may conf igure your home directory for encruption, such that any files stored there
remain private even if your computer is stalen.

The system will seamlessly mount your encrypted home directory each time you login and
automatically unmount when uou log out of all active sessions.

Encrypt your home directory?

<o Back>

Lar 24: Ecnu Bawmn ceTeBble HACTPOWNKN
koppekTHbl Ubuntu aBTomMaTnyecku
onpegenuT Balle pacrosfioXeHne n
nogkntountca Ubuntu penosutopusam.
Haxmute Enter.

111 Configure th

Based on your present physical location, your time zone is EuropesLondon.

1f this is not correct, you may select from & full 1ist of time zones instead.
Is this time zone correct?

6o Back cves]

LWar 25: Belbepute MmeToa pasaeneHus
XecTkoro amncka «Guided — use entire disk
and set up LVM»

The installer can guide you through partitloning a disk (using different standard
scheses) or, If you prefer, you can do it manually. With guided pertitioning you will
still have a chance later to review and customise the results.

If you choose guided partitioning for an entire disk, wou will next be esked uhich disk
should be used,

Partitlonlng method:

Guided - use entire disk
m itire

tire t_up LM
Guided - use entire disk and set up encrypted LW
Hanual

<60 Backy

LLlar 26: Bbibepute Ball ANCK, N HAXMUTE
Enter

11] Partition di

Note that all data on the disk you select will be erased, but not before wou have
conf irmed that you really want to make the changes.

Select disk to partition:

<GB0 Back>
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War 27: na 3anncu nameHeHun sblbepute
«Yes» n Haxmute Enter onga NnpoaosmKeHus:.

111 Partition disks

Before the Logical volume Manager can be configured, the current partitioning scheme has
to be uritten to disk. These changes cannot be undone.

After the Logical Volume Haneger is configured, no additional changes o the partitioning
scheme of disks containing physical valumes are allousd during the installstion. Please
decide if you are satisfied with the current partitioning scheme before continuing

The partition tables uf the following devices are changed:
SC8153 (0,0,0) (sda)

Write the changes to disks and configure L\M?

Lar 28: Beegute pasmep pasgena wu
HaxmuTe «Continue»

‘You may use the whole volume group for guided partitioning, or part of it. If you use
only part of it, or if more disks later, then you will be able to grow logical
volumes later uslng the LVH tools, so using a smaller part of the volume group at
installation time may offer more flexibility.

The minimum size of the selected partitioning reclpe is 1.9 G8 (or 3%); please note that
1he packages you choose to Install may require more space than this. The meximum
available size is 53.2 6

Hint: "max" can be used as a shortcut 1o specify the maximum size, or enter a percentage
ize.

(e.g. "20%") to use that percentage of the meximum siz

Anount of volume groun to use for guided partitioning:

<G Backs

LWar 29: NMoareepanTe n3amMeHeHus1, BbiIopaB
«Yes» un «Continue»

If you continue, the changes listed below will be uritten to the disks. Otherwise, you
will be able to meke further changes manually.

The uwtmun tables of the following devices are changed:
'"S VE, LY
L v8 o -ng-ve, LY s\ﬂp_
STST30 (0,0,0) (Sda)

The followlng pertitions are going to be formatted:
B-Ng-ve, LV root as extd
W VB

eve-ng-ve, LY swap_1 8s suep
partition #1 of SCST33 (0,0,0) (sda) as ext?
Write the changes to disks?

War 30: Ecnu ana goctyna k cetn IHTepHeT
MCMNOMb3yeTCsl Proxy CepBep, YKaxuTte ero.
Ecnu npokcu He ucnonb3yeTcs, BblibepuTe
«Continue» n Haxmute Enter.

11 Configure the pa

If you need to use a HTTP proxy to access the outside world, enter the proxy information
here. Otherwise, leave this blan

The proxy information should be given in the standard form of
“http:s/[[user] [:pass] @) host [:port] /.

HTTF proxy information (olank for nane):
-

<Go Back>

> activates but

LWar 31: Bbibepute «no automatic updates»
n Haxxmute “Enter”

Appluing updates on & freguent basis is an important part of keeping your system secure.

By default, updates need to be applied manually using package management tools.
ALternatlvely, you can choose to have this sustem automatically download and fnstall
security updates, or you can choose to manage this system over the ueb as part of 2 group
of systems using Canonical's Landscape service.

tiow do you want to manage upgrades on this sustem?

No dat
Install security updates automatically
Manage sustem with Landscape

LWar 32: Ncnonb3ya KHOMKM CO CTpenkamu
BblbepuTe “OpenSSH server” n nometbTe
Ans  ycTaHOBKM  KknaBuwen  npoben,
knaesuwen Tab BbIOepute “continue” u
HaxxMuTe enter
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At the moment, only the core of the system is installed. To tune the system ta your

needs, you can choose to install one or more of the following predefined collections of
softuare.

Choose software to install:

5 activates buttons

War 33: MNMogTteBepaute «Install the GRUB Lar 34: OTkntounTe yCTaHOBOYHbIN
bootloader to the master boot record» Hocutenb CD/DVD n HaxmuTe Enter
BblOpaB «Yes» 1 Npodoskute Haxas Enter

[11] Finish the installation

Installation complete
Installation is cosplete, so it is time to boot Into wour new system. Wake sure 1o remove
the installation media (CO-ROH, flopples), so that uou boot into the mew sustem rather
than restarting the installation.

It seems that this new installation is the only operating system on this computer. If so,
it should be safe to install the GRUB boot loader to the master boot record of wour first
hard drive.

Warning: If the installer falled to detect another operating susiem that is present on
uour computer, modifuing the master boot record will meke that operating sustem
temporarily unbootable, though GRUB can be manually configured later to boot it.

<G Back>

Install the GRUB boot loader to the master boot record?

<Bo Back>

LWar 35: Bongute B cuctemy, MCnonb3ys Lar 36: Heobxogumo nepeknountbcsl B
NOIVH 1 Naposb, 3afaHHbIN MPU YCTAHOBKE pexum cynepnonb3oBaTend, MCMonb3ynTe
cnegyolne KoMaHabl:

sudo su

retype password

cd

user@eve—ng "5 sudo su
[sudo] password for user:

root@eve—ng : honesusertt cd
root@eve—ng ! "# _

War 37: CosganTe naposb Ans root LLar 38: NpoBepbTe nms xocTa.
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sudo passwd root nano /etc/hostname

BBenMTenaponbuBamubn Mo He0BXOAMMOCTI €ro MOXXHO U3MEHUTb

rootBeve—ng :"# sudo passwd root
Enter new UNIX password:

Retype new UNIX password:
passud: password updated successfully
rootReve-ng : "#

CoxpaHnte dann coyetaHmem Ctrl+O n
HaxmuTe «Enter»
W Ctrl+X gnsa Bbixoga 6e3 coxpaHeHusi

LWar 39: MNMpoBepka pa3peLleHns NMeH LWar 40: Heobxoanmo paspewmnTs 4OCTYyN NO
npotokony SSH Ans nons3osaTens root

nano /etc/hosts
nano /etc/ssh/sshd config
IP-agpec  Bawero cepsepa  OOIMKEH
COOTBETCTBOBATb €ro UMEHU NameHnTe 3Ha4veHune B CTpOKe
PermitRootLogin Ha «yes»

it Authentication:
LoginGraceTime 120

localhost
192.168.217.950 eve-ng.eve—ng.net eve-ng

t The following lines are desirable for IPvb capable hosts
REEL localhost ipb-localhost ip6-loopback

f02::1 ipb-allnodes

f02::2 ipb-allrouters

PernitRootLogin yes_
StrictModes yes

Coxpanute davn coyetaHvem Ctrl+O un
HaxmuTe “Enter”
W Ctrl+X gns Beixoga 6e3 coxpaHeHus

NMPUMEYAHWNE: Ecnn ucnonb3yeTtcs
DHCP, To 6yget ykasaH agpec 127.0.0.1

CoxpaHute cpanin codvetaHumem Ctrl+O wu
HaxmuTte “Enter”
U Ctrl+X ans Bbixoga 6e3 coxpaHeHusi

MepesanycTtute cnyx0by ssh:

sudo service ssh restart

War 41: AABAXKHO: nogkntoumteck no ssh k Bawemy EVE server noa y4&THO 3anmcbio
root ucnoneays Putty unu gpyroi knneHT. Heobxoanmo namMeHnTb KoHpurypaumio

3arpys4ymka KoMaHgoMu:
sed -1 -e 'S/GRUB7CMDLINE7LINUXiDEFAULT=.*/GRUBfCMDLINEiLINUxiDEFAULT="net.ifnames=0
noquiet"/' /etc/default/grub

YbeauTech, YTO KOMaH4a He COOEPXUT NepeHOCOoB CTPOKN N HanncaHa B OgHY CTPOYKY

O6HosuTe GRUB, npu nomMoLUM KOMaHAb!:
update-grub

L\ BaHO: He nepe3arpyxamTe XOCT, Noka He BbINOSHUTE MYyHKT 42

Lar 42: BAXKHO
MepenmeHyiiTe Ball ceTeBon 1 nHTepdeinc B eth0

nano /etc/network/interfaces

if installed

MNocne:
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e, 1f installed

Coxpanute dann covetaHmem Ctrl+O n Haxmute “Enter”

W Ctrl+X ans Bbixoga 6e3 coxpaHeHus

MNepesarpysnte EVE

reboot

3.3.2 YcTtaHoBka EVE Professional 3tan 2

LWar 43: 3anyctute yctaHoBky EVE Professional ucnonb3ys crnegyouyto KoMaHay:

wget -O - http://www.eve-ng.net/repo/install-eve-pro.sh | bash -i

Lar 43.1: }J,OI'IOJ'IHI/IFEJ'II:HO Ons ceTeBblX kKapT Ha yune Broadcom NetExtreme |I:
HE NMEPESAIPY>XAUTE cepeep, Noka He ycTaHOBUNU ApariBepbl Broadcom komaHaomn Huxe

apt install firmware-bnx2x
,D,J'IFI O0ObIYHBbIX cepBepoB 3TO He Tpe6yeTcs:|

LWar 44: MNMepesarpysute EVE

reboot

-o Dpkg::Options::="--force-overwrite"

3.3.3 YcTtaHoBka EVE Professional 9tan 3

Lar 45: MNMocne yctaHOBKM HEOOXOAUMO
3agatb Management IP cornacHo pasgena
3.4.1. ansA BblAENEeHHbIX CepBEPOB
pekoMeHayeTCs UCnonb3oBaTb CTaTudeckme
IP

Lar 46: O6HoBUTE coaepxumoe
peno3nTopUEB:

apt update

War 47: Cnefylowasa koMaHaa HayHeT
BTOPYIO YacTb ycTaHoBKM EVE-NG
Professional, nogTBepanTe ycTaHOBKY C
NOMOLLIO «Y»,

YcraHoBka Docker 3anmeT HekoTopoe
Bpewms. [NoTepnuTe.

apt install eve-ng-dockers-alt

LWar 48: MNMepesarpysute EVE
reboot

NMPUMEYAHUE: Ha paHHom  QaTane
3akaHumBaeTcd yctaHoBka EVE Community
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To verify complete installation, check with
command: dc images

LWar 49: O6HoBMTE peno3nTopum lWar 50 T[llepengute k pasgeny 4 ans
reHepauum nuueHsun EVE-NG Professional
apt update
apt upgrade

A BAXXHO: Ons nonHoueHHol paboTbl cUCTEMbI, HEOBXOAMMO 3arpy3uTb 06pasbl Ans
amynsumn. lNMogpobHee B pasgene 16

3.4 Hactpouka EVE Management IP

3.4.1 HacTtpomka ctatudeckoro Management IP (pekomeH[OBaHO)

CnenyiTe UHCTPYKLUMSIM:

War 1: Bongute B kOMaHaHyo cTpoky EVE | War 2: [NoBTopuTe naponb U HaxmuTe
ucnonb3ysa noruH/napone root/eve. lNocne | Enter.

BXoga 3agamTte naponb Aansa  root (mo
ymonuyanuio eve). [OaHHbI naponb Oyamet
MCNONb30BaTbLCS B AaNbHENLLEM

NMPUMEYAHUE: Beognmble CUMBOIbI HE

Root Passuord
Repeat. the Root Password:

Root Password
Type the oot Passuord :

War 3: 3aganTe ums xocTta. o ymonyanuio | War 4: 3apanTte uma gomeHa ans EVE. Mo
eve-ng. Haxmurte Enter ymMon4yaHuio example.com
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Hostnawe
Type the short hostname For the
systen:

Haxmute Enter

DS domain nane
Type the DS domain nane for the
system:

eve-ny net

< 0K )]

War 5: Micnonb3ys knaeuLLu co cTpenkamm
BbIGepuTe “static”, BbibepuTe ncnonb3ys
Knaeuwwy npoden, HaxmuTte “Enter”

Lar 6: 3agante EVE management IP.
Haxmute Enter.

Fanagement. Network IP Address

LWar 7: Beegute macky nogcetu. Haxmute
Enter.

Hanagenent Hetuork Subnet Mask
Type the Subnet Mask for the
Hanagencnt Hetuark :

Lar 8: 3aganite agpec wnto3a. Haxmute
Enter.

Defau it

nagement. Network Def teway
Type the Default Gateway for the
Managenent Network:

< oK Ol
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LWar 9: 3apanTe nepsuyHbIN DNS cepsep.
BAXXHO: DNS pomnxeH paspeluaTb MMeHa B
cetn NHTepHeT

Primary DNS seruer
Type the IP IP address of prinary
e :

182168 .90 .201_

LWar 10: 3apanTe anbTepHaTMBHbIN DNS
cepsep.

BAXHO: DNS gomxeH paspeluaTtb UMeHa B
cetn NHTepHeT

Secondary UNS seruer
Type the IP address of sccondary DHS
server:

War 11: 3apante cepsep BpemeHn NTP.
Bo3moxHO ocTaBuTb nycteiM n EVE cam
CKOH(UrypupyeT BpeMs Ha XocTe

HIP scruer
the hostnanesIP address of NTP
far initial clock sync (leave enpty
if not used):

LLar 12: Ecnu ucnonb3yeTcs NPoKcu cepeep,
ykaxute ero. Haxmvute “Enter”

A BAXHO: Ecnu Bbl HacTpavBaeTe management |IP B nepBblii pa3 (HoBasi ycTaHOBKa
EVE), BepHUTeCh B pasgen “yctaHoBka” k aTany 3

3.4.2 MNMony4eHue EVE Management IP no DHCP

ansa nonyveHusa agpeca no DHCP, Bocnonb3ynTecb MHCTPYKLMEN

War 1: Bongute B koMaHAHyt cTpoky EVE
ucnonb3ys noruH/napone root/eve. lNocne
BXofa 3ajamTte naponb Ang root (mo
ymorn4yaHuio eve). [aHHbli naponb Gyger
MCMNonb30BaTbCs B AaNbHENLLEM

War 2: lMoBTopuTe naponb U HaxmuTe
Enter.
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NMPUMEYAHWE: BBoaumble cuMBOMbI He
oyayt oTobpaxaTbCsi Ha 3KpaHe

Type the Passuord:

Root Passuord
Repeat. the Root Password:

War 3: 3aganTe nms xocTta. o ymonyaHuio
eve-ng. Haxmute Enter

Hostname
Tupe the short hostnane for the
systen:

Lar 4: 3apante nmsa pomeHa ans EVE. Mo
ymMon4yaHuto example.com

DS domain nane
Type the DNS domain nane for the
system:

< 0K |

War 5: Micnonb3ys knaeuLiu co cTpenkamm
BblGepuTe “DHCP”, BbiGepuTe ncnonb3ys
knasuwy npoben, HaxmuTte “Enter”

Use DHCP-Static IP Address
Use BHCP or Static IP Address for
the netuork adapter on Hanagenent
Hetwork?

]
) static

Lar 6: 3apante cepBep BpemeHu NTP.
BoamoxHo ocTtaButb nycteiM u EVE cam
CKOH(UIYpUpYET BpeMS Ha XOcTe

NTP server

the hostnamesIP address of HIP
for initial clock sync (leave enpty
if not wsed):

 —
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War 7: Ecnu ncnone3syeTtcst Npokcu cepsep,
ykaxute ero. Haxmvute “Enter”

Tect comect ion
€} anongnaus proxy
€ ) authenticated proxy

AT

A BAXHO: Ecnu Bbl HacTpavBaeTe management |IP B nepBblii pa3 (HoBasi ycTaHOBKa
EVE), BepHuTech B pasgen “yctaHoBka” k atany 3

3.4.3 Co6poc EVE Management IP
Ecnu Bam Heobxoammo copocuTb ycTaHoBkn EVE, Bocnonb3ytecb KoMaHOOM:
rm -f /opt/ovf/.configured

lMocne nepesarpy3kn BoWaWTE B KOHCOMb WM NOBTOpUTE HacTponky. [yHkT 3.4.1 ans
ctatudeckoro IP 1 3.4.2 ana nonyvexHma no DHCP.

3.5 EVE-NG Community oobHoBneHue no EVE-NG Professional

3.5.1 O6s3aTenbHble TpeboBaHUA

A

A\ O6szatenbHble TpeboBaHus: [1na ycTaHOBKM HEOOBX0AMMO NoakntoveHue k cetn IHTepHeT.
Bo Bpems yctaHoBo4HOro npouecca EVE nogknoyaetcs K penosvtopuio, Ans YCTaHOBKM
nocrnegHux o6HOBIEHNIA.

3.5.1.1 Pa3smep xectkoro gucka ana EVE Community

MaBHbIN TOM eve--ng--vg-root JoSmKeH MMETb kak MuHuMym 10GB cBobogHoro mecta, gns
3arpy3o4dHoro pasgena — 50Mb. Ytobbl BbIBECTU aKkTyanbHy0 MHOPMALUIO MO OUCKOBOMY
NPOCTPaHCTBY, BOCMNOMb3yNTECh KOMaHAOM:

df -h

Page 49 of 204 ©EVE-NG LTD



eve EVE-NG Professional Cookbook

Emulated Virtual Environment

Next Generation

mappe

[Onsa ounctku Toma /boot, BBeauTe kOMaHay v noaTsepauTe, Haxas “y

apt autoremove

3.5.1.2 TpoBepka Bepcun EVE Community

Y6egutecsb, 4to Bepcua EVE Community Edition He Huke 2.0.3-86. ans npoeepkun Heobxoanm
aoctyn K cetu iHTepHeT

[ns BbiBOOa TekyLen Bepcumn, BOCNOSb3YNTECh KOMaHOOM:

dpkg -1 eve-ng

System status

i System status
8% 6%

running IOL nodes running Dynz

0 ¢

running Docker nodes

0

AkTyanbHyto Bepcuio EVE Community MOXHO npoBepuTb MO CCbiIke: http://www.eve-
ng.net/community.

3.5.1.3 O6HoBneHue EVE Community Ao Tekywen Bepcumn
BBoauTe koMaHabl noovepenHo, Haxxmmas “Enter”.
apt update

B Ccny4ae 3anpocoB Ha noATBepXaeHue, BBegute 'y
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apt upgrade

B Cny4dae 3anpocoB Ha noarBepXaneHuwe, eBeante 'y

reboot

3.5.2 O6HoBneHne EVE Community no EVE-NG Professional

A BHUMAHMUE: Onsa ucnonb3sosaHusa EVE-NG Professional Heobxogmmo npuobpeTteHne
NULEH3NN.

[na obHOBNEHMSA, BOCNONb3yNTECH KOMaHAAMN:

apt update

apt install eve-ng-pro

reboot

Nocne nepesarpy3kn NpogomknTe BBOANTb KOMaHAbI
apt update

apt install eve-ng-dockers

reboot

Mony4ynte nuueHsuio EVE-NG Pro Ha canTe n crniegyite MHCTPYKLMAM NO akTMBaLumn.

3.6 YctaHoBKa Telnet knueHTa

Ecnn Bbl npegnoynTaeTte MCMNoONb30BaTh YCTAHOBIEHHbIM KNMEHT telnet gns ynpaeneHus
y3namu BHyTpu EVE, BbInONHUTE cnegyowime encTBus:

3.6.1 Windows Native Console

War 1: Ckavante «EVE Windows Client | LWar 2: 3anycTtute oT NMeHn
integration pack»: agMuHuUCTpaTopa
http://www.eve-ng.net/downloads/windows- Open

Cllent-Slde- a.Ck 9 Run as administrator

—L Troubleshoot compatibility

Pin to Start
7-Fin b
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War 3: He otnouante yctaHoeky UltraVNC, | Lar 4: MNMpogomxnte, oCTaBMB BKITHOYEHHbIM
OH fAIBNIAETCHA peKoMeHAyeMbIM B paboTe ¢ UltraVNC Viewer

EVE & Setup - UltraVNC
ﬁl Select Components '
Which components should be installed? 1 i
Select Components

Which components should be installed?

Select the components you want to install; dear the components you do not want to
install, Click Mext when you are ready to continue.
Select the components you want to install; dear the components you do not want to

install. Click Next when you are ready to continue. ‘CUS"-D“" installation ‘ e ‘
[ UltraVNC Server Silent 4.8MB
[ UltravNC Server 4.8MB
It

UltraVNC Viewer 2.7MB

1KB
s i ] UltravNC Repeater 0.2MB
y for putty, ultravnc and wireshark L ] Upgrade 1.0.8/1.0.9 .. Upgrade can be done while vnc is running 7.5MB

Save on Disk crt, putty, ultravnc and wireshark .req files
[ wireshark 2.2.5 x64
Ultra¥NC 1.2.12 x64

Current selection requires at least 4.0 MB of disk space.

Current selection requires at least 0.7 MB of disk space.

< Back ][ MNext > ][ Cancel

1

3AMEYAHWE: MNMpodeccnoHansHasn Bepcus
EVE He TpebyeT yctaHoBkM wireshark T.k. oH
yKe MHTErpupoBaH B Hee

Lar 5: Haxmute “next” n poxgurecb
3aBEPLUEHNST YCTAHOBKM

Mo ymonyaHuto, «EVE Windows Client Integration» yctaHosuT Putty kak knueHT Telnet.
PacnonoxeHue no ymonydaHuio ana EVE Windows Client Integration n .reg c¢ainnos -
“C:\Program Files\EVE-NG”

3apaHue knueHTa telnet no ymonyanuto B Windows 10. Hanpumep: SecureCRT

War 1: Windows Settings/Apps/Default Apps/Beibepute Default Apps by Protocol (Myck-
>[NapameTpbl Windows/TpunoxeHns/lMprunoxeHus No yMOnYaHuio)

Lar 2: Hactponte npoTtokon Telnet:

TELNET H; SecureCRT Application
URL:Telnet Protocol N

L 3AMEYAHWE: Ecnu Bbl B NepBbili pa3 nogknoyaeteck kK EVE, To cuctema nonpocut
Bac ykasaTb NPUIIOXKEHUE ANs NOAKMYEHUS.

Hanpumep: B Firefox:
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Launch Application X

This link needs to be opened with an application.
Send to:

SecureCRT Application

Choose other Application Lhoose...

[ Remember my choice for telnet links.

Cancel Open link

Beibepute «Remember my choice telnet links» n HaxmuTte «Open link» (OTKPbITE CCbINKY)

3.6.2 Linux Native Console

B npuBegeHHbIX HUXe Wwarax 6yaeTt nokasaHo, kak yctaHoBuTb «Linux Client integration pack»
Ha Linux Mint 18 (Ubuntu):

LWar 1: CkavanTte nakeT nHterpauun EVE LWar 2: 3angnte Ha github
ana Linux:
https://github.com/SmartFinn/eve-ng-
http://www.eve-ng.net/downloads/linux- integration
client-side

War 3: MNepenanTe k pasgeny c
MHCTannsunen

Installation

Ubuntu and derivatives
You can install eve-ng-integration from the official PPA:
sudo add-apt-repository ppa:smartfinn/eve-ng-integration

sudo apt-get update
sudo apt-get install eve-ng-integration

LWar 4: MNMepengnte B pexxmm root Ha BaLLen cUcTeme:

3AMEYAHUME: Heobxogmmo nogkntodeHme k ceTn MIHTepHerT.

sudo add-apt-repository ppa:smartfinn/eve-ng-integration
sudo apt-get update

sudo apt-get install eve-ng-integration

A [ononHuTenbHble BapuaHTbl YCTAHOBKM MOXKHO HalTK NO CChISIKE:
https://github.com/SmartFinn/eve-ng-integration
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3.6.3 MAC OSX Native Console
Telnet:

OSX Sierra (1 paHee) yxe UMeT BCTPOEHHYI0 MporpamMmy.

Do you want to allow this page to open “Terminal"?

Cancel Allow

HaunHasa c Bepcum High Sierra, Heobxogmma oTtgencHas yctaHoBka (Mo pewenuto Apple
AaHHbIA KOMMOHEHT He NOCTaBMAeTCA N0 YMOMYaHUIO).

& Terminal Shell Edit View Window Help Lo 2 sma2iPm Q =

‘ < 192168.198.43
LK ) talnet

[Command not found: telnet)

[Could not create a new process and open a pseuda-tty.Jli

nOpHﬂOKyCTaHOBKMKOMHOHeHTOBtemet

CkavanTte ycTtaHoBOYHbIE Gpannbl telnet u ftp ¢ mawwnHbl EVE: http://<EVE_1P>/files/osx.zip

LWar 1: MNMepesarpy3ute Mac n Haxmute Command+R nocne 3ByKOBOro curHasna 3arpysku, 3To
3actaBut OC nepentun B Recovery Mode

War 2: Korga nosiutca akpaH «OSX Utilities», notaHute mbliwbto pasgen «Utilities» n
BblbepuTe «Terminal»

LLar 3: BBegute komaHabl U HaxXmuTe «Entery:

crutil disable; reboot
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LWar 4: Mocne nepesarpysku CMCTEMbI, pacnakyiTe 0SX.zip B Bally OMALLHIOW AVPEKTOPUIO

War 5: Ckonupynte annbl B /usr/bin M npaBa npu  MNOMOLWM  KOHCOMMW:

e e user — sh — 80x24

Last login: Sun May 27 16:46:556 on console L]
Users-Mac-mini:~ user$ sudo -i

Password:

Users-Mac-mini:~ root# [

L0eORT

sudo -i
cp telnet ftp /usr/bin ; chmod 555 /usr/bin/telnet; chmod 555 /usr/bin/ftp

chown root:wheel /usr/bin/telnet /usr/bin/ftp

LWar 6: MNepesarpysute Mac n Haxmute “Command” + “R” nocne 3BykOBOro curHarna 3arpysku,
370 3actaBuT OC nepelitn B Recovery Mode

War 7: Koroa nosiButcs akpaH “OSX Utilities”, noTaHuTe mblwbio pasaen ‘Utilities’ n Bbibepute
“Terminal”

LLar 8: Beegute komaHabl 1 HaxkmuTte “Enter”:

crutil enable; reboot

VNC Protocol:

Ckavante ycraHoBwmk «Chicken of VNC» no ccheinke:
https://sourceforge.net/projects/chicken/files/Chicken-2.2b2.dmg/download

YcTaHoBuTe 1 ucnonb3ynte kak VNC KNMEHT MO YMOMYaHMWIo
RDP Protocol:

CkavainTte n yctaHoBuTe «Microsoft Remote Desktop» 13 App Store:
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Microsoft Remote Desktop 10

Use the new Microsoft Remote Desktop app to connect to a remote PC or virtual apps and desktops made available by your
‘administrator. The app helps you be productive no matter where you are.

Configure your PC for remote access first by download the Remote Desktop assistant to your PC and let it do the work for you:

What's New in Version 10.1.8

We've got some awesome updates in this release. In between several bug fixes, we've made the following noteworthy
m improvements:
& Mcroso Mot Duskton {0t Cimvactions_Wevdom s > new Tmisn O @ &

3.7 Bxopa B Be6 koHconb EVE
BoviguTe B Beb koHconb EVE no agpecy:
http://<your_eve_ip>/

YueTHble faHHbIE MO YMOMYaHUIo:

Norun: admin

Maponsb: eve

A 3AMEYAHUE: Bbl MOXeTe W3MEHWUTb Y4YeTHble [AaHHble BOCMOSIb30BaBLUMCH
WHCTPYKUMAMMK B pasgene 7.3.1.2

A BAXHOE 3AMEYAHUE: [Ons nonHoueHHoW paboTbl CUCTEMbI, HEOBXOAMMO
3arpy3uTb 06pasbl Ans amynauun. NogpobHee B pasgene 16
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4 JNnueHnsnpoBaHune EVE-NG Professional

EVE-NG Professional n Learning Centre aBnsitoTcs nnatHbiMM 1 TpebyloT npuobpeTeHus
nvueH3ni. JinueHans npegocTaBnsieTcs B BUAE €XKErogHON NOANMUCKN.

JInuensna EVE-NG nosBonsieT cos3gaBaTb 128 ogHoBpeMeHHbIX ceccuin. Obuwiee 4umcno
YUYETHbIX 3anucent mMoxeT ObITb Gonblie. [ns yBenuyeHnss Ynucrnia OAHOBPEMEHHbIX CecCui
Heobxo4MMo NprMobpeTeHne ONOMHUTENBHbBIX MULEH3NNA.

)\ OnpepgeneHue: OgHoBpeMeHHas ceccus (1 NULEH3Us) 03Ha4YaeT 0aHO aKTUBHOE
noakntoyeHmne kK EVE-NG Web GUI.

Li inf ti [lpumep 1 EVE-Professional: Ha ctpaHuue ¢ nHdpopmauuen
ICEnse iniormation O nuueHaum  oTobpaxaeTcd 2  y4yeTHbIX  3anucu

agMUHUCTpaTopa. OT0 0o3HavaeT, 4To 2 y4yeTHbl€ 3anncun c

Bxpirity Dater 20190507 npaBaMu agMuHUCTpPaTopa MOryT PerMcTpupoBaThcs B BEO-
Admins: 2 nHTepdence ogHoBpemeHHO. Ecnn TpeTba yyeTHas 3anvcb
Editors: © agMuHMCTpaTopa BxoauT B Beb-uHTepdenc, nepsbiv
Users: o aKTUBHbIN ceaHc OyaeT oTknoyeH. ObpaTuTe BHUMAHWE, YTO

nabopartopun, 3anylleHHble MepBbIM  aAMUHUCTPAToOPOM,
npogorkat pabotate. EVE-NG PRO noggepxuaeT go 128
aKTMBHbIX MOAKMIOYEHWA, HO WX YMCMO  OrpaHNYeHo
KONMYeCTBOM MpUOBpEeTEHHbIX NIULIEH3UIA.

[lpumep 2 EVE Learning Centre: Ha cTpaHiue c

nHdopmaLmen o NMUeH3Mn oTobpaxaeTcs 2 y4eTHbIX 3anucu
agMuHUCTpaTopa 1 3 y4eTHbIX 3anucen. OTO 03HavaeT, yTo 2

Expirity Date: 20190507 aaAMUHUCTpaTopa u 3 nonb3oBaTens MOrytT oaHoOBpeMeHHO

Admins: 2 pabotate B BebG-mHTepdence. Ecnu ueTtBepTas ydeTHas

3anucb nomnb3oBaTens WM  TpeTbs y4vyeTHasd 3anucb
agMuHMUCTpaTopa peructpupytotca B Beb-uHTepdence, TO
nepBbI CeaHC Monb3oBaTens WM agMmuHucTpatopa bypet
OTKMoYeH. 3anyuweHHble nabopatopum OyayT paboTtaTts.
MakcrmarnbHO BO3MOXHOE YUCINO akTUBHbIX ceccun — 128 un
OorpaHn4YeHo KOJIM4eCTBOM NPUOOPETEHHbLIX NINLIEH3NIA.

Editars: 0

Users: 3

4.1 EVE-NG Professional A BASE 6a3soBas nuueH3ud

EVE-NG Professional - rogoBasi nognmcka
http://www.eve-ng.net/buy/eve-ng-professional-edition

AkTuBupyeT Becb pyHKUMoHan EVE-NG PRO, MHorononb3oBaTenbckui pexunm. Bece
nonb30BaTenu ABMAIOTCS agMUHUCTPaTopamMu. JlnueH3aust no3BonseT pabotaTtb 2 y4ETHbIM
3anucsam O4HOBPEMEHHO.
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Products in your shopping cart

EVE-NG Professional Edition - 1 Year License

VE-NG Professional Edition - 1 Year License

This license unl s and two active

Administrator accol S5
he Administrator role can manage everything in EVE-NG
ithout restricticn.,

This includes creating, deleting, and madifying all folders,

labs, nodes and accounts.

| have a discount coupon

$117.18

Total price: $140.62

Total VAT (20%)

$23.44

YTtobbl MPOCMOTPETL BO3MOXHOCTM agMUHMUCTpaTopa obpatutecb K pasgeny Owwubka!

MCTOYHUK CCbINKU He HanaeH.

4.2 JnueHsnpoBaHue EVE-NG Learning Centre

EVE-NG Learning Centre Edition — rogoBas nognucka

http://www.eve-ng.net/buy/eve-ng-learning-edition

EVE-NG LC coaepxuT B cebe Bce Bo3aMmoxHocTn EVE-NG PRO v nosBonsieT co3gaeatb 3

TUMa y4eTHbIX 3anucen: agMUMHUCTPaTop, PpeaakTop U Nonb3oBaTenb.
MuHVMManbHasi NULEH3MS NO3BONSAET 2 OAHOBPEMEHHbIX MOAKMHYEHUS AN

aAMUHUCTPATOPOB. YyeTHble 3anncu agMuUHUCTpaTopa Heob6xoauMbl Ans co3gaHus YYEeTHbIX

3anucen n ynpasnexus EVE.

EVE-NG PRO ABase license  Minimal EVE LC Base license
This license unlacks all Pro features and two active

created but
r role, to the
licensed amount. To increase the number of simultaneous
sions, please purchase additional licenses

Optional licenses, can be deleted r changad amount

T

EVE-NG PRO Administrator License

The Administrator role can manage everything in EVE-NG
without res
This include: & del
Iabs, nodes and accounts.
or is the only role that can create or

£ and modifying all folders.

EVE-NG PRO Editor License

" This license unlocks one additional active session for the p—

Editor role.
The Editor role s restricted to a personal folder and is
authorized to create, delete, or modify additional folders,

EVE-NG PRO User License
= This license unlocks one additional active session for the

al folder and is only

jes. An

Iabs within a Users folder.

EVE-NG PRO A BASE - 6a3oBas nuueH3uns

1

+

929,00 €

99,00 €

350,00 €

300,00 €

OaHHasa nuueHsunsa aktneupyeT yHkumnoHan PRO Bepcuu 1 nNo3BonseT nogknoyaTbCca ABYM
agMUHUCTpaTOpaM OOHOBPEMEHHO. [lJaHHasa nuueH3nst Heobxogmma anst EVE Learning Center

OcrTarnbHble NuueHsun nproGpeTaoTcs No BaleMy YCMOTPEHMUIO

EVE-NG PRO - Administrator License

[ob6aBnsieT BO3MOXHOCTb yCTaHaBnMBaTb AOMOJIHUTESIbHYIO CECCUID ONA aAMUHUCTpaTopa.
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Y4yeTHas 3anucb agMmuHucTpaTtopa uMMeeT [OCTyn ko Bcemy yHkumoHany EVE 6es
orpaHnyYeHun.

OHa BknovaeT B cebsa cospgaHue, yaaneHve, M3aMeHeHue Bcex nanok, nabopaTtopun, y3nos u
y4YeTHbIX 3anucen. AOMUHUCTPaATOP €AMHCTBEHHbIA, KTO MOXET co3gaBaTb U U3MEHSITb
yyYeTHble 3anncu

EVE-NG PRO - Editor License

[aHHasa nuueHsnsa gobasnsieT AONONHUTENbHYIO CECCUI0 ANS peaakTopa.
PepnakTop orpaHuyeH npaBamu Ha CBOM pasgen v obLwue nanku U MoXXeT co3faBaTb, yaansiTb
N M3MEeHATb Nanku, yanbl, nabopaTopun BHYTPW HUX

EVE-NG PRO - User License

HaHHasg nuueHsna gobasnseTt 4ONOMHUTENBbHYIO CECCUIO ANS Nofb3oBaTens.

Monb3oBaTenb orpaHuyYeH npaBamMy Ha MepcoHanbHbIM pa3gen v obwue nanky n MoxeT
3anyckaTb, OCTaHaBnuBaTb WM ydanaTb y3fbl. ANS YNpaBneHus nankamy nonb3oBaTtens
HeobxogmMma yyeTHas 3anncb agMuUHUCTpaTopa. Ans pefakTuposBaHus oblmMx nanok
Heobxoavma yyeTHas 3anucb pefgaktopa

lpumep: EVE Learning Centre nuueHsmpoBaHue ans 1 npenogasartens n 5 CTyaeHToB
Mpumep BkNtOYaAET B ce0S NULEH3UN ONs:
e  2X agMVHUCTpPaTOpPOB, HeobxoanMbix AN HacTpoek EVE LC v ynpaBneHus gpyrumu
YYETHBIMW 3anMcsiMun
o OpHa yyeTHasi 3anvcb pedaktopa, NnpefHasHavYeHHasa npenogasaTento, AN co34aHus
N M3MeHeHus nabopaTopHbiXx paboT B obwux nankax. o XenaHu y4eTHyHO 3anuch
pefakTopa MOXHO 3aMEHUTb aaMUHUCTPaATOPOM
e 5 yyeTHbIX 3anucen nNonb3oBaTenen Ans ogHOBpEMEHHON paboThl

EVE-NG PRO A Base license 1 99,00 €
features and two active

ints to be created but
ons, per role, to the
licensed amount. To inc he number of simultaneous
account sessions, please purchase additional licenses

below.

EVE-NG PRO Editor License N 1 + 350,00 €
This license unlocks one additional active session for the

Editor role.

The Editor role is restricted to a personal folder and is

authorized to create, delete, or modify additional folders,

labs, and nodes within it.

EVE-NG PRO User License _ 5 + 1.500,00 €
This license unlocks one additional active session for the

User role.

The User role is restricted to a personal folder and is enly

authorized to start, stop, and wipe nodes. An

Administrator account is required to manage folders and

labs within a Users folder.

MoppobHee npaBa ponen EVE-LC onucaHbl B pasgene Owwnbka! VICTOYHMK CCbINKU He
HanaeH..

4.3 EVE-NG KopnopaTUBHbIe NULEeH3uu

Mo cyTtu, ato Bepcus Learning Centre, ¢ y4eTHbIMM 3anmcamu ¢ ponbio Editor (pegakrop).
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OTO pekoMeHOOoBaHO AN KOPNOPaTUBHOIO MCMOMb30BaHUSA, T.K. NO3BONSAET BblAaTb NOMHbIE
npasa pnnsa nabopatopuini EVE, HO orpaHuuMBaTb BO3MOXHOCTb YMNpaBfieHUs Apyrumu
yYyeTHbIMK 3anucsaMu unu nabopaTtopusamn. Ponb pepaktopa orpaHuymBaeTtcd obwen wm
MNYHOM nankoh W WMeeT paspelleHus Ha Cco3faHue, yaaneHue unuM  U3MeHeHue
OONOMNHUTENbHBIX Nanok, nabopaTtopuii U y3noB BHYTPU HUX.

EVE-NG Learning Centre - rogoBasi nMmueH3us
http://www.eve-ng.net/buy/eve-ng-learning-edition

Heobxoguma 6a3oBas nuueHanss EVE-NG A BASE, kotopasi aktuBupyeT yHkumoHan PRO
BEpCUN 1 NO3BONSAET NOAKNIOYATLCA ABYM aAAMUHUCTPaTOpaM OAHOBPEMEHHO.

Y4yeTHble 3anucu agMuvHucTpatopa Heobxoaumbl AN CO34AaHWUSI YYETHbIX 3anucer U
ynpasneHus EVE

lNpumep: NInuenanpoBaHne EVE Corporate ansa 5 nonb3oBartenen.
JIMLeH3noHHast Moaenb BKMOYaeT:
e 2 Y4yeTHbIX 3anucu agMuHUCTpaTopa, Af11 HAaCTPOWKM M CO34aHWsI HOBbIX YYETHbIX
3anucen.

e 5 yueTHbIX 3anucen c ponbto Pegakrtopa(Editor). Pegaktop moxeT co3gasathb,
yAanaTb U U3MEHATb Nanky, nabopaTopuu 1 yanbl B CBOEN N OOLINX OANPEKTOPUSX

EVE-NG PRO A Base license 1 99,00 €
This license unlocks all Pro features and two active

Administrator accounts sessions.

EVE-PRO allows up to 128 accounts to be created but

re: icts the number o SSIons, per role, to the

licensed amount. Te increase the number of simultaneous

account sessions, please purchase additional licenses
below.

EVE-NG PRO Editor License 5  + 1.750.00 €
This license unlocks one additional active session for the

Editor role.

The Editor role is restricted to a personal folder and is

authorized to ©

lelete, or modify additional folders,
labs, and nodes within it.

Mpaeuna nuueHsnpoBaHusa EVE Corporate, onuncaHbl B pasgene Owmnbka! VICTOYHUK CCbIfKM
He HaWgeH..

4.4 CpaBHeHue pyHKLMOHaANa ponen

DyHKUMOHanN ApmunHuctpaTop | Pepaktop/Yuutens | Monb3oBaTtens/CtyaeHT
YnpaBneHve y4eTHbIMU 3anMcsmm + - -
BuammocTb y4eTHbIx 3anvcen + + -
YnpaBneHvne BUAMMOCTBIO YYETHbIX 3anucei + + -
YnpaBneHue nankamu nonb3oBaTenemn + - -
HocTtyn K kopHeBow nanke EVE + - -
[ocTyn K HacTponkam NULeH3pPoBaHUs + - -
+ (ans cobCcTBEHHbIX
YnpaBneHue AOCTYyNoM K y3nam + + 3anyLLeHHbIX y3roB)
+ (AN cobCTBEHHbIX
YnpaBneHus goctynamu K nabopatopusiM + + 3anyLLeHHbIX y3roB)
YnpaBneHue obLMMu nankamm + + -
HocTtyn k o6Lmm nankam + + +
MepevMeHoBaHWE nanok + + -
CospgaHuve nabopartopui + + -
YpaneHve nabopartopuii + + -
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YnpaBneHve cBs3siM1 TOMOOMu + + -
PaclumpeHHoe ynpaBneHune cBA3sMM

Tononorum + + +
YnpaBneHue o6bektamu nabopaTopuil.

Bo3MoxHOCTb O6aBnNeHNst pUCYHKOB 1

TEKCTOBbIX METOK + + -
AkcnopT/MmMnopT nabopaTopuit + + -
YnpaBneHne CnuckoM y3rnos + + +, TONbKO YTEHNE
YnpaBneHue ceTbto + + +, TONbKO YTEHe
3anyck nabopaTopuii + + +
OTkntoyeHve nabopartopuii + + +
YpaneHuve ysnos + + +
KoHconbHoe nogknoyeHune K ysnam + + +
OkcnopT KoHUrypaumin + + -
PepaktnpoBaHue nabopartopuii + + -
HacTtpoliika startup-configs ans Habopa

KoHdurypaumi «Default» + + -
Hactpoliika startup-configs gns yanos + + -
OGHOoBMEHME TONOMOrK + + +
Topology zoom + + +
Crartyc EVE + + +
MpocmoTtp UUID na6opatopum + + +
IMpocmoTp startup-configs + + -
YpaneHue ctapToBblX KOHUrypauum + + -
CospaHve 1 ynpaeneHue nabopatopusmm ¢

Habopamu KoHUrypaumn + + -
3akpbiTe nabopatopum + + +
Bnoknposka nabopatopum + + +
MpuocTaHoBka(suspend) v BbIKIOYEHWE

y3roB + + -
YnpaBneHvie Bknagkamu gocTyna + + -
PaboTa B Heckomnbkux BKnagkax + + -
Tavimep nabopatopuu + + -

4.5 TpuobpeTeHue N aKkTUBaLUS JINLEH3NU

A\ [Mepen Nokynkow NUUeH3nn Heobxoammo yctaHoBuTb EVE-NG PRO 1 nposecTu
6a30ByH0 HACTPONKY.

)\ PekomeHayemble 6paysepbl: Chrome unu Mozilla Firefox

)\ Heobxogmmo 3aiTn B BeG-UHTEepdelic Nod aaMUHUCTPATOPOM.

LWar 1: CreHepupyWiTe Ball 3anpoc Yepes NyHKT MeHto Licensing-> License request. 3anpoc
OyaeT cchopmMmupoBaH, ecniv XoCcToBasi MalUuHbI (M runepsu3op) nogaepxusaet Intel VT-X/EPT
N AaHHbIV OyHKUMOHAN akTuBUMpoBaH!

(MoppobHee B pasgene Ommubka! MCTOUHKUK CCHUTKH HE HAMJIEH.)

LWar 2: CkonupywTe Ball NULEH3NOHHBIV 3anpoc, OH NoOHagobuTcs B ware 6. [NprnobpeteHue
nmueH3nn 6e3 NULEH3MOHHOTO 3anpoca HEBO3MOXHO.

# Main & Management ~ & System ~ @ information ~

s Filemanager  currentposition | root
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XRy/KLTRSN ISP
#i2y3diOVi4sHU cdesQpaat
JZUCIMIBQFNHWNSOGKIF:

=

War 3: Nepengunte B pasgen EVE PRO Learning Centre Purchase Portal v Beibepute
HY>XHble NNLEH3MN U KONNYEeCTBO.

NwnueH3nm, KoTopble Bam He HYXXHbl MOXHO yAanuTb, HaXaB KpeCcTuK cnpasa oT Hux. 3a
onncaHvem nuueHsun obpatutecs kK pasgenam 4.2 n 4.3

EVE-PRO Portal

EVE-Learning Centre or Corporate Portal

Lar 4: Bbibepute npeanovntaeMbit cnocob onnatbl. Mbl npuHumaem VISA, Mastercard,

Bank/Wire n PayPal.

< Back to shopping
v

War 5: 3anonHute cdopmMy. Ecnn Bawa nuueHsna ansa KoMMep4yecKkoro UCMnonb3oBaHUA Unu
Ans ropuandeckoro nuua, Bbibepute Company.

Billing Information
Licensed to: (® Person Company
First name*:
Last name=*:

Address*:

LWar 6: BctaBbTe Ball NUUEH3WOHHBLIM 3anpoc, MOMYYEHHbIA Ha 2 ware W, noxarnyiucra,
npoYnTamTe ” MpUMUTE [ULEH3NOHHOE COrMaleHne, KOTOPOE COAEPXKUT  BaXHYHO
nMHopmMaumo o nuueHsusax. Ecnn Heobxoaumo, To B none Order Notes Bbl MOXXeTe 406aBUTb
OOMNONHUTENbHYIO UHPOPMALNIO

Additional Information

Order Notes
Order Notes

EVE-NG PRO A Base license

License Request®

- LICENSE FILE DATA —

\

Accept EULA*
LWar 7: Yepes HekoTopoe Bpems (06b4HO 10-30 MMHYT), Bawa nuueH3usa bygeT oTnpasneHa
Ha 3NEKTPOHHYIO MOYTY, YKa3aHHYIo Npu 3akase.

LWar 8: CkonupyinTe BaLly NULIEH3NIO
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EVE-NG Professional Edition - 1 Year License

- LICENSE FILE DATA -
X26XBY 2BjraqmBgEgwQ7 SFSBKDayKnWX

poi
SFWpZmbGodickB+YOztEVEOBCSUIPepY2
7 gl KrKdz
1TQDBS+APIAMBTACAeZ0DuaEioeLkuAgS
1x/d13uaONkeALTSdniKNjsdhXIAkfcq
hGSxs! JtIXpD8
nBWEBAICWPItY bslgtwguMJiAK11QQg0
8prut’YELcBuP TVOmBQDHII2GJ0IXRpo
‘evacuHdg/kEv89zL02ZTywrMJOIZRnRK
1As7BCSERVIXQJBSrTZI3AQEFjIVVAOY
agvuHTgWjfm/Sm Tisf7GO TIPoxfKqJTT

¥ i3BuLdjTD! L
34nzQFDUSLOPYLAULCx8VArrYYaRxUct
3+RNz9K/yR42EeL OhrWFQwHIUQs0ajqs
ming+JMrole7djyxkh/R8enxClmKnEVX
0ICaE ToaoJ3XxQAUZiQxy Xr7qxidoJt
HODAROVV1VOnsj/

Lar 9: B Be6-nHTepdence Boibepute Licensing->License upload,

#Main F

& File manager  Current position | root

BcTaBbTe Bally nuueH3nio u HaxmuTe upload

Paste here your license

LICENSE FILE DATA-——
BV28jraqm3 gEguQTSFSEKDey KW
52epDhvFUEXEjngmDIXmEHQezkm SEMEL
SFWpZmSodickE+YOZEVEDBCS UIPERY2
Z70ddXrDAD]IsSKKVApSPVSPIMYD/Th
TESgIEXRcOU/SEKI1SUSSIZEHILKrKdz
1TQDBS+AP/AMBT4CASZ0usEicsLkuAgS
1x/d13usONkeALTSdniKNjs4hXIAkfcq
hGSBIZkwWOCTwGoEkb BB JtXpDE
EWLE4ICWPLEYbsiqtwguMJIAKLIQOEO
Eprut/VELCBUFTVOmBQDH/12G01XRpo
evacuHdg/KEVESZL 022 TywrJOIZRNRK
1ASTECSERVEXQUBSFTZIZAQEFIWACY.
SEVUHTEWjfm/omTisf7GOTIPoKfig JTT
60G+dlhyveFF3BULATOXSBUIBHFLL
34n2QFDUSLOPYL#uLCxEVLmYaRlct
=+RN2BK/yR4ZECLOhWFQWHIUQsDaias
mingsJMrlle7djyxkh/REcnxClmKnsVX
OICaET0a0J3XxQAUZiIQxyXr TqxfdodJt
HODAROVVIVOnSjA]ciUIWmrmi6=
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5 OoHoBneHue EVE-NG Professional

A TpeboBaHus: gocTyn B UHTEPHET 1 pabounii dns-cepsep.

5.1 OoHoBneHue EVE-NG Professional

PekomeHayeTcss cTaBuTb nocregHne OOHOBMEHMS. ANs YCTaHOBKWM  OGHOBEHWIA,
nogknoyutecb Nno SSH k EVE

UTtobbl y3HaTb Tekywyto Bepcuto EVE-NG obpatutech k nyHkTy “KomaHabl guarHocTukn” B
pasgene 15.1.1. Takke Bbl MOXeTe MOCMOTPETb Bepcuto B Beb-uHTepdence B pasgene
System/System Status.

System status

1l System status

running I0L nodes running Dynan

4 0

running Docker nodes

0

Homep akTyanbHOM BEpCMM MOXHO HaTW Ha canTe: http://www.eve-ng.net. [maBHas cTpaHuua
COAEPXUT HOMEP M UHCTPYKLUKN MO OOHOBNEHUIO.

Last Update EVE Professional Edition: 2.0.4-21 (23rd March 2018)
Release 2.0 4-21 notes:

Docker upgrade to version 1.1

Multiconfiguration feature logic functionality update

HTML desktop feature update

HTMLS5 console feature update

EVE User access time feature

Shared folder update for Leaming Centre edition

Procedure:

apt-get update
apt-get upgrade

Reboot EVE

Beeaute komaHay, Haxmute Enter
apt update

B cnyyae 3anpoca Ha nogTeepxaeHune Y/N, BBegute Yes.

5.2 EVE-NG Professional Upgrade

Beegute komaHgy, HaxkmuTe Enter

apt upgrade
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B cny4yae 3anpoca Ha nogreepxgeHue Y/N, BBegute Yes.

Mocne okoH4YaHUsA npouecca yCcTaHOBKM OBGHOBMeHMN, Heobxoaumo nepesarpy3nte EVE.
BBegnte komaHay 1 HaXMUTE enter.

reboot

A BAXHOE 3AMEYAHMUE: He ycTaHaBnueante obHoBneHuss vyeped HTMLS5 Desktop
console!
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6 Tunbl KOHCOoneu EVE ans
aAMUHUCTPUPOBAHUA

)\ BAXXHOE 3AMEYAHME: EVE KkoHconm npencrtasnsAoT n3 cebs TCP noptel. EVE Pro
ncnonb3yeTt AnHaMmmnyeckue noptbl B AnanasoHe ot 1 go 65000. luHammnyeckoe BblaeneHue
nopToB 03HavaeT, 4to EVE HasHavaeT niobon cesoboaHbivi nopT ansa Telnet, VNC n RDP
poctyna. Ctatuyeckoe BbigeneHne TCP noptos gna Telnet ceccuii He goctynHo B EVE Pro.

B EVE Pro ncnonb3syetcsa 3 pasHbiX TUMOB KOHCOMEMN.

6.1 Native console

Wcnone3oBaHue onuuun EVE Native console TpebyeT yxe
NOKarnbHO YCTAaHOBMNEHHOIO KOMMJIEKTa NPOrpamMmMHOro
obecneyeHns Ha nokanbHbI KoMnboTep. Ans
ucnonb3oBaHus onumm EVE Native console notpebyeTcs
yCTaHOBMWTb NpPOrpammMHoe obecneyeHne fokanbHO Ha
KomnbtoTep. na ucnons3osaHus onuumu Native console, Bbl
OOIMKHbI UMeTb Npasa AAMWHUCTPaTopa Ha BalleMm
KomMmnbtoTepe u ydegutcd, yto TCP nopTsl, M3 gnanasoHa ¢ 1
no 65000, He BnokunpyeTtca GpaHaMay3poM mnu
aHTUBMPYCHBIM NPOrpaMMHbIM obecneyeHnem.

6.1.1 Native Console: telnet

Windows OS: lNpegnodtuTensHo ncnonb3osatb Putty unm SecureCRT.
Mpumep: Putty kak BCTpoeHHbIN telnet knneHT B Windows.
MHCTpyKuma no yctaHoBKe BCTPOEHHOrO telnet knmeHTa Windows onuncaHa B nyHkTe 3.6.1

e N S

-G-8
B - o x

"

Linux OS: lNpegnoyTntensHO Ucnonb3oBaTk BCTPOEHHbIN Terminal unn SecureCRT.
Mpumep: Telnet KNMEHT U3 BCTPOEHHOro TepMuHana Linux Mint. UHCTpyKumMs No ycTaHoBKe
telnet knmeHTa ansa Linux onucaHa B nyHkTe 3.6.2
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OHCP NAT Cloud
169.264284 02

011020

AT tmnat

MAC OSX: lNpegnoyTnTensHO UCNONb30BaTh BCTPOEHHbIN TepMuHan unm SecureCRT.
Mpumep: Telnet knueHT U3 BCTpoeHHoro TepmuHana MAC OSX. MHCTpyKumst No ycTaHOBKe
telnet knneHTa ana MAC OSX onncaHa B nyHkTe 3.6.3

6.1.2 Native Console; Wireshark

B EVE Professional nHterpmpoBaH koHTeliHep ¢ Wireshark. 3To no3BonseT ocyLecTBnsATbh
3axBaT NakeToB B peanbHOM BpemeHu 6e3 yctaHoBkm Wireshark Ha knneHTcKon MalumHe.
WHTepdenc Wireshark 6yaet otobpaxkeH BHyTpn HTML cTpaHuupl.

WHTerpuposaHHaa B HTML RDP ceccus ana Wireshark

Branch Office

» BRWIN

OkHo Wireshark
MHTErpupoBaHHoe
B CTpaHuLy

" RA-CE (5)

HQDC1
Primary

i
i
1
I
1
I
1
|
I
i
1
I
I
1
1
I
I
1
1
1
I
\

.! (72322921
(€0 rmgmnd) L]

Wma y3na n
3axBaTbiBaEMOro
uHTepdeiica

mae

(WIFesy
No.

504 212.655675891 192.168.
505 212.656098018 40.1.1.2

» Ethernet II, Src:

Fle Edt View Go Capture Analyze Statistics Telephony Wireless Tools Help
RN QEeE=mEF & =

Destination
0.1.1.2

01
Bt

193 166-30.253

» Frane 1: 78 bytes on wire (624 bits), 78 bytes captured (624 bits) on interface 6

QQQE
T3 ) Expression... | +

Bctocal [Laogt ol
W) reply

idetx

1am 78 Echo (ping) request id=0x
b3 78 Echo (oing) renty.. 1d-0d
b3 78 Echo (ping) request id=ox
P 78 Echo (ping) reply  id=0x
LooP 60 Reply

e 78 Echo (ping) request id=d

it 78 Echo (ping) reply  idedx+
>

50 62 00 05 00 01 50 02
00 40 18 83 00 60 fe 01
01 62 08 00 f0 e0 [ENER
80 ac ab cd ab cd ab cd

0020
ab cd ab cd ab cd ab cd

Ha)kaTue OTKpbliBaeT, a
AaﬁﬂKﬂMK 3aKpbiBaeT OKHO

Dst:
» Internet Protocol Version 4, Src: 192.168.20.253, Dst: 40.1.1.2
» Internet Control Message Protocol

06 00 02 08 60 45 00
:s 91 ¢0 a8 14 fd 28 01

00 00 00 00 OC a8
besbilegpe e
ab cd ab cd ab cd

»7

Packets: 505 - Displayed: 505 (100.0%) _Profile: Default

» e
e —c» -
(Ghn)- [ j >
» sw-DC1 L AV Ready to load or capture
(@) SEaEly Gor) '
'
i
(D) 1
— |
F 1 Area 0 El !
MaHenb BKNAJOK € ceccuamm :
X oSS
Wireshark. OauHouHoe Y]

Ha ckpuHLoTe Bbile npuMmep 3axBaTa naketoB ¢ uHTepdeca GO/1 y3na RA-CE.

3a vHgopmaumen 0 TOM Kak COXpaHMTb AaMn Ha NoKanbHbIA KOMMNbOTEP obpaTnTeck K

pasgeny 12.1
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6.1.3 Native Console: VNC

Windows OS: PekomeHayeMmbii 1 npoBepeHHbiv knueHT VPN — UltraVNC, HO Takke MOXHO
ncnonb3oBaTh MO0 APYro COBMECTUMBIV KITUEHT.

Mpumep: UltraVNC kak Native VNC knuneHT Ha Windows. YTto 6b1 yctaHoBUTb VNC KNMeHT
ans Windows noxanyncrta obpaTtutech k pasgeny 3.6.1

-2

Im

Linux OS: Remote Desktop Viewer ana VNC ceccuii.
Mpumep: Remote Desktop Viewer ana VNC ceccuii Ha Linux Mint. [nsa yctaHoBku Linux
Remote Desktop Viewer noxanyincta obpatutech k pasgeny 3.6.2

EVE | Topology
€0 1222708 c | $

Remote View Bookmarks Help

DHCR HAT Cloud | Connect 4w o Send Cirk-Al-Del
s ssiom = 2l C@| A8

MAC OSX: MNpeanouTtutenbHbin VNC knueHT: Chicken VNC
Mpumep: Chicken VNC kak Native VNC knuneHT Ha MAC OSX. [Ons yctaHosku Chicken VNC
Ha MAC OSX noxanywcra obpatuTech k pasgeny 3.6.3

6.1.4 Native Console: RDP

Windows OS: Windows Native RDP.
Mpumep: Windows RDP ceccus k Winl0 xocty B nabopatopuu.
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DHCP AT Cloud
169264264024

192.468.20

Linux OS: Remote Desktop Viewer ansa co3gaHus RDP ceccum k Winl0 xocTy B
naboparopwun.

Mpumep: RDP ceccus k Winl10 xocty B nabopartopun. Yto 661 yctaHoBMTE Remote Desktop
Viewer gns Linux noxanyncrta obpatutecs k pasgeny 3.6.2

EVE | Topology x|+

Hemote View Bookmarks Holp

< comes @ | & @

OHEP NAT Cloud
160254254024

MAC OSX: Remote Desktop Viewer gns RDP ceccun k nabopatopHomy Winl10 xocTy.
Mpumep: RDP ceccus k Winl10 xocty B nabopatopun.
[na yctaHoBkm RDP Viewer Ha MAC OSX noxanyncrta obpatutech k pasgeny 3.6.3

6.2 HTML5 console

KoHconb EVE PRO HTML5 obecneunBaeT BO3MOXHOCTb
ynpasneHuns nabopatopusimMu 1 ceaHcamm y3nos 6e3
NCMONb30BaHMA KIIMEHTCKOro NporpamMmmMHOro obecneyveHus.
s1or0 YnpaBneHue ocyLlecTBnsaeTca Hanpsimyto yepes bpaysep ¢
nomotubto Apache Guacamole HTML5 Engine. 3To o4eHb
yaobHO onst KopnopaTuBHbIX NOMb3oBaTenen ¢
OrpaHM4YeHHbIMM NpaBamn Ha paboyer cTaHuUK
(3abrnokmpoBaHsl telnet, vnc, rdp).

Signin to start your session
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6.2.1 HTML5 Console window functions

OKHO KOHCONH
MHTErpMpOBaHHOE B
CTpaHMLy

QB6NacTb aKTUBALMK OKHA,
Mp# HAXaTUK OKHO
aKTUBUpYeTCA W ByaeTt

KHONKa Npo3payYHocTk
OKOH. [lenaer Bce oKHa
KOHCONEW NPo3payHbIMM.
MNosTopHoe HawaTne
BO3PBPALLAET HOPMANBHBIR

Pa3sepHyTk Ha BECh 3KPaH
MNosTopHoe HawaTne
B03BPALLAET HOPMaNbHbINA

3akpeigaet

NoBepX OCTaNbHbIX OKOH BMA.

OKHO KOHCONW

Bug,

KHOMKa CBOPaYMBaHWA OKHa.
CeepHyTkle okHa oTobpamaloTca
B NeBOM HUKHeM yriy nabopatopuu

OAMHOUHBIA KAMK
passopa4yuvBaer.
[abaknuK - cBopadYmBaert

CBepHyTb BCE
OTKPbITble OKHa

6.2.2 HTML5 Console: Telnet

HTML5 Telnet koHconb nHTerpupoBaHa B EVE 1 nossonsieT oTkpbiBaTh B telnet ceccuun B
Opaysepe.

—

=

=] R S ey, S—
192.168.90.7 0/2:

Mm# y3Ha K KOTOPOMY YCTaHOBNEHO

DHCP POOL VLAN 10
DHCP POOL VLAN 20

MNaHenb BKNAAOK € telnet ceccuamu.
OaMHOYHOE HaXKaTe OTKPbLIBaeT, a
AaBNKNKMK CBOPAYMBAET OKHO

> Win7-1

DHCP VLAN 10]
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AONOJNHUTEJIbHO: Hoeoe pacluunpeHne dycgepa odbmeHa Chrome nossonsiet
ncnonb3oBaTbh PYHKLMIO KONMPOBaHMWS / BCTaBKku BHYTpY ceaHca HTML. 3T1o paclumpenme
OOCTynHO Tonbko Ans 6paysepa Chrome.
https://chrome.google.com/webstore/detail/clipboard-permission-
mana/ipbhneeanpgkaleihlknhjiaamobkceh?hl=en

6.2.3 HTML5 Console: Wireshark

HaxxmMuTe npaBoW KHOMKOW MbILWKU Ha y3en u BblibepeTe nyHKT «Capture» n Heobxooumbln
nHtepdenc. byget 3anyweH Wireshark BHyTpu 6paysepa.

Console externalize Node hostname and
to Browser tab captured interface

Branch Office

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

LR RE Qe EFIE T AQAQAE

RBR AN I ] ©3 - Expression...  +

No.  Time Source Destination Frotacol Lang i

498 209.656438724 40.1.1.2 9.1.1.2 78 Echo (ping) reply  ideox
499 209664189721 192.168.30. 78 Echo (ping) request m 0x
500 209.664457574 40.1 ICHP 78 Echo (ping) reply d=0x.
501 209.976050074 1921 P 78 Echo (ping) request ideox
502 209.976410059 40.1. ; 0P 78 Echo (ping) reply  id-ox
503 212.429293501 50:02:00:05:00:01 LOOP 60 Repl;
304 22 assorsont. 102 160.30.255 I 78 Echo (ping) request id=gx
505 212.656098018 40.1 195" i68-30.253 0P 78 Echo (ping) reply  id-oxe

me 1: 78 bytes on wire (624 bits), 78 bytes captured (624 bits) on interface 0
 Elhernet 11, bre: Dst: )
» Internet Protocol Version 4, Src: 192.168.20.253, Dst: 40.1.1.2

» Internet Control Message Protocol

HQDC 1
Primary

50 02 00 05 00 01 50 62 00 06 00 02 08 00 45 00
00 40 18 83 60 60 fe 01 a5 91 c0 a8 14 fd 28 01
oa20, o1 62 08 00 f0 o6 IEEE 99 01 00 90 90 06 bc 38 =
c ab cd ab cd ab cd ab cd ab cd ab cd ab cd
g T R b o

57

7 Ready toload or capture Packets: 505 - Displayed: 505 (100.0%) _Profile: Default

co)

I

1
o) |
== |
F 1 Area 0 E '
Captured node tab. S :
§| Singleclickopens it. [S===a=-EEEE R :
Double click close

3a nHdopmaumen o CoxpaHeHUn gamna Ha nokanbHbIN KOMMbIOTEpP obpaTuteck B pasgen 12.2

6.2.4 HTML5 Console: VNC

HTML5 VNC koHconb nHterpupoeaHa B EVE u nossondet oTtkpbiBath VNC ceccum BHYTpH
Gpaysepa.
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£y
=

W FMC-622

192.168.90.70/24]

MmA y3na K KOTOPOMY YCTaHOB/IEHO
VNC nogkniouenune

DHCP POOL VLAN 10 L /Iv‘0192.|68.|0.1/24
DHCP POOL VLAN 20 071,20 192.168.20.1124

[Trunk

VLAN10 (z00)
VLAN 20 gt
MaHenb Bnagok ¢ VNC ceccuamm
OAMHOYHOE HaxaHue OTKpbiBaeT
VLA!
OKHo. [1abnKnuK - cBopaunBaeT

OKHO.
» Win7-1
IDHCP VLAN 10} IDHCP VLAN 20}

6.2.5 HTML5 Console: RDP

HTML5 RDP koHcomnb WHTerpuposBaHa B EVE wn nossonget oTkpbiBath ceaHcbl RDP B
Opaysepe. Ona Windows 7, 8, 10, Windows Server 2012, 2016, noxanymncrta, obpatute
BHMMaHWEe Ha NnpuMevaHne Huxe.

7 Win7-1
=
B =] R oy —
B FMC-62;

2!
192.168.90.70/24]

&

DHCP POOL VLAN 10 *&' FIKRIVRGERIRID ~
DHCP PoOL VLAN20 (1)
VLAN 10 (z00)
VLAN 20
™ -

NaHenb Bknagok ¢ RDP ceccuamu. ) % Windows 7 Uttimate
OAMHOYHOE HaXaTue OTKPbIBaeT OKHO.
[abnKkAuK - CBOPaYMBaET OKHO.

P Win7-1

IDHCP VLAN 10|
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A BAXHOE 3AMEYAHME: [Ons Bcex yanoeB Windows Tun KOHCONMW AOMKeH ObITb
yctaHoBneH B RDP-TLS B HacTpovkax y3na. [aHHas onums daktudecku
ncnone3yetcs Tornbko ¢ RDP ceancamu BHyTpu HTMLS.

Mpumep HWKEe Ha CKPUHLLOTE HUXKE.

ADD A NEW NODE

Template

Windows

Number of nodes to add

1

Name/prefix

win

Icon
& Desktop.png

vuIp

cPuLimit [

[<21]
1

QEMU Version

tpl(2.02)

QEMU custom options

Image

win-10-x64-T5

RAM (MB) Ethemets
4096 1

QEMU Arch ‘QEMU Nic

tpl(x6_64) - tpl(e1000)

-machine type=pc-1.0,accel=kvm -cpu gemu64,+fsgsbase -vga std -usbdevice tabl

Startup configuration

None.

Delay (s}
o

Console

rdp-tls

501

save

rdp-tis | Top.

255

Cancel

6.3 HTML5 Desktop koHcoOnb

Sign intostart your session

Hemls Decktop

B EVE PRO ectb HTML5 Desktop koHconb, obecneumBatoLLias
NOMHOYHKUMOHaNbHoe peLleHwne, ans yrnpaBneHus
nabopatopusmMn un ceaHcamu y3noB ©6e3 MCNonb3oBaHUS
KMMEHTCKOro  nporpammMHoro  obecneveHus.  YnpasneHue
OCyLlecTBnseTca Hanpsamyo 4epe3 6paysep C MNOMOLLbIO
BCTpoeHHoro Docker koHTeliHepa, [OCTyn K KOTOpPOMY
ocyulectBnsieTcs vepe3 Apache Guacamole HTML5 Engine.
Docker KOHTENHEpP COAEPXNUT NONHOMYHKLNOHAbHLIN paboyuni
cton Linux wu o4veHb ygobeH aOns  KOPNOpaTUBHbLIX
nonb3oBaTeniel C OrpaHWYEHHbIMW MpaBaMuM Ha paboumx
cTaHumsx (3abrnoknpoBaHbl telnet, vne, rdp).
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6.3.1 Bxopg B HTML5 Desktop koHconb

War 1: MNpwn Bawem nepsom Bxoge B EVE HTML5 Desktop koHconb, EVE 3anycTut HoBoe
HTML5 okHO C ceccuen Kk MHTerpmpoBaHHon Docker ctaHumu. Ha paboyem cTone Bbl yBUanTe
elle ogHy MKOHKY Bxoga B EVE.

War 2: 3anyctute “Link to EVE | Login” n BoramTe B EVE ucnonb3dya onumio «NATIVE
consolex.

BHyTpu nHTerpuposaHHoit Docker ctaHumm GyaeT 3anylieHa elle ogHa ceccusi B EVE. Bece
dyHkumm BHyTpK Docker ctaHuum 6yayT paboTaTh Tak, kak Bbl NpuBbIKNK ¢ Native console.

6.3.2 HTML5 Desktop koHconb: telnet

MHTerpmpoBaHHbI B Docker ctaHumio telnet KnMeHT no3BonsieT NOAKNoYaTLCSA MO NPOTOKONY
telnet k yanam. Ceccum ByayT pacrnonoxeHbl B OKHE C BKITaZKaMu Kak Mokas3aHo HUXe:
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DHCP NAT Cloud
169.254.254.02¢

$ e . 1041024

NAT et >

192.468.20.1 (=7

VLN e
SVI20 192.168.20.1

6.3.3 HTML5 Desktop koHconb: Wireshark

LlenkHnTe npaBoOW KHOMKOW MbIK MO Y31y, C KOTOPOro Bbl XOTUTE 3axBaTWUTb [OaHHbIE,
Bblbepute Capture u BbibepuTte cooTBeTcTBYOWMN nHTEepdenc. OTkpoetcss RDP ceccusa ¢
Wireshark BHyTpw.

UHTerpmposaHHbin Wireshark knmeHT no3sondeT 3axsaTbiBaTb TpaddurK n coxpaHaTb gamnbl
BHYyTpu Docker cTtaHumu. 3a WMHCTPYKUMEN KaK COXpaHsATb ainbl Ha Bawl fOKanbHbIN
KOMMbtloTep noxanyncra obpatuteck B pasgen 0

DHCP MAT Cloust
160254250024

~& ﬁ B S

20:BbCI0BI0I0  aaibbicciOBOLI0 L0 @ ety

7 Moady to laad ex capturs Packsts: 5 - Displayed: § (100.0%) Praflla: Default

6.3.4 HTML5 Desktop koHconb: RDP

WHTerpuposaHHasa Docker cTaHums no3sonsieTt oTkpblBaTek RDP ceccum Ha Windows y3anax. 3a
WHCTPYKUMEN Kak nepepaTb dairnbl Ha NoKanbHbIN KoMNbloTep obpaTtuTeck k pasgeny 13
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FreeROP: 172.17.0.1:50209

DHCP NAT Cloud
169.254.254.024

10.1.1.024
G >

v;zmazn‘\
e G
TN

V120 182.168.20.1

I W—
> e @ e

o
[

6.3.5 HTML5 Desktop koHconb: O6MeH hannnoB C TOHKUM KITUEHTOM
HTML5-Desktop KkoHcOnb npeanaraet MNOTPSACAOLLYI0 BO3MOXHOCTb MO3BOMSOLWYO Bam

obMeHmBaTbCa harinaMmm Mexay BallMM KOMNbTEPOM Y BUpTyanuamposaHHoM B EVE Linux
y3nom. O6paTutecs k pasgeny 13 3a nogpobHOM MHCTPYKLMEN.
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7 WEB uHTepdenc ynpasnevna EVE

7.1 CtpaHuua ynpaBneHusa EVE

[(maBHoe OKHO ynpaeneHus EVE:

ik File manager  cument position

B 7 X B & £ 8 © - ManagementBumons

[ 04 May 2018 14:40
19 Apr 2018 00:35 S, - —g
22 Mar 2018 22:15 F ]

Miscelaneot 25 Mar 2018 21:18

a

a

a

u]

a

O MRS 23 Mar 2018 06:38 Lab preview
O msk 18 May 2018 08:22

=] 17 May 2018 15:51
O msk 14 Feb 2018 22:10 Description:
O muse 17 May 2018 14:54

O Wdockers lab.un 08 May 2018 07:57

a

Bitestun 18 May 2018 08:47

7.1.1 KHoOnKu ynpaBneHusi

D K & = w 2 L B3 2

KHonka OnucaHue

0 Bbibpatb BCe wunn OTMeHUTb BbIOOP BCEX nanok wnu nabopatopun B
ApeBoBuaHON CTpyKType EVE

5 Cospgartb/[o6aBunTb HOBYO NTabopaToputo

/ N3veHnTb wuma obbekta. CnepBa Heobxoaumo BbIGpaTb nanky unu
nabopaTtopuio Ansi USMEHEHUs1 UMeHU. Henb3a MeHATb uMs y nanok «Shared
folder», «Users» n nobbix nanok BHyTpu nanku «Usersy.

% MepemecTuTb BbibpaHHbIe anemeHT(bl) B Apyroe mecto. Cnepea Heobxognmo
BbIOpaTh nanky unm nabopaTtopuio Ans NepemeLLeHns.
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Ypanute BblbpaHHble nanku wnu nabopatopuu. Henb3s yaanate nanky
«Shared folder», nanky «Users» unu niobyto nanky BHyTpu nanku «Usersy.

MmnopTupoBaTb paHee 3KCNopTUPOBaHHyO nabopatopuio unu nanky EVE.
UmnopTtupyemsbin chann gormkeH 6bITb B .zip dopmaTe.

I+

OkcnoptupoBaTte nabopaTtoputo mnu nanky EVE. BeibepeTte nanku w/vnm
nabopartopumn n BOCNOMNb3yWTECh JAaHHON BO3MOXHOCTBH). OKCNOPTMPOBAHHbIE
AaHHble OyayT coxpaHeHbl Ha BalleM KoMmmnbioTepe B .zip hopmate n 6yayt
roToBbl AnA umnopTta Ha apyrom EVE xocre.

MepekntoyeHne CoOpTUPOBKM Nanok 1 nabopatopui mexay andgasnTHOM 1 NO
nocrnegHen Aate pefakTMpoBaHWs (Ha AaHHbI MOMEHT Hemnb3s obpaTuTb
NopsiAOK COPTUPOBKM).

[+]

OGHOBUTL COAEPXKNMOe TeKyLLeih Nanku

7.1.2 Bknapkuv ynpaBrneHusi

#& Main

# Management ~ & System ~ @ information « O Licensing ~ ©2018 Eve-NG

Bknadka

OnucaHue

BosBpallaeT Ha OCHOBHOW 3KpaH yrpaeneHus EVE

User mar

# Management ~

- Bbinagalowmii  cnucok Management, OTKpblBaeT MOAMEHIO

ynpaBneHusi.

IMyHKTLI NOOMEHIO yNpaBreHnsa onucaHsl B pasgenax: 7.3, 7.3.2,
7.3.3

BbinagatoLuuii cnvcok System.

Page 78 of 204 ©EVE-NG LTD




GVG EVE-NG Professional Cookbook

Emulated Virtual Environment
Next Generation

MyHKTBI NOAMEHI0 cUCTEMa onuncaHbl B pasgene 7.4

Bbinagatowmin cnncok Information

MyHKTBI NOAMEHI0 nHdopMaums onucaHsl B pasgene 7.5

BbinapatoLuuii cnncok Licensing

YnpaBneHue nuueHsuein, nogpobHee B pasaene 4

7.2 YnpaBneHue nankamu v cpannamm naboparopumn

B aTtom pasgene pacckasblBaeTcs, Kak ynpaBnsiTb nankamu 1 nabopatopusiMm Ha cTpaHuLe
ynpaBneHusi.

7.2.1 YnpaBrneHue nankamu

B EVE Professional ectb Tpyu cnyxeOHbIX Manku Ons pasnuyHbiX onepauui. UIX Hemnb3s
yAanaTh UM NEPEUMEHOBBLIBATL (CM. HUXE).

0O R - x 8 & & B 2

| Running

O Shared 23 Mar 2018 02:41
O

Users 18 May 2018 12:48

e AOMuHMCTpaTOpbl MOryT co3faBaTb [AOMONHUTENbHblE Nanku Ans  nbbix
nonb3oBaTernen.

e Pepaktopbl MoOryt cosgaBaTb MWNM  ynpaBnATb Mankamu B WX COOCTBEHHOM
npodune/nanke unu B «Shared folder»

7.2.1.1 CnyxebHasa nanka Running

EVE professional no3sonset ogHOMY MOfb30BaTENO 3anyckaTb MHOXECTBO Jlabopatopui
O[HOBPEMEHHO U MEPEKITYATLCA MEXAY HAMM NMPY NOMOLLM Nanku «Runnig».
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Running

MyLabFolde 18 May 2018 14:07

Mpumep:

e BanycTtute nabopaTopuio 1 3akpomnTe eé

o OtkpoWTe n 3anyctute gpyryto nabopartopuio, a nocne 3akponTte eé.
Korga Bbl oTkpoeTe nanky «Running» Bbl yBuaute obe 3anylieHHbIX nabopatopuu. IOTO
No3BOMSeT MNerko nepexknioYaTbCs Mexay 3anyLeHHbIM1 nabopaTopusamu.

Ha npumepe Hke oTobpakeHbl ABe 3anyLeHHbIX nabopaTopum B nanke «Runningy.

.r!iFilemanager Current position | root | Running

0O & # & 28|
O [Etest lab1 18 May 2018 12:58
O [test_lab2 18 May 2018 13:36

7.2.1.2 CnyxebHasa nanka «Shared»

Ons ynpaBneHusi nankon «Shared» Tpebytotcsa npasa AgmuHucTpaTopa unu Pegaktopa.

B EVE Professional nanka «Shared» goctynHa gns npocMoTtpa BceM nonb3osaTensam EVE.
AOMUHMCTPATOPbI U pedakTopbl MOryT co3gaBaTh Manku unu naboparopuy 1 NoMeLlaTb ux B

nanky «Shared».

Shared 18 May 2018 15:16

Users 18 May 2018 14:31
Mpumep: AoMUHUCTPATOpP co3aaeT nabopaToputo 1 NnomeLLaeT eé B nanky «Sharedy.
War 1: Cosgante nabopartoputo (cm. pasgen 9.1)

Lar 2: BeibepeTe nabopaTopuio, KOTOPYH Bbl XOTUTE NepeHecT B nanky «Shared» n Haxmnte
KHOMKY nepemeLleHmns (unu cosgante nabopatoputo cpasy Ha ware 1 B nanke «Sharedy).
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fa File manager  current position | root Move files to ...
—
- Files selected to move:
o m ¢ |=xVe| & 2 B 2

O e Running [ test_lab2.unl

m} Shared 23 Mar 2018 02:41 Current files position

[ 8 Users 18 May 2018 12:48 New path

/ v
V4 [itest_labiunl 18 May 2018 12:58 ‘ ‘
. Running trolder/
O Etest_lab2.unl 18 May 2018 13:36 pr—

Users
Cancel

LWar 3: Jliobor gpyron nonb3oBaTenb MOXET MCMOMb3oBaTb JlabopaTtopuio, MOMELLEHHYIO
agMUHMCTpaTOpOM, B nanky «Shared».

Chaose a lab for more info

O& t 18 May 2018 12:58

A 3AMEYAHME: Y kaxgoro nonb3oBaTterns CBOW Npodusib; 3TO 03HAYaeT, YTO Kaxabli
nonb3oBaTenb MMeeT He3aBMUCKMMYIO nanky «Running», raoe ata nabopaTopus
paboTaeT He3aBUCUMO OT OPYrnX Nonb3oBaTenen.

L 3AMEYAHWME: NaGopatopum MoryT 6biTb cO34aHbl M M3MeHeHbl (Hampumep,
HaCTPOMKM N npedBapuTeribHble HACTPOWKW) agMUHUCTPATOPOM WUNKU PeaaKTOPOM.
OO6bIYHbIV NoNb3oBaTENb MOXET UCMONb30BaTh NTabopaTopmio TOMLKO TOYHO Tak, Kak
OHa 6bina HacTpoeHa agMWHMUCTPATOPOM WNU PeaakToOpoOM M He MOXET U3MEHUTb
Kakne-nnbo HacTPOWKN.

L 3AMEYAHWME: AoMuHUCTpaTopbl 1 pefakTopbl MOry co3aaBaThk nanku u naboparopum
BHYTpM nanku «Shared».

7.2.1.3 CnyxebHasa nanka «Users»
Ons ynpaBnenust nankon «Users», Heobxoammbl npaBa AgMuHUCTpaTopa.

Manka cosgaetcs no ymonyaHuio B EVE, B KkoTOpoW pacnonaratoTcs nepcoHarnbHble nanku
Pepaktopos u [Nonb3oBaTtenen.

myLun s LUy £ULG L
Shared 18 May 2018 15:16

Users 18 May 2018 14:31

Mpw cozgaHnm AQMMHUCTPaTOPOM HOBOrO akkayHTa ans Pegakrtopa wnu Nonb3oBaTtens, EVE
aBTOMAaTUYECKN CO34acT Narnky C UMeHeM Nosnb3oBaTens B cnyxebHon nanke «Usersy.

Mpumep: Hwke Bbl MOXETe yBUAETb Nanky ANs Nonb3oBaTenen co crneayowmMm nMeHamm:
test2, test3 and test4
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ah File manager  currentposition | root | Users

Add folder

OB » ® 8| & 2 B8 &
O test2 18 May 2018 14:30

O test3 18 May 2018 14:29

m] testa 18 May 2018 14:31

A 3AMEYEHWE: Tonbko agMUHUCTPaTOP MOXET yNpaBnaTh Nankamu nonb3oBaTenei 1
pasMeLlaTtb B HUX nabopatopuu.

7.2.1.4 Co3pnaHue nanku

[ns naHHon onepauun TpebytoTca npasa PRSI (e
AomuHucTtpartopa unu Pegakropa. [whosef_
o B 72 = B8 & & (5] [+
BBeauTte nms HOBOM Mankm M HaXXMUTE KHOMK O mRunnin
) y 3
“Add FOldel’" [m] Shared 18 May 2018 13:49

A 3AMEYAHWE: Penaktopbl MOTyT cO34aBaTh HOBbIE Narnku Tonbko B nanke « Shared»
1 B cOBCTBEHHOW narnke cBoero npoduns.

7.2.1.5 YpaneHue nanku

[ns gaHHoW onepauun TpebyloTcs npaea daFile manager  cureeposten
AomMmuHucTpartopa unu Pegakropa. s |

Bb|69peTe nanky, KOTOpPYK XOTuTe yaanntb WU o

HaXXMWUTE KHOTKY «Deleter. B W MyLabFolde 18 May 2018 14:07
o 18 May 2018 13:49

i

a

Jsers 18 May 2018 12:48

A 3AMEYAHVE: Bcé copgepxmMmoe nanku
OyaeT yoaneHo.

W test_lab1.us 18 May 2018 12:58

O Wtest_tab2.ur 18 May 2018 13:36

A 3AMEYAHWUE: Pepaktopbl MOryT
yOoanaTb nanku BHYTPY CBOEN Manky 1 BHYTPU nanku «Shared».

7.2.1.6 lepemelieHune nanku -

o= =
Ona  paHHoM  onepauun  TpebytoTca  npaBa
AgomuHucTpaTtopa unu Pegaktopa. B muptabrolin F——

18 May 2018 13:49

18 May 2018 13:43

BbibepeTe nanky, KOTOpPyO XOTUTE NepemMecTuTb u
HaXXMuUTe KHomky «Move».

18 May 2018 12:58

18 May 2018 13:36

A 3AMEYAHWE: Penaktopbl MOTYT yNpaBnsTe narnkaMmu BHYTPY CBOEN Mankv v BHYTPU
nanku «Shared».
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Files selected to move:

MyLabFolder
BblbepeTe

Hanee

MecTo HasHa4eHus ans
nepemMelLiaemMoi Nnankm u HaXXMUTe Ha KHomnky «Movey.

New path

;harsd . /
7.2.1.7 JKcnopT nanok

BoibepeTe nanky (nanku), KOTOpble XOTMUTE 3KCMOpTMpoBaTb M3 EVE, M HaxXmuTe KHOMKY
«EXxport».

fa File manager  currentposition | root

-
0O B ¢ % 8 &|lalB 2
Running \
‘/ @ MyLabFolder 18 May 2018 14:07
Shared 18 May 2018 15:16
CoxpaHute

3KCNOPTUPOBAHHLIN  .zip han Ha Bawem

fiokanbHOM  KOMMbIOTEpE.
OKCNopTMPOBaHHbLIN dann rotos K UMNOpPTY Ha aApyrom EVE cepsepe.

Opening _Exports_eve-ng_export-2012018-172551 zip
You have chosen to open
B _bxports_eve-ng_export 20180518-172551.zip

which is: WinRAR ZIP archive (749 bytes)
from: http://192.168.90.23

What should Firefox do with this file?

O Qpenwith | WinRAR archiver (default)

@Save File

(Do this automatically for files like this from now

Cancel

Ecnu Baw 6pay3ep HacTpoeH Ha aBToMaTM4eckoe coXxpaHeHue annoB B Nanky 3arpy3ok no
YMOJTYaHMIO, Balll COXPAHEHHLIN dparin BygeT cCoxXxpaHéH Tyaa.

7.2.1.8 WmnopT nanok

A BAXHO: MmnopTupyeMblii chaiin OomkeH 6biTb B doopmarte .zip, He pacrnakoBbiBaiTe
dann.

LWar 1: HaxxmuTe KHONKy umnopra.
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i File manager

lame Add folder

0O R ¢ & &8 | & & B 2

™~

Current position | root

m] Running

m] MyLabFolder 18 May 2018 17:24
] Shared 18 May 2018 15:16
m] Users 18 May 2018 14:31

LWar 2: BeibepeTe .zip dpann, cogepxawmii nanku ¢ nabopatopusamu EVE.

@ FileUpload P e
~ > ThisPC » Desktop » Exports » v O Search Exports »r
Organize v New folder B2 ™ @
B This PC A Name Date modified Type Size
1 3D Objects EIGRP cfg set2 File folder
I Desktop B EIGRP cfg set 22ip WinRAR ZIP archive 2KB
2 Documents B EIGRP cfg setaip WinRAR ZIP archive 4KB
B Firepower_poc_623.2ip WinRAR ZIP archive 51KB
& Downloads
B UD_lab_folderzip WinRAR ZIP archive 258 KB
b Music
=] Pictures
B Videos
i System (C:)
= Donna (E)
- Data (G) v

File name: | UD_lab_folder zip

~ [\ Al Files () v

LWar 3: HaxmuTe kHonky «Upload»

ol File manager  cunentposition 100t

UD_lab_foldersip . a2sMe

oms %8s 2@ |2

War 4: Mocne Toro kak y6eauteck, YTo nanka U eé BCcé codepxmmoe Gblfio UMNOPTUPOBaHO,
Bbl MOXXETE 3aKpPbITb CECCUIO 3arpy3Kul.

“huFile manager  cursotpeon
Hame Staus
UD.tab_foderaip

waa v

w2 %8 4 alas
Chaose a lab for more info
MyLabFolder 18May 2018 17:24
18 May 2018 15:16
19 May 2018 01:32

18 May 2018 14:31

o o|lo oo o

12 Apr 2018 11:16

7.2.2 YnpaBneHue cdannamm nadoparopum

Bbl moxeTe ynpaenaTb dannamm nabopatopuin U3 rmaBHOro okHa ynpasneHus EVE.

Page 84 of 204

© EVE-NG LTD



Gve EVE-NG Professional Cookbook

Emulated Virtual Environment
Next Generation

aFile manager  cumeer

B xa sz 8o

Choose alab for more info

7.2.2.1 Co3pgaHue nabopartopum
[ns gaHHon onepauun TpebytoTcs npaBa AgmuHucTpaTopa unm Pegakropa

A 3AMEYAHWUE: Pepaktop mMoxeT co3faBaTtb rnabopatopuy TOMbKO B CBOEW namnke u
nanke «Shared».

HaxxmuTe Ha KHOMKy co3gaHus nabopartopun 1 cregymTe ykasaHuam pasgena 9.1

it File manager  currentposition | root

o i‘f/e B & & @ @
Running
MyLabFolder 18 May 2018 14:07
Shared 18 May 2018 15:16

7.2.2.2 YpaneHune nabopartopum
[ns gaHHon onepauun TpebytoTca npasa AgMuHucTpaTopa unu Pegakropa.

A 3AMEYAHWE: Penaktop MOXeT yaansTe nabopaTopum TOMbKO B CBOEN Narke v narnke
«Shared».

Bb|6epeTe OOHY NN HECKOJ1bKO na6opaTop|/|l7|, KOTOpble XOTUTE yaannTb N HaXMUTE KHOMKY
yoaneHus.

#Main  FManagement - B System~  @information~  @Licensing~  ©2018 Eve-NG

aia Filemanager  current position oot

0O m s %8z 2 8z
Running \
MyLabFolder 18 May 2018 14:07
Shared 18 May 2018 15:16
Users 18 May 2018 14:31
@ atest labtunl v 18 May 2018 12:58
[ test_lab2.unl 18 May 2018 13:36

7.2.2.3 KnoHupoBaHue naboparopumn

[na onepaumm KNoHMpoBaHua TpebytoTcsa npaBa AgMuHucTpaTopa unn Pegakropa.
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L\ 3AMEYAHUE: Penaktop MoXeT cosfaBaTbh nabGopaTtopun TOMbKO B CBOEN narnke u
nanke «Shared».

dyHKUMA KNOHMpPOBaHKs obecneuvnBaeT oveHb YAo6HbIM cnocob aybnuposaHusa nabopatopui
ANsi COBMECTHOIO MCMOMb30BaHWSA C APYTMMU UMK CO34aHMs Cxoxen nabopatopuu.

KnoHupoBaHue  nabopaTtopum NpMBOOUT K  KOMUPOBAHWUI  3KCMOPTMPOBAHHLIX
KOH(UrypaUMOHHbIX  (panoB  (Ha  noadepXuMBaeMble  y3rbl), HO He  Konvpyet
cocTosiHusi/koHgurypauun Qemu yanoe, Takux kak Windows xoctbl, Cisco ISE vnun gpyrue
y3nbl Qemu, KOTOpble He TNOAAEPKMBAOTCS (YHKUMEN 3KcropTa. [OononHUTENbHYO
nHdopmaumio 06 akcnopTe KoHdUrypaumm ons nabopartopuii cMm. B pasgene 11.1.

Lar 1: BoibepeTe nabopaToputo, KOTOPYKO XOTUTE KIOHMPOBATL, M HaBeauTe ykasaTernb Mblln
Ha obnacTe uMMeHW nabopatopuu (Ha NpuUMepe HWXKe OTMEYEHO CUHMM) — MOSIBATCA
AononHutensHble onuun. Haxmunte Ha kHonky «Cloney.

ataFile manager  Current position | root

OB ¢ * 8 & & 8 @
Running
MyLabFolder 18 May 2018 14:07
Shared 18 May 2018 15:16
Users 18 May 2018 14:31
Ve Bitest_lab1unl = $iMoveto (£ Rename tc\u%e\u

i test_lab2.unl 18 May 2018 13:36

War 2: Bawa nabopaTopuss 6OydeT KIoHMpoOBaHa CO BCEMWU SKCMOPTMPOBaHHLIMU
KOHUrypaumsiMm unm Habopamm KoHUrypauum ¢ HOBbIM UMEHeM.

B test_lab1.unl 18 May 2018 12:58

B test_lab1_1526649330089.unl \/r 18 May 2018 16:15

War 3: KnoHuposaHHas nabopaTopusi MOXET nepevMMeHoBaHa Ha Balw BKyc. HasegwuTte
ykasaTerb MbllW Ha nMs nabopaTtopum n HaxmuTe «Renamey.

B test_lab1.unl 18 May 2018 12:58

S
~_ $<Moveto | (2 Rename | [)Clone u

Lar 4: BeegnTte HoBoe nMsA N Haxxmute «OK» ona noateepXxgeHus.

B test_lab1.unl 18 May 2018 12:58

“ =

7.2.2.4 TlepemelieHune naboparopum
[ns nepemelleHnsn nabopaTopun TpedytoTca NnpaBa AgMyHUCTpaTopa nnm Pegakropa.

L 3AMEYAHUE: Pepaktop MoXeT co3daBaTb nabopaTtopumn TOMNbKO B CBOEW narnke u
nanke «Shared»
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Lar 1: BeibepeTe nabopatopuio, KOTOPYH XOTUTE NEPEMECTUTb, U HaBeAUTE yKa3aTenb MbILLK
Ha obnacTb uMMeHu nabopaTtopum (Ha nNpuUMepe HWXKE OTMEYEHO CUHUM) — MOSABATCSH
JononHuTenbHble onuun. Haxmnte Ha kHonky «Move toy.

Btest_lab1.unl 18 May 2018 12:58
¢ [Wtest_labl_mynew_clone.unl - SiMoveto (£ Rename  [CClone u
[ test_lab2.unl 18 May 2018 13:36

War 2: Nanee BbibepeTe MecTO HasHayeHus Ons
nepemeLLaemon nabopaTtopun n HaXKMMTE Ha KHOMKY
«Movey. Files selected to move:

[l test_labl_mynew_clone.unl

New path

7.2.2.5 3OkcnopTt naboparopun

Bbibepete nabopatoputo (nabopaTtopumn), KOTopble XOTUTE 3KcnopTupoBaTtb M3 EVE, un
HaXXMuUTe KHOMKy «Export».

&% File manager  current position

addfolder
| " 4 2 B °
o Runnir
[m}] MyLabFolde 18 May 2018 17:24
[0 W Share 18 May 2018 15:16
o 2 18 May 2018 14:31
wid [Iitest_labLunl 18 May 2018 12:58
~'E [Wtest_labz.unl 18 May 2018 13:36

CoxpaHnTe 9KCMOPTUPOBaHHBLIA .zip ann Ha BaleMm JloKafibHOM  KOMMbHOTEPE.
OKCNopTMPOBaHHbLIN harin roToB K UMMNOPTY Ha Apyrom EVE cepsepe.

Opening _Exports_eve-ng_export-2010518-172551 zip X
You have chosen to open
B _xports_eve-ng_export 20180518-172551.2ip

which is: WinRAR ZIP archive (749 bytes)
from: hittp://192.168.90.23

What should Firefox do with this file?
(O Qpenwith | WIinRAR archiver (default) v
@ ave File

[1Do this automatically for files like this from now on.

Cancel

Ecnun Baw Opay3ep HacTpoeH Ha aBTOMaTMYECKOe COXpaHeHue hansoB B Narnky 3arpy3ok no
YMOJTYaHM1IO, Ball COXPAHEHHLIN dharin ByaeT coxpaHéH Tyaa.
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7.2.2.6 Wmnopt nabopartopun

A BAXXHO: MmnopTtupyemeiin haiin gomkeH 6biTb B hopmaTte .zip, He pacnakoBbiBanTe
cann.

LWar 1. Haxxmute KHOMKY nmnopTa.

s File manager  current position | root

-
O B # £ ® & & B =

™~

m} Running

m} MyLabFolder 18 May 2018 17:24
m} Shared 18 May 2018 15:16
m} Users. 18 May 2018 14:31

LWar 2: BeibepeTe .zip cpann, cogepxawmii nabopatopum EVE.

@ File Upload X
<« © 4[> ThsPC > Desktop > Exports » v 0| | Search Bports »
Organize New folder = M @

Name Type Size
s Quick access
EIGRP cfg set2 File folder
@ OneDrive B EIGRP cfg set 2zip WinRAR ZIP archive 2KB
s B ThispC B EIGRP cfg setaip WInRAR ZIP archive 4K8
B Firepower_poc_623zip 12/04/2018 11:16. WinRAR ZIP archive 51KB
= Domns ) \
e Network

File name: |Firepower_poc_623.2ip [\ A Fites ¢y v

War 3: HaxmuTe kHonky «Upload».

o2a File manager  cunent position  root

Name. site Progress status Actions

D m s %8 & 3 8|2

O e Running Choose alab for more info

O M myLabFolde : 18 May 2018 17:24

War 4: Mocne Toro kak y6eautecb, YTo naGopatopusi Gbina UMNOPTUPOBaHa, Bbl MOXeETe
3aKPbITb CECCUIO 3arpy3Ku.

daFilemanager  cures postion 100

s s [ stat Actions
repower.poc_€23.1ip — /n
(e afz[a]e
Choose o lab

Fold 18 May 2018 17:24
18 May 2018 1516
18 May 2018 1431
[ 1 12 Apr 2018 11:16
Bitest b1 18 May 2018 12:58
]

test laba.u 18 May 20181336
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7.3 Bbinapawuwee meHo «Management» B EVE

7.3.1 EVE User management

Crtpanuua «User Management» B
BblNagatoLeM MeHo «Managementy,
nossonseT AgMUHUCTpaTopam yrnpasnsiTe
y4eTHBIMU 3anucsiMm ApYrux nonb3oBarernen.

# Main / & System @ Information ~ O Lice:

nosition

Add folder

A 3AMEYAHWE: Tonbko AOMUHUCTpATOPbI MOFYT CO3faBaTb U peakTMpoBaTh
YYETHbIE 3anncK Nonb3oBaTenen.

7.3.1.1 Co3spnaHue HoBoOro nonb3oBartenda EVE

LWar 1: Otkponte noameHio «User management». Management>User management n Haxmute
Add user

User management

Database of users /m [P

usemame Email Name Role Valid From Expiration oD Actions

War 2: MNossutca Benneisatowlee okHo «Add New User». 3anonHUTe OCHOBHYH MHOpMaLMIo
0 co3gaBaeMoM nonb3oBartene EVE.

Add New User

User Name

test

Password

Password Confirmation

Email

test@eve.lab

Name

John Tester

Role| Administrator ~

Account Validity

From 1 0 to 1 0
PoD

1

Add Cancel
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LWar 3: Ecnun Bbl npuobpenu nuueHsnn EVE Ha nonb3osaTenen Editor n/vnu User, Bbl MoxeTe
BblOpaTh NpeanoyvTUTENnbHY0 ponb nonb3oBaTens. CBegeHus O NULLEH3MPOBAHUUA U PONSIX
nonb3oBaTenen cM. B pasgene 4

Name

John Tester

Role | Administrator

Administrator

From |cer 0 o Bl 0

POD

1

War 4: YcraHoBuTe paTy M Bpems Adoctyna oT - go. Ecnm mona octanyTtca nycTbiMu
(HETpOHYTBIMM), Y HOBOFO Mornb3oBaTens He BygeT orpaHMYeHnn No BPEMEHU Ans JocTyna K
cepBepy EVE. Cpok oencTeusi y4eTHON 3anncum ¢ HacTponKamn BpeMEHN OCTYNEH TOMbKO ANs
ponu Editor n User.

L 3AMEYEHUE: Y y4yeTHbIX 3anuceit AOMUHUCTPATOPOB HET OrpaHWYeHMWI Mo CPOKY
OEeVCTBNS YYETHOW 3anncu, a 3HaYeHue cpoka AeNCTBMSA YYETHOW 3anvcu He MOoXeT
ObITb YCTAHOBMEHO.

Account Validity

From 2018-05-18 o0 | 2018-05-20 01:00

POD

1

War 5: Homep POD aBTOMaTU4eCcku npucsBamBaeTCsl y4YeTHbIM 3anucsaM norib3oBaTenen.
Homepa POD noxoxu Ha nonb3oBaTtenbckue npounu BHyTpn EVE 1 yHUKanbHbl ANA Kaxgoro
nonb3oBartens. PaccmaTtpmBante POD kak HOMep BMPTyanbHOW CTOWKM 0b6opyaoBaHWs Ans
Kaxxgoro nonb3oBaTens. AQMUHUCTpaTOpbl MOryT HasHadaTb MpeanodTUTENbHOE YUCHOo
mexay 1-128. lNMoxanyncTa, coxpaHanTe yHukanbHble HoMmepa POD ansa noneb3oBartenen!

LWar 6: HaxmuTe konky «ADD» m Cancel

7.3.1.2 PepakTtupoBaHue nonb3oBartens EVE

War 1: Otkponte nmogMmeHw «User management». Management -> User management u
BblibepeTe nonb3oBaTens AN peaakTMpoBaHus.

User management #  FManagement

—
Database of users [ o [
a
a
a

Hame Role Valid From Expiration Pon Actions

War 2: OTkpoetca okHO «Edit user». Tenepb Bbl MOXeTe pedakTMpoBaTb HeobHXoOouMYHO
nHdopMaumio nonb3oBaTens, ponyu UM Bpems goctyna. [oarBepavTe HacTpPOWMKKM, Haxas
«Edit» B HWKHEN YyacTu OkHa.
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Edit User

User Name

Test2

Password

Password Confirmation

Email

test@eve.lab

Name

‘ Jenny Tester

Rote[Edor ]

Account Validity

From 2018-05-19 00:00 fo 2018-05-20 23:00

POD

2

7.3.1.3 MoHUTOPUHr nonb3oBaTenen

CyllecTByeT packpblBatolieecsi MeHIo psiaom ¢ kHonkoi «Add User» nog HassaHuem «More
Info», KkOTOpoe MOXeT nMpedoCTaBUTb [OMOMHUTENbHYID MHGOPMaUMI0 O  Balux
nosib3oBaTensx. YcTaHoBuUTe hriaXkok pSAoM C COOTBETCTBYIOLLEN MHbopMaLMEl, KOTOPYIO Bbl
XOTWTe 0ToOpasnTb. [na kaxaoro BeibpaHHOro donakka 6yayT go6aBneHbl 4ONONHUTESbHbIE

cTonoubl.
User management A Fueagement @
Database of users @w-
“a

Usermame emall Name e valldrrom Explraion [ [ty Current foder Correnti po0 [ Lust sessiontio

Eve-NG Administratos admin 18 May 2018 142621 112255 nia 0

testmave.ab b Tester admin 280530 18:00 A [ s nia 1

Test2 test@evels Jenay Tester editor 20180513 00:00 201805202300 A [ Nk HiA

@ information ~ @ L]

Ccbinka Ha cTtpaHuyy «Node Managementy

pacnonoxeHa B BblNagatoLem MEH10

«Management». Ha CcTpaHuue «Node

management» oTobpaxaeTcs Bce 3anylleHHble

5 &t @ 2 y3nbl EVE B AaHHbI MOMEHT. cnonb3ysa AaHHyo

cTpaHuuy AOMUHUCTPATOP MOXET NOAKMIYATbLCS K
nobon KoHCoNM 3anyLLeHHOro nNonb3oBaTteneM ysna.

Page 91 of 204 ©EVE-NG LTD



GVG EVE-NG Professional Cookbook

Emulated Virtual Environment
Next Generation

A 3AMEYAHUE: PenakTtopbl ¥ NoNb3oBaTenn MoryT BUAETb M OTKPbIBATb KOHCOSIbHbIE
CeaHCbl TONbKO AMsi CBOMX COOCTBEHHbIX Y3MOB

L 3AMEYAHUE: AoMUHUCTpaTOpbl MOTYT BUOETb U OTKPbIBATb KOHCOMbHbIE CeaHChl NS
BCEX 3anyLLeHHbIX y3r0B

Node management a

Running node{s)

Labname Labio Username Node Name Template Action

7.3.2.1 [dencrtBua ons ynpasJsieHUs y3namu

KHonka Heltcmeue

o OTKpbIBAET KOHCOSbHYIO CECCUIO K 3anyLeHHOMY y3ny

n OcTtaHaBnuBaeT JaHHbIN y3en

7.3.2.2 ®PyHKuuu chunbTpaumm Ha cTpaHuue «Node management»

Kaxxgbin ctonbel B meHo «Node Managementy coaepXvT none, no3sonsoLlee hunbTposatb
CMMUCOK, NS 0TOBpaeHNst TONbKO MHAYOPMaLUK, CBA3AHHOW C BBEAEHHBIM 3HAYEHUEM.

Mpumep: Ctonbey Username oTunbTpoBaH no test4

Node management : g & Fagemen:  Wiodesm

Running nodeis)

Labname [ Node Name Template Action

Kaxgbli cTonbel, MoxeT OblTb OTCOpPTUpPOBaH GYKBEHHO-LMGPOBLIM COPTUPOBKOW NyTEM
Lenyka Ha umsi ctonbua.

Mpumep: wenkHuTe no cTonbuy «Username» 1 EVE oTcopTMpYyeT BCE 3anyLUEeHHbIE Y3Mbl B
andgaBUTHOM MNopsAAKe MO MMeHMU Nonb3oBaTens.

Labm Usornamo = Node Name
-~
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7.3.3 YnpaBneHue nabopatopusamu EVE

CtpaHunua «Lab Managementy» B BbinagatoLeM MEHIO
«Management», oTobpaxaeT Bce 3anylleHHble
nabopatopun Bcex nonb3oBaTenen. Ha aTton
cTpaHuue nobort AOMUHUCTpaATOp MOXET ynpaBnsTb
3anyLeHHbIMK nabopartopuamu noodbIX
z|[al[= nonb3oBaTenen Unn gaxe oTkpbIBaTb UX.

& system ~ @ Information ~ i

losition

L 3AMEYAHWE: Pepaktopbl unu [Monb3oBatenu MOryT BuAeTb TONbKO CBOU
3anyLleHHble nabopaTopun

L 3AMEYAHWME: AgMuHUCTpaTopbl MOTYT BUAETL, OTKPbIBATH M NOAKMIOHATHECS K N0OLIM
nabopatopusm.

Node management R TP

Running nadefs)

Lab Name b sername Wode Name Mode template Actions

q
]

7.3.3.1 [HOenctBua ansa ynpasneHus naboparopuamm

Button Action

= OTKpbITb 3anyLLEeHHYIO NabopaTopuio

E OcTaHoBMTL 3anyLLeHHyo NabopaTopuio

Mocne Toro Kak agMUHUCTPATOP OTKPbIN 3anyLleHHyo nabopaTtopuio Apyroro nofb3oBartens,
3TO0 uMs nonb3oBaTensd OyaeT OToOpaxaTbCA B BEPXHEW YacTuM EBOr0 MEHH, 4Tobbl
agMUHUCTPaATOP MOTr OTCNEXMBATh, kakas nabopaTopusi nonb3oBaTens Obifna oTKpbITa.

[ =~ FoM— N ]
-

Page 93 of 204 ©EVE-NG LTD



GVG EVE-NG Professional Cookbook

Emulated Virtual Environment
Next Generation

7.4 Bbinapawuiee MeHK «Systemy

B B EVE Bbinagatowee MeHO «System» COOEPXUT COCTOsSIHWE
MCNOoJNb30BaHNA CUCTEMBbI, d)aP'IHbI XypHanoB ©” BO3MOXHOCTb
OCTaHOBUTb BCe 3anyLleHHble y3Ibl Ha cepBepe.

LSS CTtpaHumua «System Status» B BbiNagatoleM MeH  «Systempy,
oTobpaxaeT ucrnonb3oBaHWe pecypcoB cepBepa EVE, konuyecTtBo
3anyLleHHbIX Y3roB no Tuny, Tekywue Bepcun EVE n Qemu, a Takke
Tekywmn ctatyc onumn «UKSM» n « CPU Limit».

System status . Bus O

Il System status

running IOL nodes running Dynamips nodes running QEMU nodes

8 0 0

running Docker nodes running VPCS nodes

0 0

UKSM - “Ultra KSM” (kernel same-page merging (CnusHWe OAMHAKOBbLIX CTaHWL — MPUM.
nepesogynka)) ato dyHKUMAa aapa Linux, kotopas nossonseT runepsunsopy KVM coBMecTHO
nucnonb3oBaTb OAMHAKOBblE CTpaHUUbl MNaMATU  MeXAy pasHbIMKM - npoueccamu  unu
BMPTYyasnbHbIMXU MallMHAMM Ha OOHOM M TOM Xe cepBepe. ATy ONUUI MOXHO rnobanbHo
oTKNounTb AN EVE Ha aTou cTpaHuue. PekomeHayeTca octaBuTb « UKSM» BKITHOYEHHOM.

Template CPU Limit — onuma «CPU limit» ucnonb3etcs
Cisco vI0S s ans sawuTbl oT neperpy3oku LM Bo Bpems

paboTbl y3noB. Jta onuua paboTaeT Kak
Number of nodes to add Image

, WHTENEKTYyrnbaHas cuctema. Ecnn

1 vios-adventerprisek9-m-15.6.2T = o o

paboTtatowuii ysen gocturaet 80% 3arpy3ku
Name/prefix LU, doyHkuma «CPU Limit» orpaHuynBaet
vios ucnons3osaHue LM ana atoro yana go 50%,
tcan noka Harpyska He onyctutca o 30% B
@ Routerpng - TeyeHne 1 MUHYTHI.

uuIp
PeKOMeHﬂ,yeTCH OCTaBUTb rnoGaanyro

onumo «CPU Limit» BKNto4YeHHOMN.
CPULimit ] v’
U RAM (MB) Ethemets Onuusa «CPU Limity moxeT ObITb n3mMeHeHa
. 102 . MHOMBMAYanbHO Ans y3na B nabopartopuun. B
wabnoHax vyanoB EVE paHHas onuus
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BKMOYeHa no ymonyaHuto. OTkntoveHHasa onuua «CPU Limit» o3HauaeT, 4to y3ne 6ygert
3anyLieH 6e3 orpaHu4eHns ncnonb3osaHus L.

Cnpagka:

https://searchservervirtualization.techtarget.com/definition/KSM-kernel-samepage-merging

7.4.2 CtpaHuua «System logs»

=Sl CTpaHuua «System logs» B BbiMagawweM MeHl «System»
oTobpaxaeT xypHanbl cepeepa EVE.

B meHI0 Bbl MOXeTe BbiGpaTh KOHKPETHBIN hann xypHana Ans NpoBepKu.

System logs o fus ©

System log viewer

Select log file Number of Lines Search text

File output start

7.4.3 Stop All Nodes

e Onums «Stop All Nodes» B BbinagatolleM MeH «Systempy,
OCTaHaBnNMBaeT Bce 3anylleHHble y3nbl Ha cepBepe EVE. 3Ota
onumst 4OCTyNHa TONbKO Ans AOMUHUCTPaTOPOB.

7.5 Bbinapawowee MmeHK «Information»

Boinagatowee meHo «Information» cogepxut
ccbinkn Ha caut EVE, cdopym EVE, YouTube
kaHan EVE v Ha Be6-yaT «EVE Live Help».

& System « @ Information - @ Licensing ~ ©2018 Eve-N

YTto6bl npucoeanHuTbes K popymy EVE, 4Tobbl
cos3gaBaTb  COOOLWiEHMs  wnNM  3arpyxartb
matepuanbel, HeobxoAMMO cO034aTb YYETHYIO
3anvcb nonb3oBartens opyma.
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Ona nogknioveHusa k Beb yaTy oHManH nogaepxku notpebyetca ydetHas 3anucbs Google.
Ob6patute BHMMaHWE, 4TO OPYM U YaT WCNOMb3yT OTAEeNbHbIE Y4YeTHble 3anucu
nonb3oBaTenem.

7.6 Bbinaparowee meHro «Licensing»

@ Information ~

Beinapgatowee meHo EVE «Licensing» cogepXxut onumm
Ons ynpaeneHus Bawlen nuueHsnen EVE.

Add folder

OkHo  «License Information» oTobpaxaeT paty
NCTEYEHNs1 Cpoka [OEWCTBUSI BMECTE C KOMMYECTBOM
TMLEH3MUI, KOTOpble BbINKY aKTUBMPOBAHBI

OToGpaxeHne MHOPMaLIMK O NULLEH3UN:

License information

Expirity Date: 20190518
Admins: 2
Editors: 1

Users: 1

Mo nyHkTtam «License Request» n «License Upload» noxanymcta obpatuTtecb K pasgeny
Ownbka! UICTOUYHUK CCbISIKM He HarWAdeH. 3a A0MNONHUTENbHOW MHdopMaLnen.

7.7 Opyraa nHdopmauums o CTPOKe BKNagokK

22:24 & admin # Sign out

[J,perle 3rNeMEHTbl Ha NaHenu rnaBHOro MeHH: Yachl peanbHOro BpeMeHA, CCblllka Ha
penakTnpoBaHue TekyLlero nofib3oBartensa U KHoMKa BbiXon.

7.8 MNpen npocMoTp U rnodanbHble HACTPOUKK NabopaTopumn

Mocne Toro, Kak Bbl HAaXKMeTe Ha nabopaTopuio B AepeBe Manok, B rMaBHOM OKHe C MpaBon
CTOpOHbl ByneT oToOpaxaTbCs CXemaTuyeckoe CoAepXuMoe nabGopatopun, a Takke
napamMeTphbl yrpaBreHusi NabopaTopuen, Takme Kak OTKpbITUE, peAaKTMPOBaHWE U yaaneHue.
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sk Filemanager  curentpostion

m test_lab2
™~

B s ¥ 8 & 2 8 © S{jl!

MyLabFolder 18 May 2018 17:24
Sharec 18 May 2018 15:16
18 May 2018 14:31

[ test_labl.unl 18 May 2018 12:58

Wi test_labz.unl 18 May 2018 13:36

st Labzunl Description:

UUID: 73b0T23-4C04-9052 8260-04260 341165

uthor:

7.8.1 OkHO npeanpocmoTpa nabopartopumn

B okHe npepgapuTenbHoro npocMoTpa nabopaTopun oToBpaxaeTcs CcxemaTudeckoe
pacnonoxeHve ysnoB U ux nogkntoyeHus. MapameTtp «MacwTtab» no3sonser M3MEeHWUTb
pa3mep npegBapuTenbHOro NnpocMoTpa naboparopuu.

test_lab2

7.8.2 KHoOnKu npegnpocmoTpa naboparopumn

B npegBapuTtenbHoM npocMoTpe B nabopaTtopuv 3TWM  KHOMKW MO3BONST YNpaBnaTb
BblOpaHHoW nabopaTtopuen.

KHonka OnucaHue
m OTkpbiBaeT nabopaTopuio Ha XOncTe TOMonornm
E OTkpbiBaeT rnobanbHble HAacTpolikn nabopatopun. MNoapoGHee cMm. B
pasgene 7.8.4
YpaneHve nabopatopumn
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7.8.3 WUHcopmaumsa o nabopartopum npu npegnpocmoTpe
Onucanue, Bepcus, UUID n T.4.

Lab Path: /test_labl.unl Description:
Version: 12 Here is short description of Lab
UUID: 55692558-5ach-4308-ab66-64fab4obd3Lf

Author: John Tester
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7.8.4 I'mobanbHble HacTponKn nabopaTopumn

OkKHo rnoGarnbHbIX HaCTPOeK NlabopaTopun OTKPLIBAETCS MO HaXKaTUo Ha KHOMKY E Ha
CTpaHuLe NpeanpocmoTpa nabopaTtopum unm

13 DOKOBOro MEHH0, npu OTKprTOVI Tonosnornn na6opaTopvwl:

Version® 2. 12

Author

Config Script Timeout 4 300 Seconds

Lab Countdown Timer 5 20 Seconds

B 9TOM OKHe Bbl MOXeTe 3anofHUTL BaxkHyo MHdopMaumio o nabopatopun. KpacHble umdpbl
Ha KapTUHKE COOTBETCTBYIOT HOMEpaM, yKa3aHHbIM HUXeE.

1. Name - imsa nabopartopum.

2. Version - Bepcus: HymepaLms Bepcuin No3BonseT aBTopy nabopatopum npuceameatb
3HaYeHWe  yHWKaNbHOMY  coCTosiHMKWO — nabopaTopuu.  YBenudbTe  4uncho,
COOTBETCTBYlOLLEE HOBbIM paspaboTkam B nabopaTtopuun. Ecnn octaButb none
He3anosnHeHHbIM EVE npucBonTt 3HaveHve 1 aBTomaTUyeCKu.

3. Author - AsTop: Bbl MmoxeTe gobaBuTb aBTopa nabopatopun B 3TO nore.

4. Config Script Timeout — TanmayT ckpunTa KOH(UIYPUPOBaHUS: 3TO NOME COOEPXKUT
3HadeHue B CeKkyHaax, ucnonb3dyemoe npu onepaumsx “Configuration Export” n “Boot
from exported configs”. NogpobHee cm. B pasgene 11.3

5. Lab Countdown Timer — Tanmep obpaTHoro oTcdeTa nabopatopuu: 3TO none
COOEPXNT 3HaYeHVE B CeKyHaax Ans NpeaocTaBneHns orpaHnyeHmns no BpemMeHu ans

BbINOMHEHNs 3agaHmn nabopatopuu. MNogpobHee cMm. B pasgene 11.4.

6. Description - OnncaHue: B none onucaHne Bbl MOXETE HanucaTb KpaTkoe onucaHue
nabopartopum

7. Tasks - 3agauu: B none 3agadn Bbl MOXeTe ykasaTb 3a4ady Ans cBoeit nabopaTtopum.
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OKHO CBefeHWl 0 NabopaTopumn MOXKHO OTKPbITb Ha GOKOBOW MaHenu
CcTpaHuubl «Tononorns» BO BpeMsi nabopaTopHow paboTbl, 4YTOObI

npoyuntath «3agayun ona nadbopatopum».

LAB DETAILS

TEST_LAB1

ID: 95692558-5ach-4308-ab66-64£9b40bdI1E

Here is short description of Lab

Here are tasks far your lab. Task 1, Please configure Routers with IP addressing Task 2. Configure IGP, EIGRP routing on a1l nodes Task 3. Configure windows Host ko receive DHCP IP address
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8 WEB cTtpaHuua Tononorum EVE

Kak Tonbko Bbl OTKpoeTe nabopaTopuio, OTKPOeTCs CTpaHuMua TOMonorMn Ans STown
naboparopuu.

+
a
Al

8.1 PyHKUUM 6OKOBOM NaHenum

I'IepemeCTVlTe yKasaTtesib MbIlK HaneBO CBepXy CBepHyTOVI OokoBOM naHenu, 4TOObI
pa3BepHyTb MHTEPAKTUBHYO 60KOBYIO NnaHersb, KaK Noka3aHO Ha PUCYHKE HUXKe.

Q

B CSR-Denali

m e »

® C

(3

P CSR-Everest

8.1.1 [Job6aBneHne obbekTa

Mony4nTb AOCTYN K MeHI0 [o6aBneHns 06beKTa MOXHO ABYMS cnocobamu: ¢ GOKOBOW NaHenu
N wen4ykom npaBoM KHOMKOW MbILUU MO CTpaHuue Tononoruu
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Add a new object
Add an object B Node
B Node & Network
» 4l Picture
#* Network
O Custom Shape
&l Picture
A Text
O Custom Shape
£ Auto Align

A Text

8.1.1.1 Y3nbl cetn

MyHKT mMeHto «Node» oTkpbiBaeT okHO «Add a new node». MoxHO A06aBNATbL TOMbLKO Y3nbl,
KOTOpble OTOOpaxatTCsl CUHMM B packpbiBaloLeMcst MeHo. Cepbii WpUET 03HAYaeT, YTO Bbl
elle He 3arpys3vnu npasuibHO 06pa3 B HyxHyl nanky. Fonybon wpudT 03Ha4yaeT, 4To Mo
KpanHen mepe oauH obpa3s cylecTByeT B COOTBETCTBYIOLLEN Nanke Ans 31oro wabnoHa.

ADD A NEW NODE

Template

Nothing selected -

Nothing selected

A10 vThunder

Apple OSX

Aruba ClearPass

Aruba WiFi Controller

Arista vEOS

Barraccuda NGIPS

Brocade vADX

CheckPoint Security Gateway VE

Cyberoam FW

Docker.io

Cisco ACS

Cisco AMP Cloud

Cisco ASA

Cisco ASAV

Cisco Application Policy Infrastructure

8.1.1.2 CeTb

MyHKT meHto «Network» oTkpbiBaeT okHO «Add a new network». 3Ta yHKUMUS NCNONb3yeTcs
ansa pobaenenusa cetu nmwboro tvna (Cloud, Bridge or NAT). MNMogpobHee cm. B pasgene
Owwnobka! ICTOYHMK CChINKN HE HanaeH.
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ADD A NEW NETWORK

Number of 1
networks to add

Name/Prefix Net

Type bridge hd

Left Q
Top 0
Save Cancel
8.1.1.3 Jlornyeckue Tononormu

OTOT NYHKT MEHIO OTKpbIBaeT okHO «Add Picture» 1 no3BonsieT 3arpyaTb Nofb3oBaTeNbCKNe
Tononoruv B cpopmate jpg unu png. Nocne 3arpysku Bbl MOXETE peaakTupoBaTb 3TN CHUMKM
n otobpaxaTb BbiOpaHHble 0OMacTu Ha y3nbl M3 TOMOMOruM, YTOOblI MCMOMb30BaTb CBOU
COOCTBEHHbIE MPOEKTbI B KayecTBe nabopaTopHOW TOMOMOruM, U3 KOTOPOW Bbl MOXeETEe
HanpsIMyto NOAKNYaThes K y3nam. NogpobHee cMm. B pasgene 11.2

ADD PICTURE

Name MyTopalogy

Picture Browse... | anycon_lab.PNG

m Cancel

8.1.14 Monb3oBaTtenbckue ¢purypbl

MyHkT MeHio «Custom shape» nossonseTt gobasnaTe urypel B TOnonorno nabopatopuu; B
HacTosiLLiee Bpems OH BKIOYaeT kBagpaThbl U kpyru. [NogpobHee cm. B pasgene 11.1

ADD CUSTOM SHAPE

Type square &2

Name ‘ ‘

Border-type solid -

Border-width 5

esercoler

color

Cancel
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8.1.1.5 TekeT

MyHKT MeHio «Text» nossonseT AobaBNATb TEKCTOBbIE 3neMeHThbl B Tononoruto. MNMogpobHee
CM. B pasgene 11.1.3

& 1ode
 Network - (=
D@ B m@ g

Ll Picture
O Custo Shape B I US x x| L|i= = iy Bl =91 iE e REE=EQOoO
AToxt Styles - | Format -~ | Font - | size - A- @ 2D
= Line [News Text
£ Auto Align

8.1.2 Y3anbl

MyHkT «Nodes» B 60koBOM MeHI0 OTKpbiBaeT okHO «Configured Nodes».

[—— J— P —

1 Asa asa asa-915-16-ke-CLL vl 1 & nfa o 095 6 nfa telnet < @ ASA.png~ Mone v rmaiEG W
2 wEosz veos =] 1 % nfa na 2048 13 n/a telnet £3 Switch L3.png- Hane vormak=g @
3 VEOST veos v 1 = nfa nfa 2048 13 nfa telnet ~ £3 Switch L3.png None DY TYSE-TCA |
6 Winserver  winserver ¥ 2 = nfa wa 192 1 na wp v @ Serverpng~ Mane Y ormarEg W
7 Coporate  win win-T-x86 = = ofa o 4096 1 fa ip B Desktoppng= Hone rPEGL =G @
] WInMGMNT  win win-7-x86 w2 | nfa nja 8192 1 nfa dp > 8 Desktop.png~ None BN CYRICN |
L] wi0S-SW1 vioslz wviosl2-adventerpriseks-n 1 nfa nfa 768 L] nfa telnet @ Switch.png~ Default v L T Ao
16 wWOS-SW2  viestz viestz-adventerpriseks-n 1 ofe o o8 " nfa telnet & switch.png~ Default rPEGL =0

B 3ToM OkHe Bbl MOXeTe BHOCUTb W3MEHEHUS B HaCTpOVIKI/I y3/110B, KOTOpble HaxoOATCA B
Tononorun nabopatopun. JononHUTENbHbIE NapaMeTpbl MOXHO HaUTV B MEHIO KOHKPETHOIO
y3na. Nogpo6Hee cm. B pasgene 9.1.2.

L\ 3AMEYAHUE: 3anyLueHHble y3nbl BblAeneHbl CUHUM LIBETOM, UX HACTPOWKU HE MOTYT
ObITb U3MeEHEHbI. Bbl MOXeTe U3MeHATb HACTPOMKM Y3MOB, KOTOpble B HacTosLiee
BpEMS He 3anyLeHbl.

Bbl MOXXeTe U3MeHUTb cnenywuine 3HavyeHns:

Wmsa yana

3arpy3ouyHbii obpas

Konuuectso LI BbigeneHHoe y3ny

BkntounTb nnm Beikntounte CPU Limit (nogpobHee cm. B pasgene 7.4.1)

IDLE PC gns yanos Dynamips

NVRAM B K6

RAM B M6

Konuuecteo Ethernet noptos. SAMEYAHMUE: Y3en gomkeH ObITb OTKITHOYEH OT JH0ObIX
OpYrux ys3noB, Onsi NMPUMEHEHWs1 HOBOro 3HadeHust napameTpa. Bbl He MoxeTe
N3MEHUTb KOMNMYECTBO MOPTOB, ECININ N3MEHAEMBIN y3en NOAKMIOYEH K APYrOMy y3ny.
e KonuyectBo nocrnegoBaTenbHbIX NOPTOB, TONbKO Ans y3noB IOL. Bel He moxeTe
M3MEHUTb KONMYECTBO MNOCMeAoBaTENbHLIX MOPTOB, ECNN  W3MEHSEMbIN  y3en
NOAKIMIOYEH K ApYromy y3ny
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e  Twvn KOHCONBHOIO NOAKMNIOYEHUSA
e 3Hayok y3na anga otobpaxeHus B TONONornm
e Bblbop 13 Habopa KoHGUrypauun ons sarpysku

KHonkn nencreuii;

ACTIONS

pESY EE

3anycTtuTtb y3en

OcTtaHoBUTbL y3en

OuncTka KoHurypaumm yana
OKCnopT KoHdMrypauum ysna
Cetn

PepaktupoBatb y3en
Ypanutb y3en

8.1.3 Cetn

MyHkT MeHio «Networks» B GOKOBOM MeEHIO OTKPbIBAeT OKHO
«Configured Networks».

OkHo «Configured Networks» oTobpaxaeT TONbKO CETWU, KOTopble ObinNu cheumanbHO
JobaBneHbl B TOMOJSIONMIO; OHO He OTOOpasvnT B3auUMOCBS3U Mexay y3namu. NMpumep Huxe
nokasblBaeT MHdopMauuo gns ceten no tononormn. 3a cnpaeBkon o Cloud cetax m kak
nogknioumMTe nabopatopum EVE Kk ceTu, BHewHen no oTHoweHuto k EVE noxanyicta
obpaTtuTeck B pasgen Owunbka! MICTOYHMK CCbINKM He HanaeH.

)
5

{ G2 — G

mCSR1 op sl Mamt

[
£

W CSR3 WCSRA

CONFIGURED NETWORKS »

D NAME TYPE ATTACHED NODES ACTIONS

NAT

1 NAT natd 1 ] 1
2 rgmt pretd 1 T |

Fl vswitch bridge E] e
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ACTIONS

G m

e Pepaktnpoeatb ceTb
e Ypanutb ceTb

8.1.4 Startup-configs

IMyHKT MeH «Startup-configs» B GOKOBOM MEHK OTKpPbIBAET OKHO

= Startup-configs .
«Startup-configs».

OTO OKHO oTOBpaxaeT koHdUrypaummn, NnpUMeHsieMbl K y3ny npuv 3arpyske, Ans Kaxagoro ysna
(8 PRO Bepcun EVE oTobGpaxaetca KoHduUrypauus 3anycka ya3na fgns Tekyllero
KOHpurypaumoHHoro Habopa) un nepeknioyatens «ON-OFF» gna aktuBauumn KOHUrypaumm.

OkHo «Startup-configs» B EVE PRO Bepcun cogepXuT LONOMHUTErbHbIE BO3MOXHOCTU.
MogpobHee cMm. B pasgene 11.3.

STARTUP-CONFIGS -

Config Set Default nn £ 4 nn
Pa i) 4 + s Ace Editor (@
g v f -
Serial Number: 123456785AB
g L4 Hardware: ASAS5520, 3584 MB RAM, CPU Pentium |1 1000 MHz
8 v ' ‘L‘Jllttan:yenzj\eji221747 17,629 UTC Wed Jul 26 2017
e $( [ | Asnversionsane
hastname ASA
BRy2Yjlyt7RRXU24 encrypted
cp anyd anyd
p anyd anys
D any6 any4
xlate per-session deny tcp anys any6
xlate pes deny udp any4 any4 eq domain
deny udp any4 any6 eq domain
deny udp any6 anyd eq domain
xlate per-session deny udp any6 any6 eq domain
‘
interface EthernetQ
nameif outside
security-level 0
p address dhcp setroute
‘
interface Ethernet1
channel-group 1 made active e
Save Cancel
Ea Pictures 3AMEYAHMUE: TlyHkt meHo «Pictures» nosiButcss Ha 6GokoBoOM
naHenun TONMbKO Mocre TOro, Kak Bbl 3arpy3nte Monb30BaTerbCKyo

Tononoruto B nabopartoputo EVE (IMNogpobHee cm. B pasgene Owwnbka! MCTOUYHMK CChINKM He
HangeH.). MyHKT meHto «Pictures» oTKpbIBaeT okHO «Picture Management».

MogpobHee 0 hyHKUMM «M300pakeHne / Nnonb3oBaTernbckas Tononoruay» cM. B pasgene 11.2
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8.1.6 Configured Objects

OkHo «Configured Objects» oTobpakaeT CMMCOK BCEX OOBEKTOB
(cburypbl, 6Griokm TekcTa) goOaBNEHHbIX B TOMOMOrMIO labopaTtopun.
MoapobHee o pa3Hbix o6bekTax cMm. B pasgerne 11.1

3AMEYAHMUE: Bbl He yBnanTe HUKaknx o6bEKTOB B 3TOM OKHE, €CNWN HN OOWNH N3 HUX He Bbin
nobasneH B nnabopaTopuio.

CONFIGURED OBJECTS

» name e Toxr acTions

) et

8.1.7 JdononHuTenbHbIEe AeUCTBUSA

MeHto «More actions» Ha GOKOBOW NaHenn MMeeT NOAMEHIO CO CrieAyLWMMN OYHKUUSIMN.

& Log

fault startup-cfgs

8.1.7.1 3anyck Bcex y3rnoB

HewncTtBne «Start all nodes» 3anycTuT BCe y3nbl Ballen TOMOMOruu,
npuHMMasi BO BHMMaHWe (HacTpamBaeMylo) 3adepxKy 3anycka

Kaxgoro ysna.

L BAXHO. 3anyck cpasy HeCcKonbKMX Y3NOB MOXET CEPbe3HO MOBMUATL Ha Harpysky
BaLLiero npoweccopa. Y6eanrtech, 4To Bbl He Ncnonb3yeTte napameTp «Start all nodes»
AN Tshkenblx nabopaTopuii Uy YTO Bbl HACTPOUNW HaANeXallylo 3agepXkKy Mexay
y3namu. [ns Tskenbix y3noB 1 60nbLInX KONMYeCcTB PpEKOMEHAYETCS 3anyckaTb UX B
MEHbLLMX rpynnax, 4oXAaTbCsa MX 3aBepLUEHMS 3arpy3kun 1 3aTeM 3anyCTuTb eLle OgHY
HebonbLUYIO rpynny y3mnos.

8.1.7.2 OcTaHOBKa BceX y35oB

B Stop all nodes «Stopping all nodes» ocTaHOBUT BCe y3rbl Ballen TONOMornu.
A 3AMEYAHWE: PekomeHayeTcsi coxpaHWTb Bawwm (paboyme) KoHdpurypauum ysnos

Balewn nabopartopuu, npexae Yem OCTaHOBUTb nabopaTopuio, ecnu Bbl XOTUTE
npooomkuTe paboTy B cneaylowmin pas nocrne octaHoBku. «Stopping all nodes»
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ocTaBuT obpasbl BO BPEMEHHOW Nanke U 3anMMeT MeCTO Ha BalleM AUCKE, MOKa OHU He
OyayT CTEPTHI.

8.1.7.3

CtupaHue Bcex y3rnoB

Henctene «Wipe all nodes» ctnpaet NVRAM unn coxpaHéHHble
obpaskbl y3noB TekyLlel nabopatopum.

Mpumep: Bbl cOXpaHuUnM KOHMUIypauuio Yy3foB, COXPaHUB TEKYyLLYyl KOHurypauuo B
KOH(purypaumm 3anycka. Komanga Wipe yganuT CcOXpaHeHHYK KOoHdurypauumio 3anycka
NVRAM, a npu cnegytoulen 3arpyske y3en 3arpy3antcs ¢ 3aBOACKMX HACTPOEK MO yMOMYaHuIo,
a nocne K y3ny 6yget npumeHeHa KOHurypaums 3anycka us Habopa.

To xe camoe OTHocuTCa K obpasam 6e3 koHdurypauun, Hanpumep, linux yden. Ecnu Bbl
BHOCWUTE U3MEHEHWUs1 B CUCTEMY M 3aTeM CTUpaeTe 3TOT y3er, B Creaylolimin pa3 oH byget
3arpyxeH ¢ ncxogHoro 6aszoBoro obpasa 3aHOBO, T.K. UBMEHEHHbI 06pa3 Obin yoanéH.

Oenictene «Wipe node» o6blMHO uCNOMb3yeTcd C nepBOHavyanbHbIMUM KOHUIypaumsamMm
3anycka. [lerictBne Wipe node He yganseT CKOH(MrypupoBaHHble KOHurypauuv nnm Habopesl
KOHGurypaumm 3anycka. lNogpobHee cm. B pasgene 11.3

8.1.7.4 OTKpbITb KOHCONb KO BCEM Yy3J1am

OeinctBue «Console to all nodes» oTKpbIBaeT KOHCONWU ynpaBneHus
KO BCEM 3anylleHHbIM y3nam B Tekyulen nabopatopun. Croga
BXOOAT BCE TUMbl HACTPOEHHbLIX TUMOB KOHCONWU ANsi Takux nabopaTtopHbix y3roB, kak VNC,
Telnet n RDP.

»_ Console To All Nodes

8.1.7.5 JKCnopT BCcex KoHdurypauumm

Oenctene  «Export all CFGs» akcnoptupyeT  Tekywine
KOHpurypauum y3noB B KOHUrypaLumm 3anycka yanos EVE.

X Cyportall CFGs

3KCMopT KoHUrypauum nogaepxmeaeTtcs Ans:

Cisco Dynamips ans Bce y3rnos
Cisco IOL (10S on Linux)
Cisco ASA

Cisco ASAv

Cisco CSR1000v

Cisco Nexus 9K

Cisco Nexus Titanium
Cisco vIOS L3

Cisco vIOS L2

Cisco XRv

Cisco XRv9K

Juniper VRR
Juniper VMX
Juniper vMX-NG
Juniper vQFX
Juniper vSRX
Juniper vSRX-NG
Mikrotik

PFsense FW
Timos Alcatel
VEOS Arista

[N nonHoro o6bsACHeHNs aKcnopTa KoHUrypauuii obpatutecs k pasgeny 11.3
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8.1.7.6 PepaktnpoBaHue nabopatopumu

# Editlab Hencteune «Edit lab» oTkpbIBaeT OKHO peaakTMpoBaHUSA CBOMCTB
na6opatopun. lNogpobHee cm. B pasgene: 7.8.4

EDIT LAB

8.1.7.7 YcTaHOBKa KOH(Urypaumm 3anycka y3noB U3 Habopa KoHdurypaumm
Default

HenctBne «Sets nodes startup-cfg to default configset»
yCTaHaBnMBaeT KOHMMrypauum 3anycka y3noB u3 Habopa
koHdpurypauun Default. 3To 06bIbHO ncnonb3yeTcs ¢ dyHkumen «Wipe nodes», No3ToMy y3sen
OyneT 3arpyxaTbCsl U3 CKOHUIypmpoBaHHOro startup-config npu cnegytowlen 3arpyske, a He
n3 startup-config B ceoem NVRAM, 13 KOTOPOro OH 3arpyxarcs paHee.

rtup-cfg to default configsst

A 3AMEYAHME: Ecnu y Bac HET HUYEro, COXpaHeHHOro B Habop koHdUrypauui
Default gnsa noboro 13 y3noe, aToT y3en OyaeT 3arpykaTbCA C 3aBOACKUX HACTPOEK.

MoapobHee cm. B pasgenell.3

8.1.7.8 YcTaHOBKa nycTon KOHcurypauumm sanycka y3noB

artup-cfg to none HenctBne «Set node’s startup-cfg to none» ykasbiBaeT Bcem
y3rnam Ha 3arpysky C 3aBofAckux HacTpoekt. Mcnonbsyetcs
COBMECTHO C PYHKLMEN CTUpaHns Bcex y3nos. B npnBefeHHOM HDKe nMpruMepe rnokasaHsbl warm
Mo HacTpolike nabopaTopun Ans 3arpy3kn BCeX Y3roB C 3aBOLACKMX HACTpOek.

War 1: Wipe all nodes
Lar 2: Set all nodes to startup-cfg none

MoapobHee cm. B pa3nenell.3

8.1.7.9 YpaneHue koHduUrypaumm sanycka us Habopa «Default»

A BHUMAHMUE: Oeiicteue «Delete default startup-cfgs» yoansiet Bce KoHgwurypauum,
COXpaHEHHble B Habop «Default». YbeguTtechb, 4TO 3TO TO, YTO Bbl XOTUTE cAenathb,
npexge 4Yem BbIMOMHATb 3TO.
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8.1.8 OOHOBUTbL TOMOMNOIUKO

MHorga HeobxoaMmo OOHOBWUTH TOMOJMOTMIO, €CNW B TOMOMOrUIo
[obaBreHo MHOro 0ObEKTOB.

8.1.9 3ymMMuUpoBaHUe CTPaHULbl TONONOrUK

[aHHoe geincTBue ncnonb3yeTcst ANsS NpUbnMXeHns unu oTaaneHms

6onbLuon Tononoruu EVE.

{atho} {=0)
0 ek

I
@

i)

W ASA W WinM

l! em\
(Edn @)

e

Internet

8.1.10 CraTyc

IMyHKT neHto «Status» oTkpbiBaeT okHo EVE Status.

OcobeHHO none3Ho npu paboTe c nabopaTopusMU KOHTPONMpPOBATb MCMONb30BaHUS
pecypcoB EVE. OkHO nokasbiBaeT wucnonb3oBaHue LI, onepatmBHon namsatu w
UCronb30BaHMe AUCKa B peXumMe peasibHoro BpeMeHu. Bbl Takke MoxeTe yBuaeTb KONM4ecTBO
3anyLeHHbIX y3roB no Tunam. MogpobHee o «UKSM» n «CPU Limit» cm. B pasgene 7.4.1

STATUS

EVE-NG version: 2.0 . 4-37-PRO -~ = -~
QEMU version: 2.4.0 12% 14% 0% 16%
UKSM Status: = [
CPU Limit Status: m CPU usage Memory usage Swap usage Disk usage on /
Role: admin
POD: 0 o 0 3

running IOL nodes running Dynamips nodes running QEMU nodes

0 0
running Docker nodes running VPCS nodes

8.1.11 CBegeHusa o nabopartopum

MyHkT MeHlo «Lab details» oToGpaxaeT uWHdopMaUu o
nabopatopun, ee UUID, onncaHue n nabopaTtopHble 3agayn. YTtobbl
oTpefakTupoBaTb oOnucaHuve nabopaTtopum u nabopaTopHble 3agaHus, obpaTtutech K
pasgenam 7.8.4 n Owwunbka! VICTOYHUK CChINKM HEe HangeH.
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LAB DETAILS

ARISTA MLAG INTEGRATION

8.1.12 3akpbITb naboparopuio

MyHKkT meHto «Close lab» 3akpbiBaeT Tononoruvio nadopatopum.
3akpblTne nabopaTtopun He BNUSIET Ha 3anyLLEHHbIE Y3Ibl — OHM
npogoskat pabortatbk. [Nocne 3akpbITMa NadbopaTopun ¢ 3anyLlEHHbIMY y3riaMu OHa NOoSIBUTCSA
B nanke «Running». NMoapobHee cm. B pasgene 7.2.1.1

8.1.13 BnoknpoBka nabopartopuu

MyHKT MeHto «Lock Lab» oTkntouyaeT HekoTopble ddyHKLUMM B nabopaTopHon Tononorun. Ecnu
nabopartopusi 3abnokupoBaHa, Bbl HE MOXETE NepemMelLaTb Kakon-nndo y3en nnm obbekT unm
pedakTupoBaTb Kakue-nmbo HacTpoviku y3na. B npuHumne, BcA nabGopatopusi Gyget
HaxoAWTbCS B peXUMe TOMbKO AN YTEHUS, 3a UCKIIOYEHNEM CaMMUX HACTpoek nabopaTopuu,
KOTOpble Bbl BCE pPaBHO MOXeTe pedakTUpoBaTb Kak «AgMuHUcTpaTop» unu «Pepaktop» B
rnaBHOM MeHt. PyHkumna «Lock Lab» Takke ncnonb3yetcs B coMeTaHUM ¢ yHKUMEN Tanmepa
obpaTHoro otcyeTa. lNMoapobHee cm. B pa3aene 11.4

Na6opaTopus pasbriokmpoBaHa W Bce JlabopaTopusi 3aGrokupoBaHa, paspelleHbl
onepauuu paboTtatoT orpaHuyeHHble onepauum

UTobbl pa3brnokvpoBaTb nabopaToputo, NPOCTO HaXkMUTe KpacHyto kHomky «Unlock Lab» ¢
y4yeTHOW 3anucblo agMUHUCTPaTopa UNu pegakTopa.

8.1.14 Bbixopn,

MyHKT MeHio «Logout» npefHasHayeH Ans BbIxoda u3 ceccun EVE
WEB GUI.
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8.2 Bbinagarowme MeHo Ha Tononorum EVE

LUlenyok npaBow KHOMKOW MbiwKM no Tononorunm EVE MOXeT OTKPbiITb HOBble MEHK C
pasnUyYHbIMU PYHKUUSMU 1 ONUMAMM AN YpaBneHus yanamu.

8.2.1 MeH10 Tononorum naboparopumn
LLlenyok npaBoin KHOMKOW MbIK Ha (cBOBOAHOM / HEncnonb3yeMom)
8 1iock xoncte Tononormn EVE oTkpbiBaeT HoBoe wmeHw. (Add-) Node,
Femor Network, Picture, Custom Shape u Text - Te e dyHKUMU, O KOTOPbIX
e rosoputcs B pasgene 8.1.1.

O Custom Shape
AText

ABTOBbIpaBHMBaHUe. OTa YHKLMSA NOMOXET BblPOBHATL OOBEKTHI B
Tononorun. Cosgartento nabopatopum He HYXHO 6ecnokouTbCca O
HebonblIMX nepemeLleHnax 06bekToB. «Auto Align» BbIPOBHSIET BCE
00bEeKTbl C BMPTyanbHOW CETbIO OAHWM LUEMYKOM MbIlUKN, 4TOObI
nabopatopum CMOTPENUChb akKypaTHO.

= Line

£ Auto Align

8.2.2 MeHI0 nogknoveHus

LLlenyok npaBoW KHOMKOW MbILM MO MNOAKIIOYEHNIO MEXAY

y3namMu no3BonAeT yaannTb 3TO NOOKMKYEHMeE.

SRt

8.2.3 MeHio cetenn Cloud unu Bridge

LLlenyok npaBon kHonkon mbiwn no cetn Cloud mnn Bridge no3sonsieT pedakTnposaTb UK
yaanaTb ee.

o /am
G Edt & Edit

i Delete

T Delete

Gi1
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EDIT NETWORK

D

Name /Prefix

Type

Top

8.2.4

LLlenyok npaBon KHOMKOW MbILM Ha OCTAHOBSIEHHOM
y3rie TaKkke OTKPbIBAET MEHIO:

2

Mamt

Management(Cloudo)

bridge

NAT

Ecnwn Bbl BbiGpanu Edit, B okHe pegakTupoBaHus
CeTU OTKpPOEeTCH OKHO, B KOTOPOM Bbl MOXETe
M3MEHUTb MECTO pasMeLleHus, Tun CeTu Wnu
nmsa/npedukc.

MogpobHee o TOM, Kak ynpaenATb cetamu EVE
Cloud v BHELLHUMM COEOUHEHNSIMU CM. B pasgene
Owwnobka! ICTOYHMK CChINKN HEe HanaeH.

MeHio ocTaHOBNEHHOro y3na EDIT NODE

P Start
< yipe
G Edit
1 Delete

Template

Cisco CSR 1000

D
3

Image

51 000v-universalk®.03.17.04.8.156-1.54

Name/prefix
CSR3
Icon

& CSRv1000png

uuiD
67FeaB87-b30d-4ad0-b314-826808038533

Start node: 310 3anycTUT BbIOPaHHbLIA y3en B 9TOW  crutimic[ |

nabopaTopun. cru RAM (ME) Ethernets

1 3072 4
Wipe node: OuncTka yana npmBefeT K CTUPaHUIo QEMU Version QEMU Arch QEMU Nic
NVRAM (3anyckaemow koHdurypaumm) unm WEIZ0 v wleee) o ieon)
BPEMEHHOMY CHUMKY CHUMKa B 3aBMCUMOCTW OT TMna QEMU custom aptions

y3na. OT1a onuus ncnonb3yeTtcd ana O4nCcTkn y3na,

YTOObI 3arpy3nTb ero ¢ 3aBOACKMX HaCTpOeK no

YMOI4YaHUK U C Nosib3oBaTesibCKkoro Ha60pa

KOHcpurypaumm.

Edit node: OTkpbiBaeT okHO «Edit node»
(n3obpaxeHune cnpasa). NogpobHee cm. B pasgene

9.1.2

Delete node. Yganset y3en us nadopatopum.
PekomeHayeTcs oTknounTb y3en (yaanutb
COEOUHEHUS C HUM) OO €ro yaaneHus.

Startup configuration

Mone

Delay (s)

)

Console

telnst

Left Top

472 365

Cancel.
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8.2.5 MeHio0 3anyweHHoOro ysna

LU,eJ'I'-IOK npaBon KHOMKOW MbILN Ha 3anyLleHHOM Yy3lie TaKkkKe OTKpbIBaeT
MEHIO:

b C

» Stop

<QW\;]E

& Export CFG

> Capture

Stop. CuHaAa cTpenka: HaxxaTue Ha Stop octaHaBnuBaeT
J y3ern B 3aBUCMMOCTM OT MeTOAA, NOAAEPKUBAEMOTO
B OS¢ Stop <— Mamt Y3roMm (BbIKMOYEHNE / BbIKMIOYEHNE aBTOMAaTUYECKN
=2 L vipe B Shutdonn BbIGMpaeTcs Ha ocHoBe LuabrioHa)
X Export O Power off
I Hibsmats Stop meHr. KpacHble cTpenku: [Npu HaxaTtum Ha
& > YrrnoBYyto CKOOKY, C NNeBON CTOPOHbI «CTony,
" vswie OTKpbIBaeTCHA NOAMEHIO, B KOTOPOM €CTb
\ OOMNOMNHUTENbHbIE BO3MOXHOCTM NSl OCTAHOBKM y3na.

¢ Shutdown: BeinonHseTcsa KOppekTHoe 3aBepLueHne paboTsl y3na, ecnm 3ToT y3en
noaaepKuBaeT ero (CUrHan BbIKIMYEeHUs OTNpaBnsaeTcs yany)

e Power off: YouBaeT npouecc 3anyuieHHoro yana B EVE ()kecTkoe BbIKIIOYEHHUE).

e Hibernate. CoxpaHseT cocTosHue y3na (Quck n RAM coxpaHSaTCs BO BHYTPEHHEM
cHumMke). MicnonbayeTcs Ansa ObicTpow 3arpy3ku yana. MNMpouecc rmbepHaumnm MmoxeT
3aHATb HekoTopoe Bpems. Koraa npouecc rubepHaummn 3aBeplLueH, y3en cTaHeT
cepbIM (BbIKMIOYEHHOE COCTOSIHME).

Wipe node: Ouuctka yana npuseget K ctupaHnio NVRAM (3anyLeHHon KoHdurypauum) unu
BPEMEHHOMY CHUMKY CHMMKa B 3aBMCMMOCTM OT TMNa y3na. Ota onuusa ucnonb3yetca ang
OYUCTKM y3na, YTOObI 3arpy3nTb ero ¢ 3aBOACKNX HACTPOEK UNN N3 HacTpamBaemMoro Habopa
KOHdUrypawmn.

Export CFG: 3Ta hyHKUMS UCMONb3yeTcs A58 9KCnopTa COXpaHEHHOW TeKyLUein
KOHUrypaumum yana B Habopbl KoHcurypaumm 3anycka EVE. Nogpo6bHee cm. B pasgene 11.3

Capture 3axsat Tpadumka nHterpmpoBaHHbiM Wireshark.

»CS5 ¥ Siop Mgmt Bbl6epI/ITe MHTep(bel7|C, C KOTOPOro Bbl XOTUTE 3axXBaTUTb
RN Tpadhuk. NMogpobHee cm. B pasgene 12
X Epot CFG
ﬁ < Capture QGi1
rawit Qciz

Qoiz
QGi4

Page 114 of 204 ©EVE-NG LTD



GVG EVE-NG Professional Cookbook

Emulated Virtual Environment
Next Generation

8.2.6 MeHI0 U hyHKLUMUN HECKONBbKO BbIOPaHHbLIX Yy3510B

B EVE MOXHO BbIOpaTb Cpa3y HECKOSIbKO 0O BEKTOB MK y310B. C NOMOLLbIO MbILLIN Bbl MOXETE
BbIOpaTb 0bnacTb, KOTOpas OXBAaTWUT BalW y3nbl, W/WNN Bbl MOXETE LUEMNKHYTb MO y3nam,
yoepxuBas knasuwy CTRL Ha knaBuaType.

LLlenyok npaBon KHOMKOW MbIK NO N06OMY U3 BbIBPAHHbLIX Y3MOB OTKpbIBAET rpynnoBoe
MEHIO:

P Start Selected
B Shutdown Selected

<& Wipe Selected

> Console To Selected Modes

vEwit

& Exportal CFGs
2 Set nodes startup-cfg to default configset

&0 K Set nodes startup-cfg to none

ﬁ B Horizontal Align
& Vertical Align
W CsR3
@ Circular Align

T Delete nodes startup-cfg

i Delete Selected

Start Selected: 310 3anycTuT BblIbpaHHbIe y3nbl B 9ToW nabopatopuu.
Stop Selected: OT10 ocTaHOBUT BbIOpaHHbIE y3rbl B 3TOM nabopaTtopum.

Wipe Selected: Oeicteue Wipe Selected nodes yHuuToXMT NVRAM unu coxpaHeHHble B
AaHHbI MOMEHT 06pasbl BbIGpaHHbIX y3MoB B TeKyLlen nabopatopun.

Mpumep: Bbl coxpaHunuM KOHMUrypauuio YsroB, COXpPaHMB TeKyLyl KOHurypaumio B
KOHdpurypauum 3anycka. Komanga Wipe yganunT COXpaHEeHHyK KOHdurypauuo 3anycka
NVRAM u npu criegytoLen 3arpyske 3arpy3smTcs ¢ 3aBOACKMX HAaCTPOEK NO YMOMYaHuio.

To xe caMoe oTHOcUTCA K obpasam 6e3 koHdurypaumi, Hanpumep linux ysen. Ecnu Bbl
BHECETE U3MEHEHUS B CUCTEMY M 3aTeM COTPETEe 3TOT y3en, B CNeayloLwmin pa3 OH CHOBa
3arpysuTcsa ¢ ucxogHoro 6a3oBoro obpasa, a UsMeHeHHbIn o6pa3 OyaeT yaaneH.

Hencteune Wipe 00ObIYHO ncnonb3yeTtca C MOﬂ,I/I(bMLI,MpOBaHHbIMI/I nepBoHa4valibHbIMU

KOHcpurypaumusimm 3anycka. Oencteue Wipe node He ygansieT Habopbl KOHUrypaunmi mnm
HacTpoiku 3anycka. NMogpobHee cm. B pasgene 11.3
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Console To Selected Nodes: [einctBue «Console To Selected Nodes» oTKkpbiBaeTt
KOHCOMbHOE MOAKMYEHNEe KO BCEM BblOpaHHbIM 3anyLleHHbIM y3nam B TeKyllewn
nabopatopun. Cioga BXOAAT BCE TUMNbl KOHCOMbHbIX NOAKMOYEHU K nabopaTopHbIM y3nam,
kak VNC, Telnet n RDP.

Export all CFGs: Oencteue «Export all configurations» akcnoptupyeT TekyLme KoHUrypawmm
BblGpaHHbIX y3r10B B HAbop koHdUrypaumin 3anycka yanos EVE.

MornHoe onucaHve aKkcnopTa KoHUrypaumii 4oCTyrnHo B pasaene 11.3

Set nodes startup-cfg to default configset: dencteue «Sets nodes to Default startup config»
00bIlYHO Kcnonb3yemyto ¢ dyHkumen ctupanums ysnos. SAMEYAHWME: Ecnn B Habope
KOHpMrypauum no yMmondaHuio Ans nodoro 13 BblgeneHHbIX y310B HAYETO HE COXPaHEHO, 3TOT
y3en OygeT 3arpyxeH ¢ 3aBofckor KoHdurypauum. NogpobHee cm. B pasgene 11.3

Set nodes startup-cfg to none. HacTtpoiika BbibpaHHbIX JTabopaToOpHbIX Y3M0B AN 3arpy3ku
C 3aBOACKMX HACTPOEK MO YMON4YaHuto (3amMmevaHne nepesoa4vka: ata yHKLUUS No CBOEW CyTH
AeakTvBupyeT 3arnyck y3na c KOoHdurypaumen us Habopa koHdurypauuin). Mcnonbsyetcs
0BbIYHO C MOMOLLBID (OYHKUMU CTUpaHWS y3noB. B nmpuBedeHHOM HWXe npumepe mnokasaHbl
Larv Anst HaCTPOMKM BbIOpaHHbIX Y30B ANS 3arpy3ky C 3aBOACKUX HACTPOEK NO YMOMYaHMIO.

LWar 1: Wipe selected
LLar 2: Set nodes startup-cfg to none

MoapobHee cm. B pasgene 11.3

Horizontal Align. BeipaBHuBaeT BblOpaHHbIe y3rbl N0 OAHOW FOPU3OHTANBHOW MUHUN.

LWar 1: Beibepute y3nbl, KOTOPblE Bbl XOTUTE BbIPOBHSATH.

War 2: WenkHnTe npaBoi KHOMKOW MbIWN MO OQHOMY U3 BblOpaHHbIX Y310B, OTHOCUTENBHO
KOTOPOro HeoBXOAMMO rOPU3OHTarbHO BbIPOBHATL OCTanbHbIE Y3nbl, 1 Bbibepute «Horizontal

Align».

Ho:

W vi0ss Wvi0se
Wviost W vios2 Bosa

o ios?

W iose W vi058

oS0
oS

Mocne:

.

Vertical Align: BelpaBHuBaeT y3nbl N0 04HOW BEPTUKANbHON NIUHUN.

LWar 1: BbibepuTe yanbl, KOTOPbIE Bbl XOTUTE BbIPOBHSATH.
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War 2: WenkHnTe npaBon KHOMKOW MbIWN MO OQHOMY M3 BbiGPaHHLIX Y310B, OTHOCUTENBHO
KOTOpOro HeobXoAMMO BepTuKarbHO BbIPOBHSITb OCTanbHble y3nbl, U Bblbepute «Vertical
align».

]

0
)

i

\l‘
1)

i
{

J
\
1)

{
i

J
)

i€
{

)
1)

{

)
i

i
)
\\
)

Circular Align: BeipaBHuBaeT y3nbl No Kpyry.
Lar 1: Beibepute y3nbl, KOTOpbIE Bbl XOTUTE BbIPOBHATD.

War 2: WenkHnTe npaBOM KHOMKOW MbIWM Ha OOAHOM W3 BblIOPaHHbIX Y3rOB U BbibepuTe
«KpyroBoe BbipaBHUBaHUE», 3TO NPUBEAET K BbIPABHUBAHWIO BCEX Y3MI0B MO KPYry, CpeaHsis
Touka Kpyra byget HaxoguTbCHA Ha KoopAuHaTtax, Ha KOTopbiX Obin y3en no KOTopoMy Obin
LLIeNYOK NPaBon KHOMKOW MbILLN.

Oo Mocne
ﬁ L4 == =
= @ &= == ==
e e et
s = S =

Delete nodes startup-config.
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\ MPEOYMNPEXOEHWE, 310 pgeicTBue npvBedeT K ydaneHuio  KoHdurypauui
BblOpaHHbIX Y3MOB, KOTOpble coxpaHeHbl B Habope Default. Y6eanteck, 4to 310 TO,
YTO Bbl XOTUTE cAenaTb, NPEXAe YeM BbINOMHSTL 3TO.

Delete selected: 3710 npuBedeT K yganeHuto BblIOpaHHLIX Y3MOB M3 BalLel TeKyLen
naboparopuu.

BbiGpaHHbIe y3rbl MOTYT NepemeLlaTbCs Kak rpynna no Tonosiorvu.

Mpumep: Bbl MoxeTe BbIGpaTh y3nbl U OGBLEKTbI, YTOObLI fydlle MX OTNO3MLMOHMPOBaTb B
TOMOJIOMNMN.

TS TS
[
— ar? e
» CSR1 W CSR2

8.3 CumBonbl cocToaHuA y3noB EVE

8.3.1 OcTaHoBIneHHbIe (He 3anyLweHHble) y3Iibl
@ CeprVI LUBeT n KBa,D,paTHbIVI CMMBOJ1 MO y3J10M O3Ha4aeT, 4YTO y3es1 OCTaHOBJIEH
n He pa60TaeT. Mocne TOro, Kak Bbl 3anycturte ero, ysen nameHuUTca Ha ogHo 13

B .
COCTOAHNN 3anyCKa HUXKe.

Cepbli y3en ¢ BocKnuuaTenbHbIM 3HAKOM BHYTPU TpeyrofibHUKa nop y3nom
03Ha4yaeT, YTO BO BpPeMs MpoLecca 3arpy3ku BO3HWKNa npobrnema, 3aTo MOXeT
Am ObITb NOBPEXAEHHBIM 00Opa3 3arpy3ku, HexBaTka PeCypcoB WM Mpobnembl C
HayanbHOW KOHdUrypaumen. Y3en B 3TOM COCTOSIHUM HE MOXET ObITb 3anyLleH
CHoOBa.

BpemeHHoe pelweHue: LLlenkHute npaBoi KHOMKOW MblLW Y3en U COTpUTE ero, 3aTeM CUMBOI
N3MEHNTCH Ha CepblIv LiBET C KBagpaTHbIM CUMBOSIOM MOA HUM. 3aTeM oTpeaakTUpynTe y3en u
ybeautecb, 4TOo Bbl Oobnagaete AOCTAaTOYHBIMU pecypcaMy Ha CepBepe U MpaBuslbHblE
HaCTPOWIKM ONs 9TOro y3na, ecriv y Hero ecTb startup-configs, Bbl MoXxeTe ux npoeputb. [Nocne
3TOro CHoBa 3anycTuTe y3ern.
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8.3.2 3anyLieHHble y3nbl

CuWHWI LUBET M YepHbIi CMMBOM TPEeyroribHUKa O3HavaeT, YTo y3en ctapToBan u

% 3anyLueH, ysen HaxoguTtcsa B paboyem / yHKLUMOHANbHOM COCTOSIHUN.
L]

3anyLeHHbIN y3ern C CMMBOSIOM 4acoB MO Y3/10M O3HayaeT, YTo y3en oxuaaet

3aBepLUeHNs 3arpyskun koHdurypaumm n3 Habopa. lNocne Toro, Kak KOHUrypaums
% OyaeT ycnewHo npuMeHeHa, CMMBOS y3ra M3MEHUTCA Ha CUMBOIN TPEYrofibHMKa.
Ecnu ysen 3aBeplun 3arpysky, HO CMMBOS 4acOB HE W3MEHWICS Ha CYMBOIN
TpeyronbHWka, Npobrnema mMoxeT OblTb B 3arpy>KeHHON KOH(Urypaummn 3anycka.
Kak ncnonb3oBaTb 9KCNOPTUPOBAHHbIE KOHUIypaLMmM 1 3arpyxaTb y3rbl U3 HAX CM. B pa3gene
111

O

% 3anyLeHHbIN y3en C CUMBOSIOM KPACHOW LUECTEPEHKM O3HAYaeT, YTo y3en nmbo
- HaxoauTca B npouecce rmbepHaummn, nmbo Obin OTNpaBIieH CUrHanm OCTaHoBa Ha

y3en n EVE xpget ero otknoveHuns. Kak Tonbko 3TOT nmpouecc OyaeT ycnewHo
3aBEpLUEH, 3HAYOK y3Ma CTaHeT CepMbl C YePHbIM KBagpaTHbIM CUMBOSIOM MOA HUM (COCTOAHME
OCTaHOBKM).

L 3AMEYAHUME: Ecnn ysen He NOAAEpPXUBAET BbIKNIOYEHNE CUCTEMbI WU He
pacrno3HaeT curHan BblknoveHust (Mpumep: mappyTtusatop Cisco), nocne HaxaTus
KHONKN «OTKMHOYEHME» y3en MOXET OCTaBaTbCA C KPACHbIM CUMBOJSIOM LUECTEPKU

HUXe Hero Ha HeonpeaeneHHbIN CpOK.
BpemeHHoe pelweHue: Vicnonb3ynte Stop unu Stop/PowerOff, 4tobbl ocTaHOBUTL
y3sen.

Mpumepbl y3noB, B KOTOpbIX nogaepxusaetcd Stop/Shutdown: Microsoft Windows u
BonNbLWNHCTBO y3MoB Linux, a Takke MHOXeCTBO YyCTPOWCTB Ha OCHOBe Linux.

8.3.3 MKoHKa coeanHeHuns y3rnoB

Connector symbol: Ecnn Bbl nepemecTuTe ykasatenb MbllUM NOBEPX
3anyweHHOro wunm OCTaHOBJIEHHOro Yyana, noABUTCA OpaHXeBad
> R1 ER1 MKOHKa coegUHEeHU. OHna ncnonb3dyetcd Ana coegunHeHua ys3rnoB B
TOMosnormm B Ctune nepetacknBaHuA. I'IepeTau.uATe MKOHKY OT oAHOro

y3na u oTnycTute yKadaTellb Mblll Ha BTOPOM y3ne. MosiBuTCA

= = HOBOE OKHO, B KOTOPOM Bbl MOXeTe BblOpaTb WHTEpdENChI,
KoTopble byayT coejeHEHBI.

8.4 Apyrue

8.4.1 O6nactb yBegomMneHun
— Obnactb yBegoMIeHW B NPaBOM BeEpXHEM yriy oTobpaxaeT

WMHOPMaLMOHHbIE cOObLLEeHNS unn coobeHns o6 ownbkax.
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9 Pab6ota c nabopaTtopusamu EVE

A BAXXHO BAMEYAHWE: Bbl AOMmKHbI NOAFOTOBUTL U 3arpy3nTb XoTs Obl Napy o6pasos,
yTobbI HAYaTbL co3fgaBaTb cBou nabopatopuun. NogpobHee cMm. B pasgene 16

9.1 Co3paHue nabopatopum

War 1: WenkHute «Add new lab». [ononHutenbHas uMHGOpMauuM O CO34aHUN HOBbIX
naboparopuii HaxoguTcs B pasgene 7.2.2.10wunbka! ICTOYHMK CCbINKM He HangeH.

i File manager  current position ' root

Add folder

Lar 2:

3anonHute mHdopmauuo o nabopatopun. ObsasaTenbHble nona - UM n Bepcus. Janee
HaxmuTe «Save». [logpobHee cm. B pasgene 7.8.4 ANst NONYyYEHUS OOMOJTHUTENbHON
MHOpMaLnKM O pasnnyHbIX Nonsx B okHe «Edit lab».

Config Script Timeout 300 seconds

3. configure s foute to the Interne -
RP— ‘

9.1.1 [Oo6GaBneHue y3noB B nabopaTtopuio

OTkpoeTcs HoBas cTpaHuua Tononorun. CyulecTeyeT Asa cnocoba AobaeneHus yanos Ha
XOICT TOMOMNOrnu:

Lar 1: Object/Add Node
JleBoe 6okoBoe meHio > Add object > node. Len4yok npaBoW  KHOMKOW  MbIWW  Ha
MopgpobHee cm. B pa3gene Owwubka! cBoGoAHOM 06NACTU CTPaAHULIbI TONOMOMNK 1

MCTOYHUK CCbINKN He HanAgeH.. nocregyLmmn wenyok Ha  “Node”.
MopgpobHee cm. B pa3gene 8.2
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Add a new object

B1ode

E Metwork

Ll Picture

0O Custom Shape
AText

53 Auto Align

LWar 2: MosiBnTtcs okHo «Add a new node». Bbl MoxeTe NpoKpyTUTbL BHU3, 4TOObI BbIOpaTh y3en,
KOTOpbIA Bbl x0TUTe Ao6aBuTb B Tomonoruto nabopatopuun, uUnu BBECTU WMsI y3na ans
(PUAbTPaLMM CNIMCOKA Y3I0B.

A 3AMEYAHUE: Bo3aMOXHO TONbKo BblGpaTb M [06GaBUTL y3nbl C NpeaBapuTenbHO
3arpyeHHbiMy obpasamu B EVE. 311 y3nbl 6yayT oTobpaxkatoTc CMHUM LUPUATOM.
O nogroTtoBke obpasoB ana EVE cm. B pasgene 16.2

ADD A NEW NODE

Template

Mathing selected -

Nothing selected
A10vThunder
Apple 05X
Aruba ClearPass
Aruba WiFi Controller

Ariska vEOS

Barraccuda NGIPS

Brocade vADK

CheckPaint Security Gateway VE
Cybernarm Fw

Dackeria

Cisco ACS

Cisca AMP Cloud

Cisco ASA

Cisco ASAY

Cisco Application Policy Infrastructure
Cisco Context Directary Agent

Cisco CER 1000V

Cisco CSR1000Y (Denali and Everest)
Cisco IPS

Cisco CUCH

CiscoISE

Cisco 105 1710 (Dynamips)

Cisco 108 3725 (Dynamips)

Cisco 108 P206WXR. (Dynamips)

Cisco 0L

Cisco N¥-05v (Titanium)

Cisco MOy 9K

Cisco FirePower

ADD A NEW NODE

Template

Nothing selected -

ciscal i ‘

Cisca AMP Cloud

Cisco ASA

Cisco ASAw

Cisco Application Palicy Infrastructure
Cisco Cantext Directary Agent

Cizco CER 1000V

Cisco C5R 1000V (Denali and Everest)
Cisco IPS

Cisco CUCK

Cisco ISE

Cisco 105 1710 [Dynarnips)

Cisco 105 3725 [Dynarmips)

Cizco |05 7206VxR (Dynamips)

Cisco 101

Cisco N OSv (Titanium)

Cisco hi-08w 9K

Cisco FirePower

Cisco FirePower &

Cisco 08

CiscoviO5L2

Cisco yNARM

CiscoviALC

Cizro yA/AAS

Cisco Primne Infra

Cizco Ernail Security Appliance (ESA)
Cisco Weh Security Appliance (WSA)
Cisco XRv

Cisco XRw 3000
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LWar 3: OTpegaktupynte HacTporiku gobasngemoro y3na. Cm. PucyHok un Tabnuuy Huxe.

ADD A NEW NODE

Template 7,

Cizco CSRA000Y =
Number of nodes to add 2. Image 3,

1 csr000v-universalk.03.17.04.5.156-1.54 =

Name/prefix 4.
CSR

lcon §,

B8 CSRw1000.png -

uup 6.

CPU Limit |:| 7.

cpu 8. RAM (MB) O. Ethernets 10.

1 3072 4

QEMU Version 11. QEMU Arch 12, QEMU Nic 13.
tpliz.12.0) - tpliBe_64) - rpl(e1000) -

QEMU custom options 14.

-rnachine type=pc-1.0,accel=kvrn -serial mon:stdic -nographic -nodefconfig -re

Startup configuration 15.

MNone =

Delay (s) 16.

0

Console 17,

telnet -

Left Top

EEL] 210

Cancel
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9.1.1.1 Ta6nuua 3Ha4YeHun noneun fobaBnsAsemMoro ysna

Description

ADD A NEW NODE
o MeHto wabnoHa. Beibepute, kakon wabnoH ysna
; - pobaBuUTb B TONOMOrNIO

Number of nodes to add
2 1 Bb|6ep|/|Te KOJIMM4eCTBO Y3sy10B 3TOro TMnNa, KOTOpPbIe Bbl
' XoTuTe ,D,OGaBVITb B TOMOJIOTNO

Image

Csr1000v-universalks.03.17.04.5.156-1,54 =

BbiGepute npegnoyuTUTENbHYD BEPCUMIO U3 ChiMcKa
3. SNt LT 7 TS 125-1 50 npeaBapuUTerNbHO 3arpyXeHHbIX 06pas3oB (ecnu y Bac
3arpyxeHo b6onee ogHoro obpasa gns wabnoHa).

Name/prefix

CSR Beegute
npeanoYTUTENbHOE MMS
y3na. Ecnu Bbl pobaensete 6onblie ogHoro, EVE aBTomatuyeckun fobasut
yucna K UMeHu ysna.

4. Mpumep. Mbl fobasnsiem 5 yanos CSR ¢ nmeHem R. B Tononorum oHn 6yayt
oTobpaxaTbcs Kak R1, R2, R3, R4, R5. MNo3xe, ucnonbaysa okHo «Nodesy, Bbl
MOXeTe pefakTMpoBaTb MMeHa Y3OB B COOTBETCTBUM C BaLLUMMU
notpebHocTamu. NogpobHee cMm. B pasaene Owunbka!l VICTOYHMK CChINKN He
HaleH. NNy ecnm XoTUTe OTPEeAaKTMPOBaTb y3erl UHANBUAYANbHO CM. pasgen
9.1.2.

Icon

L) SR ERE - 3Ha4KkuM y3r10B N0 yMOMYaHUIO MOXHO
l M3MEHNTb B COOTBETCTBUM C BaLUMMM
« e o npeanoyYTeHNs MK, NPOCTO BbibepuTe
5. O Gvikxims . NpeanoyTUTenbHbIN 3HAYOK 13
packpbiBaloLLLEerocs cnucka. 3Hayku y3nos
MOTyT ObITb UBMEHEHBI NMO3XXE B COOTBETCTBMM C BaLLIMMM NOTPEGHOCTSMMU.
MopapobHee cm. B pasgene Owmnbka! VICTOYHUK CCbINKM He HanaeH.

B Apic.png
& Aristasiwipng

uuiD

Homep UUID
npuceavneaeTcs

6. aBTOMaTU4YecKun nocre
co3faHus y3na. Bel Takke MOXeTe yCTaHOBUTb €ro BPy4YHYIo, €Cnu Bbl
nucnosb3yeTe NULUEH3unio, NpuBA3aHHyo K onpegeneHHomy UUID.
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CPU limit Ha y3en. 3ToT napameTp yxe ycTaHOBMEeH

7. CPU Limit |:| (oTmMeyeH / He oTMeuYeH) no pekomeHaaumsm EVE.
MoapobHee cm. B pasgene 7.4.1
CPU Kaxxgbil WabnoH y3na nmeeT 3agaHHoe konuyectso LM,
8 4 KOTOpOe cornacoBbIBaeTcs ¢ TpeboBaHNsAMM NOCTaBLLMKA.
' OT0 3HayYeHne MOXeT ObITb UBMEHEHO B COOTBETCTBUM C
BaLUMMK NOTPEBHOCTAMM.
RAM (MB) Kaxxgbii WabnoH y3na nmeeT 3agaHHoe 3HadveHne RAM,
9 I, KOTOpOE COornacoBbIBaeTcs ¢ TpeboBaHMs MY NOCTaBLLMKA.
' 3710 3HayeHne oTtobpaxkaeTca B Mb 1 MOXeT ObITb
N3MEHEHO B COOTBETCTBMM C BaLLMMM NOTPEBHOCTAMMU.
Ethernets
4 Konnyectso uHtepdpencos Ethernet.
L 3AMEYAHUE gns IOL y3nos.:
Ethernet untepdeiicel ons yanos IOL rpynnupytoTcsa no 4. 3HaveHue 1 ans
Ethernet o3HauaeT, 4To Baw y3en 6yaeT nmeTb 4 HTepdelica.
10.
Onumsa nocnegosBaTtenbHbIX UHTEPEENCOB JOCTYMHA ToNbKo Ans y3nos IOL u
COOTBETCTBYET TOM e CTPYKType rpynnupoBKu, YTo 1 nHTepdencel Ethernet.
3HayeHnune 1 gna Serial
Ethernet portgroups (4 int each) Serial portgroups (4 int each) 03HayaerT, 4YTo Bawl y3en 6yne-|-
! ! umeTb 4 nocneaoBaTeNbHbIX
nHTepdenca.
QEMU Version EVE npegBaputenbHO HACTPOUT HaUMy4yLlyo
11 tpl(2.42.0) . pekomeHaoBaHHy0 Bepcuio QEMU ansa kaxgoro
' wabnoHa y3na. ATo 3Ha4YeHne MOXET ObITb M3MEHEHO B
COOTBETCTBMM C BaLLMMK NOTPEBGHOCTSIMM.
EMU Arch
° " Apxutektypa QEMU npeaBapuTenbHO HacTpoeHa cornacHo
12. ipllEEa G " pekoMeHAaLmu nocTasLUuKa obpasa. ATO 3HaYEHNEe MOXKET
ObITb MI3MEHEHO B COOTBETCTBUM C BaIMMM NOTPEOHOCTSAMU
QEMU Nic
CERGEE) S Tun ceteBoro agantepa QEMU npeasaputensHO
13 e neree HaCTPOEH COrnacHoO pekoMeH4aumam rnocrasLimka obpasa.
.  elooo

3T0 3Ha4YeHne MOXeT BbITb UIBMEHEHO B COOTBETCTBUM C
BaLlnMn I'IOTpe6HOCTF|MI/I.

21000-82545em
WITEEd

epliyrnxnet3)
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QEMU custom options

lMonb3oBaTenbCckue napameTpbl
QEMU npepgaputernbHo
HaCTpOeHbl COrMacHoO pekoMeHAaunsaM nocTasLumka obpasa. OT0 3HaYeHve
MOXET ObITb U3BMEHEHO B COOTBETCTBMM C BaLLMMK NOTPEBHOCTAMM

-machine type=pc-1.0,accel=kvm -cpu Mehalern -serial mon:stdio -nographic -r

14.

Startup configuration
N - KoHcpurypaums sanycka:
3Ha4YEeHNE MOXHO U3MEHUTb,
4TOObI HACTPOUTL 3arpy3Ky y3na n3 coxpaHeHHbIX KoHdurypaumii. NMogpobHee
CM. B pasgene 11.3

15.

el 3HayeHve 3a4epXKKy yCTaHaBMBaeTCA B
CceKkyHAax U MOXeT UCMOoNb3oBaThCs AN

3a/lepXKKM 3arpysku y3na nocrne ero 3anycka. lMpumep: ecnv ons 3HadyeHus
ycTaHoBneHo 3Ha4veHue 30, y3en 6yaet xagatb 30 cekyHA, Npexae YemM HayHeT
3arpyxatbcsi. ATa PYHKUUS NonesHa B coueTaHum ¢ pyHkumen «Start all
nodes», ecnv Bawa nabopatopusi TpebyeT, 4TOObI onpeaeneHHbIe Y3nbl
3anyckanucb nepeg ApyrumMmun nnm 4Tobbl n3bexxaTb MacCoBOro 3anycka O4eHb
TSKENbIX Y3r10B.

16.

Console Twvinbl kKOHCONKN ANs
telnet s Kaykgoro wabnoHa
npeaBapuTernibHO
HaCTPOEHbI C PEKOMEHOYEMbIMU HacTporkamu. HacTporika MOXeT ObiTb
N3MEHeHa C y4eTOM Balumnx NoTpebHOCTEN..
17.
A 3AMEYAHME: Docker wabnoHsl cogepxaT 60rblloe KonM4YecTBo
obpasos, noatomy, nogpobHee cMm. B pasgene 14.1.3 pekoMmeHayeMble
TUMbl KOHcoNKW anga kaxgoro Docker o6pasa. Yanbl Windows moryT
ncnonb3oBatb RDP unun VNC, Ho RDP HeobxoanmMo BKNOYUTbL B CaMOW
Windows.

First Eth MAC Address L,D,OHO“HMTE” bHO:
wabnoHsl gnsa Cisco
FirePower, F5, Linux u Citrix
MMEIOT BO3MOXHOCTb BPYYHYI0 ycTaHoBuTb MAC-agpec ang nepsoro
nHTepdenca Ethernet. 310 No3BONWT UCNOMBL30BaTh NIULEH3UN, MPUBA3AHHbBIE K
onpegerneHHomy MAC-agpecy.

18.

Heobxogumo ucnonb3oBaTb Takon popmat MAC-agpeca: 00:50:0a:00:0b:00

9.1.2 PepaktupoBaHue y3na

EVE npepocTtaBnseT ABa crnocoba pefaktupoBaHus y3noB nocrne gobaBneHus nx Ha Xonct
TOMOMNornn.
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A 3AMEYAHME: Y3en gomkeH GblTb OYMLLEH KaXkablii pa3 npy U3mMeHeHun obpasa unu
KOHpurypaumm s3anycka.

9.1.2.1 nob6anbHoe pegakTUpoBaHue y3roB

Ha ctpaHuue Tononorun. Haxxmute «Nodes» ¢ nneBoit 60KoBo naHenu, YTobbl OTKPbITb CINCOK
yanoe. [ogpobHee cM. B pasgene Owwubka! VICTOYHUK CCbINKK He

HangeH..

9.1.2.2 PepakTupoBaHue y3510B NO OTAESIbHOCTHU.

a LLlenkHWTe NpaBow KHONKOW MbILWK MO Y3y n HaxmuTte «Edity.
=i P Stert
S wipe

G Ecit
M Delet=

MosiButcs okHo «Edit node». OHO Noxoxe Ha OKHO, KOTOpOoe oTobpaxaeTcsi Npu gobaBneHun
HOBOrO y3ra. YTtobbl M3MEHNTb 3HaYeHust Ansa yana, obpatuTech K Tabnuue 3Ha4yeHui y3rnos B
pasgene Owwnbka! ICTOUHMK CChINKN HE HalaEH. .
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EDIT NODE

Template

CiscowlO8 hd

[1n]

1

Image

wins-adventerprisek3-m-15.6.2T -

Name/prefix

lios

Icon

& Routerpng -

uuin

h5Fa3320-98ed-4ea4-ad21-627d427bBaka

CPU Limit D

CPU RAM (MB) Ethernets
1 1024 4
QEMU Version QEMU Arch QEMU Nic
tplidefault 2.4.0) - tpl(i3as) - tpl{e1000) -

QEMU custom options

-machine type=pc-1.0,accel=kvrn -serial monistdio -nographic -nodefconfig -nodef

Startup configuration

MNone =

Delay (s)
o

Console

telnet -

Left Top

839 218

Cancel

9.1.3 CtupaHue Y3na

dyHkuma «Wipe node» ouunwaetr NVRAM yana. Kaxabln pas, korga
ud namensietcs ysen (L4, O3Y, 3arpy3ouHbii o6pa3 nnm KoHgpurypaums

P 3anycka), Ha 9TOM Yy3ne [OMMKHO ObiTb BBINOMHEHO CTUpPaHUe.
QW\EE
MopgpobHee cm. B pa3gene 11.3
& Edit
i Delete

Page 127 of 204 ©EVE-NG LTD



GVG EVE-NG Professional Cookbook

Emulated Virtual Environment
Next Generation

9.1.4 CoepuHeHue y3noB
YT1o0bI COeNHUTb Yy3Ibl B na6opaTopMM, VICI'IOJ'Ib3yl7ITe MeTo[ nepeTtacknBaHuA.

MKkoHka pasbema: nepeMelleHue MbIlW Hag Y3roMm MpuBedeT K MOSIBIIEHWHO
OpaHXeBOro pasbema. JTa WKOHKA WCMONb3yeTcsl ANs COEAMHEHWs Y3roB B

mR1 TOMONOMMKN, METOAOM nepeTackvmBaHusl. OTNyCTUTE ykasaTellb MbllUM Ha BTOPOM
yane.

5 == =5 —di

ER1 P vIOS

MosiBMTCA OKHO NoaknioveHus. Beibepute nHtepenc, KoTopsi Bl XOTUTE UCMONb30BaTbL AN
coefvHeHus y3noB. HaxmuTe «Save» nocrne 3aBepLueHmst.

ADD CONNECTION BETWEEN R1

AND R2

Gion GioA e
N source 0: 1 % Giog) Giow)

H R HR2
@ Source Name: R1

type - Node

Choose Interface For R1

‘ Gio/o i
Giof1

Go/2
GI0/3

cio/o ¥

Destination ID: 2

Destination Name: R2

type - Node

Cancel

9.1.5 CTunb NOAKMIOYEHUN MeXAay y3namu

LLlenkHnTe npaBoi KHOMKOW MbILM Ha NOAKIIOYEHNE Mexay y3rnamu v BbibepeTe «Edit Style»

)
. Connection
» SW-DC1
# Eaistye therchanne

< Eciit Quality

T Delete
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Style: network id:6 m Cencel
style Linkeolor  Link Style Link Label

Style: lNo3BonsieT BbiGpaTh CAMOLWHON UM NYHKTUPHBINA CTUMNb ANSA NOAKMYEHNs). DTO MOXHO
oTpefakTupoBaTb No3xe B MeHo «Shape Edit».

Link colour: MNMo3BonsieT BbibpaTh LBET. ATO MOXHO OTpPeaaKTMpoBaTh No3Xe B MeHio «Shape
Edit».

Link Style: lNo3BonsieT BbiOpaTb CTUnNb Ans nNuHuKM: npsamas (Straight), kpusas (Bezier),
nomaHHas (Flowchart) nnn StateMachine. 3To0 MOXHO OTpefakTMpoBaTb MO3Xe B MEHIO
«Shape Edit».

Link label: Mo3gonser po6aBuTb METKYy Ha MOAKMOYEHUE. DTO MOXHO OTpenaKTUpoBaTb
nosxe B MeHto «Shape Edit».

9.1.6 KayecTBO nogkrno4YeHUs Mexay y3namm

LlenkHnTe npaBOM KHOMKOW MbIWKW Ha MOAKMIOYEHUe mexay y3namm u Boibepete «Edit
Quality». 3Ta dyrkumsa nos3sonseT 3agasaTb Ha akTMBHOM nogkntodeHun 3agepxku (Delay) B
MC, YaCcTOTHble OTKIOHeHNs (Jitter) B MC, a Takke NPOLEHT NOTEPU NaKeTOB M LUMPUHY KaHana
B KBUT/C.

.
P 8 Connection

P sw-DC1 # Edit Style

therchanne

& Ecit Qualty

T Delete

Ona  [OOCTWXKEHMst TOYHOrO KayecTBa COEAMHEHMS MeXay Y3namMy peKkoMmeHayeTcs
ncnonb3oBaTh 3Ha4YeHWe, pa3geneHHoe Ha 2 Ha oboux nHTepdericax. B npnBegeHHoM Huke
npumMmepe npumeHsieTca 25% n 25% notepu nakeTos, 4YTO AaeT pesynbtaT 50% notepu nakeTos
B COEQVHEHMUN MexXay y3namu.

LIk Quaky: 59-002 - SW-D01 B ;
interface  Delayims)  Jiter (ms) mm:/mzuns,. O N T

9.1.7 YpaneHue coeAUHEHUI MeXxAay y3namm

UTobbl ygoanutb COeAVMHEHWE, LWENKHUTE €ero npaBou
KHOMKOWM MbILLM U Haxmute «Delete.
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9.1.8 YpaneHue y3na

S — YT106bI YaanuTb y3en, WenKHUTE ero npaBoi KHOMKOM MbILUKN U HAXMUTE
L «Delete». 910 HeobOpaTUMasn yHKUKUS.

W Start
< Wipe

G 3AMEYAHWME: HactoaTenbHO pekoMeHOyeTCsl yganuTb COeAVMHEeHUus C
i Dele y3na nepep yganeHuem camoro ysna.

9.2 PaboTtarwme nabopartopumn

9.2.1 3anyck nabopaTtopumu
Y3anbl BHyTpY nabopaTtopum MOryT 3anyckaTtbCs MHAMBUAYaMNbHO, rpynnaMm unmn Bce cpasy.

MyHkT 6okoBoro MeHto «Start all nodes» 3anycTuT Bce yanbl Ballen
TOMOMOrnM.

A BAXXHO. 3anyck Bcex y3noB cpa3y MOXeT MPUBECTU K CEepbe3HbiM BCMreckam B
ncnonb3oBaHum LIIM. Y6eguTecs, 4To Bbl HE Ucnonb3yeTe onuuto « Start all nodes» ans
TsKenbIX nabopaTtopuii. BMmecTo aToro pekomeHayeTcs 3anyckatb y3nbl He6ObLWMMM

rpynnamu.

3anyck y3na unm rpynnbl y3nos:

LllenkHuTe npaBoi KHOMKOW MbILLW Ha Y3re Unu rpynne y3noB N Haxmute «Starty».

P Start <a—
Q@ Wipe

Group of R1, R2
P Start Selected ~—

i Edit
B Shutdown Selected

T Delete

3anyLeHHble y3nbl CTaHyT cuHumK. MNMogpobHee cwm. B pa3gene 8.3.

& - -

>R > R2

Page 130 of 204 ©EVE-NG LTD



GVG EVE-NG Professional Cookbook

Emulated Virtual Environment
Next Generation

9.2.2 CoeauHeHue 3anyLleHHbIX Y3510B (Ha ropsvyto)

B EVE Pro npefoctaensetcs dyHkuus hotlinks, PREae el aaan s
KoTopasi MO3BOMsieT BaM CBsA3blBaTb Yy3en B

pa60qu COCTOAHUN.

AND R2

R1 Source ID: 1

MkoHka pasbema: nepemMelleHue - Source Name: R1
MbILUM HaO Y3rnoM npuBedeT K type - o
B R1 noaBrneHuno OpaH)KeBorO pas‘beMa_ Choose Interface For R1 *
OTa MKOHKa wucnonb3yetca Ans ciojo v
coedVHeHWs1 Y3NOoB B TOMOMOTMMW, METOA0M
nepetackueaHusa. OTNycTUTe yKasaTenb MbILLM T '

Ha BTOPOM Yy3re

Giojo &7

Destination ID: 2

e e Destination Name: Rz
type - Node

» R

Cancel

9.2.3 Link quality delay, packet loss, jitter and rate feature

3a nHgopmaumen obpatuteck k pasgeny 9.1.6

9.3 CoxpaHeHue nabopartopumn

UTobbl coxpaHuTb pabouylo nabopatoputo, o6paTUTECh K PEKOMeHAyeMbIM MOCTaBLUMKaM
KOMaHJaM COXpaHeHUsi OANsi KaXkgoro ysna.

Mpumep:
Cisco: “copy run start”
Juniper “commit”

Bawe Tekyuwiee coctosHne b6yget coxpaHeHo B NVRAM y3noB, n nabopatopus MoxeT ObiTb
ocTaHoBneHa 6GesonacHo. 3anyck nabopaTtopuu CHOBa MO3BOMWUT BaM MPOAOIDKMTL C TOro
MeCTa, rae Bbl OCTAHOBUINCh.

A MPEAYNPEXAEHUE: VcnonbsoBaHue peircteus «Wipe» Ha yafne OYUCTUT ero
NVRAM. 370 noxoxe Ha cOpoc HAaCTpOeK Ha yCTPONCTBE.

KoHurypaumm y3nos MOXHO 3KCNOPTUPOBATb U UCMOSb30BaTh B KAa4eCTBE HavarnbHOW Mnu

HayanbHOW KOHMUrypauum ans sawux nabopatopuii. IKCNOpT KOHGUrypauun m Habopos
KOHGUrypaumumn gns nabopaTtopui nogpobHee onucaH B pasgene 11.1

9.4 OcTtaHoBKa nabopartopum

MyHKT BGokoBoro meHo «Stop all nodes» ocTtaHaBnMBaeT BCE y3Mbl

Ha XoricTte Tonosrornun.

3AMEYAHUE: PekomeHayeTcs coxpaHUTb Bally 3anyLleHHble KOHUrypauum 4o Toro, Kak Bbl
OCTaHOBUTE CBOW Y3rlbl.
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OcTaHoBKa y3na Wi rpynnbl y3ros:
LLlenkH1Te NpaBoi KHOMKOW MbILUW Ha y3re Ui rpynne y3noe U Haxmute «Stop».

MoapobHee 0 onuMsAx OCTaHOBKK y3na cM. B pasgene 8.2.5

9.5 3anyck coxpaHeHHOMW nadopartopuun

MoapobHee cm. B pasgene 7.2.1.19.2.1

9.6 PaboTa ¢ HeckonbKMmMu paboTtarowmmm nadbopatopusamm

MoapobHee cm. B pa3gene 7.2.1.1

9.7 Umnopt naboparopun

MoapobHee cm. B pa3gene 7.2.2.6

9.8 JkcnopT nabopartopun

MoppobHee cm. B pasgene Owmbka! VICTOUHUK CChINKM HE HangeH.

9.9 YpaneHue nabopatopumn

MoapobHee cm. B pa3gene 7.2.2.2

9.10MepemeLueHne nadbopartopun

MoapobHee cMm. B pa3gene 7.2.2.4
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10 EVE O6naka u Cetun

10.1 Bridge uHtepcenc

B EVE uHTepdelic Tna “moct” paboTaeT kak Heynpaensembli kommytaTtop. OH no3sonsiet
nepegaBsaTb MapKkupoBaHHble dotlg nakeThbl.

Mpumep: Ha Heobxoanmo NOAKMNOYUTL Y3Nbl B OAHY OAHO PaHroByto (MMAOCKYH0) CETb.

War 1: OJobaebte “Bridge Network” B Bawy TomnonoruMio. 3TO BO3MOXHO caenatb ABYMS
cnocobamu: HaXxmMuTe NPaByH KHOMKY MbIlK B Ballen Tononoruu, Beibepute “Add Network”
unu Ha 6okoBon naHenu Haxmute “Add an Object” n Bbibepute “Network.” ObpatuTtechb K
pasgenam 8.2.3 n Owunodka! VICTOYHUK CCbINKN He HanaeH.

Add a new object

Bode

“ Network

Gdl Picture
0 Custom Shape
AText

5 Auto Align

War 2: msa/npedurkc MOXeT BbiTb M3BMEHEHO NO BalLleMy YCMOTpeHuto. YbeamTech, 4To Tun
BaLlen ceTu - bridge.

ADD A NEW NETWORK

Number of 1
networks to add

Name/Prefix MNet -
Type bridge -—
Left 1088
Top 476

E Cancel

War 3: MogkntounTe BaLwum y3nbl ncnonb3ysi drag u drop. O6paTtuteck k pasgenam 9.1.4 1 8.2.3

[T a7

Bridge

mR6 a5
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10.2 NAT nHTepenc

EVE-NG PRO umeet BcTpoeHHbIi NAT nHTepderic ¢ noaceTbto 172.29.129.0/24. dyHkumoHan
aHanorundeH NAT uHTepdency B VMWare, ogHako EVE ocylecTBRsieT TpaHCnAumo nogcetu
172.29.129.0/24 (CtaTudecks 3agaHa BHYTPU MNPOrpaMMHOIO Koga W ee HEBO3MOXHO
nameHunTb) B EVE’S management-uHtepdenc pnet0.

[na nobaenenus NAT agantepa B TONOMAOru:;

ADD A NEW NETWORK LWar 1: JobaBbTe HOBYH CeTb B TOMOMOrM0. ITO
BO3MOXHO cAaenatb AByMA crnocobamu: HaxmuTe

etworka add NpaByO KHOMKY MbILLM B BaLleW TOMosorun, BeloepuTe
Namefprefir 1o -— “Add Network” unu Ha 6okoBon naHenu HaxmuTe “Add
- an Object” n BbibepuTe “Network.
Type AT ——

Left

War 2: Wms/npedukc MOXeT ObiTb W3MEHEHO Mo
Top | B4 BalleMy YCMOTpeHuto. Ybeamtecb, 4TO Tun Ballew
cetn - NAT.

War 3: MNogkntodnTe Bawwm y3nbl ucnonbayd drag n drop. 3a nomoLpbto obpaTtuTecs K pasgenam
9.1.41n8.23

Edit View Options Transfer Soipt Tools Wind Help ECHM EVE management

T A S teT ? ) NHTEPdEic NOAKIMIOHEH K CeTH
MHTepHeT, nobaBneHne NAT
apjanTepa no3BonMT BCEM
MallHaMm B TONOMOorMm Nony4nTb
AOCTYMN B UHTEPHET.

EVE NAT IP-agpec wnto3a:
172.29.129.254/24

Ona NAT aganTtepa BKIOYeEH
DHCP.

10.3 Management-untepdeunc CloudO

EVE management-untepcpenc HasbiBaetca CloudO.
Cloud0 accouumnpoBaH ¢ NepBbIM CETEBbIM MHTEPENCOM.
«Cloud» gBnseTca ncesgoHuMoM aAns  pnet. Pnet
SBMSeTCH aganTepoM Tuna «MocT» BHyTpu EVE.

CloudO B 0CHOBHOM WCMONb3YyeTCH ANs NONyYeHUst 4OCTyNa K y3rnam 3anyLeHHbIM BHyTpy EVE
C XOCTOBOW MalUWHbI.
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A BAXHOE 3AMEYAHME: [Ons BupTyanbHoW MawunHbl EVE VMS 3anyuieHHON Ha
ESXi, Heobxogumo ybeaomTbes, 4TO management-uHtepdpenc noaknodeH kK vSwitch
(Port group) 1 nopT HaxoauTcs B Promiscuous-pexnme. AN nOAKNIOYEHUS BHELHNX
yCTponCTB K EVE, COOTBETCTBYIOLLMI NOPT BUPTYaribHOro KOMMYyTaTopa HaxoauTbCS B
Promiscuous-pexume!

HacTtpowka vSwitch

/ Edit standard virtual switch - vSwitch1

&4 Add uplink
Uplink 1 vmnic1 v

» Link discovery Click to expand

~ Security
Promiscuous mode ® Accept O Reject
MAC address changes ® Accept O Reject
Forged transmits ® Accept @) Reject

» NIC teaming Click to expand

» Traffic shaping Click to expand

HacTtpowka Portgroup

(3 Management 90 UD

/ Editsetiings | Refresh | 4% Actions

Management 80 UD
Accessible. Yes
Virtual machines: 7

Virtul switch -
VLAN 1D 4095
Active ports 5
~ vSwitch topology - Security policy
— =) Allow mode Yos
Management 30 UD u Physical adaplers
€2 Manag s = Allow forged transmits Yes
VLAN ID: 4095 (] — mm vinnic1, 100 Mbps, Ful
= Virtual Machines (7) ) Allow MAC changes Yos.

1 vCentre 90,95

@ 52016 EVE 90.201 * NIC teaming policy

5 EVE-PRO.98.100 Notify switches Yes
MAC Address 00:0c: 29002z &

. resE e s aa Policy Route based on ori
EVE-PROv24

&1 EVE COMM 83 Reverse policy Yos

{51 Cisco Identity Services Engine Rolling order No

B ASAY 90,35 PROD

[OoOon oo

~ Shaping policy
Enabled Mo

|

Coomeemcmeue uHmepgeticoe EVE CloudO.

Nmsa B | UHTepdenc
pd Tun OnucaHue

nabopatopuu | BHyTpu EVE

Cloudo pneto Bridged CloudO/pnet0 coegnHeH C  nepBbiM
ceTeBbIM agantepom. Emy npucsaveaetcs
management |P-agpec, no KOTOpoMy
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Oypet ocyuwectBnsateca goctyn B8 WEB
GUI. EVE management-noacetb MoOXeT
ObITb ucrnonb3oBaHa B KavecTBe
management-ceTu B Ballen nabopaTtopun.

L\ Bonpoc: Kak onpegenutb agpec CloudO noacetu u IP-agpec wnto3a. bonblWMHCTBO
MalumH nony4yaet agpec no DHCP ana pnetO agantepa.

OTBeT: NMogkntounTtech No SSH k EVE n BBeauTe komaHabl B KOHCOIMb:

route

Mpumep: Mbl xoTnm ncnonssosate CloudO B kayecTBe management cetn ans yana ASAv. U3
Nnosly4eHHOW BbilWe MHGOpMauuu, Mbl nonydaem agpec Cloud management noaceTtun -
192.168.90.0 ¢ mackomn 255.255.255.0 n IP-agpecom wnto3a 92.168.90.1.

ADD A NEW NETWORK War 1: JobaBbTe HOBYK CETb B TOMOMOMMKO. ATO
BO3MOXHO caenaTb ABYMSI crocobamu: Haxmute
Number of 1 NpaByld KHOMKY MbIlKM B Ballel TOMNOSOru,

networks to add BbibepuTe “Add Network” nnv Ha GokoBow naHenu
Name/Prefiox Mgt HaxmuTe “Add an Object” n Boibepute “Network.

Type Management(Cloudd) -

War 2: Nma/npedunkc mMoxeT BbiTb M3MEHEHO MO
BalLemy yCMOTpeHuto. YbeauTtech, 4TO TN Baluen
Top 163 cetn Management(CloudO).

Left 737

War 3: NogkntounTte Bawmn ASAv ncnonb3ya drag u
drop k cetn Cloud0. O6paTtuteck Kk pasgenam 9.1.4
ns8.2.3

LWar 4: 3anyctute y3nbl u HacTponTe IP-agpeca Ha uHTepdercax, noaknoyeHHbix k CloudO
nogcetu (B Hawem npumepe - 192.168.90.0/24). Y6egnTtech, 4TO agpeca yHVKanbHbI.
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Mgmt

@ Asav — O X
File Edit View Options Transfer Window  Help

S &e??

10-12-20 ms

Ready Telnet: 3, 19 [13 Rows, 81 Cals  [vT100 | [car[nom] )

NMPUMEYAHMUE: Cloud nHTepdenchl MOryT ObITb MCMOMNb30BaHbl 415 MOAKIIOYEHNUSI MHOXECTB
y3roB ANns1 00beAMHEHNSA B O4HY TOMOJOTMIO.

“@t_
ﬁ Mgmt R
HCSR
10.4 MNMpouue cloud uHTepcencsl

OctanbHble wuHTepdencbl Moryt OblTb MCMNONb30BaHbl AN  paclUMpPeHUs BHYTPEHHEW
Tononormn EVE wnu cospgaBaTb COEAMHEHUA Tuna «MOCT» ANS CBS3M C BHELUHUMMU
yCTpOrCTBaMMU.

Coomeemcmeue uHmepgelicoe EVE Cloud.
CooTBeTcTBME

VMware
Workstation

dusnyeckmn
MHTEepdhenc

Wwms BHyTpM | BHyTpeHHe CooTtBeTcTBME

naGopatopuu | uma EVE ESXi VM Mpumevarve

Cloud0/pnet0 coeauHeH ¢

First nepebIM ceTeBbIM
ethernet ajanTepom. Emy
Cloudo Pnet0 bridged Netwark Network npucesavBaeTcs

adapter 1 Adapter management  IP-agpec,

no  kotopomy  Bygert
OCYLLEeCTBNATLCA AOCTYN

EthO
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B WEB GUL EVE
management-noaceTb
MOXeT ObITb
1cnosb30BaHa B Ka4ecTBe
management-cetu B
BaLLew nabopatopum

Cloud1 moxeT 6bITb
accouumpoBaH € Apyrmm
ceTeBbIM MHTEpencom
EVE ons noaknto4veHus K

. Network Network Opyrou ceTn nnu
Cloud? Pnetl bridged adapter 2 Adapter 2 Ethl ycTporcTBy. HacTpoiika
ip agpeca He TpebyeTcs,
uHTepdpeiic byaet
paboTaTb kak MOCT-
apanTtep
) Network Network
Cloud2 Pnet2 bridged adapter 3 Adapter 3 Eth2 AHanornyHo Cloudl
. Network Network
Cloud3 Pnet3 bridged adapter 4 Adapter 4 Eth3 AHanoruyHo Cloud1
Cloud4-9 Pnet4-9 bridged Network Network EthN AnanoruyHo Cloud1

adapter 5-10 Adapter 5-10

Mpumep: Cloud7 vcnonbayeTcst ANs CO3AaHNs pacluMpPEHHON TONOMOMMN MeXAy y3namu:

War 1: NobaebTe aBa Cloud7 agantepa B TONONOruio.

ADD A NEW NETWORK

Number of 2
networks to add

Name/Prefix Cloud?
Type Cloud?
Left 340

Top 345

LWar 2: Nogkntounte Bawm y3nel k Cloud?7. Bawwuu
y3anbl  Oyayt pabotatb Tak, kak OyaTto
MOAKIHOYEHbI K peanbHOMY ceTeBOMy
kommyTaTtopy. byger pabotatb mpoTtokon CDP.
OTMM ygobHO Monb3oBaTbCs, YTOObI HE TAHYTb
nogkrodeHus B WEB uHTepdelice yepes Becb
3KpaH.
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Ecnu cloud uHtepcpenicel (B Tom umucne n Cloudl) coeamHeHbl ¢ PU3NHECKMM aganTepom
(VMnet) Bbl MOXeTe NOAKMIYUTL K TOMONOMMM BHELLHWE YCTpoucTBa (koMMmyTtaTtopsl, |IP
TenedoHbl nnun xe Todkn goctyna WIFI).

L\ [Moptbl koMMyTaTopa Ha ESX| gomkHbl HaxoauTbCsl B Promiscuous-pexume.
O6patutecs k pasgeny 10.3

B cneayowmx pasgenax 6ygeT nokasaHo Kak ucnonssosath Cloud ceTu Ans noaknioyYeHus K
EVE BHeLLHWUX YCTPOWCTB: BUPTYarnbHbIX MalLWH UMK hU3ndeckoro oGopyaoBaHus.

10.5 NMoaknoyeHMe BHEWHUX BUPTyanbHbIX MaWUH K
Tononoruun EVE

10.5.1 BupTtyanbHble MawmnHbl ESXi

BHewHune BupTyanbHble MawwunHbl ESXi MmoryT ObiTb nogkntodeHsbl k nabopatopun EVE, yepes
Cloud aganTepsl.

A 3AMEYAHME: OguH cloud nHTepdeiic MoxeT BblTb MCMNONb30BaH AN NOAKMYEHUS
MHOXECTBa BHELUHWNX YCTPOWCTB.

Mpumep: MNogknoyeHne Web Security Appliance (WSA) k nabopatopun mucnons3dys Cloudl
NUHTepdenc.

War 1: Co3pavite HoBytlo rpynny nopTtos (portgroup) u nogknounte ee kK EVE n WSA kak
MoKasaHo HuXe. YCTaHOBUTE promiscuous pexnm Ha vSwitch (portgroup WSA-MGMT)

A 3AMEYAHUE: ans nodknioyeHWs K CeTU BUpTyarbHble MalluHbl OOIHKHbI GbiTh
BbIKMIOYEHbI.

HacTpoika Portgroup WSA-MGMT (kommyTaTop vSwitch5)

) WSA-MGMT

/ Edit settings ~ ( Refresh | £} Actions

WSA-MGMT

Q@

+ vSwitch topology ~ Security policy
= Allow promiscuous mode Yes
€3 WSA-MGMT No physical adaplers
| ‘ Py s Allow forged transmits Yes
VLAN D: 0
~ Virtual Machines (2) Allow MAC changes Yes
EVE-PROV24 _-q
coeus-10-1-3-033-5000V - ~ NIC teaming policy
r Notify swilches Yes
Palicy Route based on originating port ID
Reverse policy Yes

Rolling order No

~ Shaping policy
Enabled No
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HacTtpowka vSwitch5:

(3 vSwitchs

= Add uplink / Edt sefiings

vSwitch5

~ vSwitch Details
MTU
Paris
Link discovery

Altached VMs

~ NIC teaming policy
Notify switches
Palicy
Reverse policy

Roling order

* Security policy

Allow promiscuous mode

@ Refresh

£LF Actions

1500
4352 (4319 available)
Unknown

2 (0 active)

Yes

Route based on originating port ID

Allow: forged transmits

Allgw MAC changes

~ vSwitch topology

3 WSA-MGMT

VLAN ID: 0
~ Virtual Machi

33-5000V

No physical adapters

Hactpowka EVE n WSA

Ha BupTtyansHoi mawwimHe EVE, BTopou
CeTEeBOW afanTep NOaKMIYEH B portgroup
WSA-MGMT. Cloudl1 B Tononorum
nabopartopun.

~ Hardware Configuration

+ ©dcPu 16 vCPUs
8 Memory 32GB

b+ ) Hard disk 1 40 GB

» - Hard disk 2 150 GB
USB controller USB 2.0

* M Network adapter 1 Management 90 UD (Connected)

» 8 Network adapter 2 WSA-MGMT (Connected)
» [ video card 4 MB

L }3 Others Additional Hardware

Cisco Web security appliance (WSA),
nogkntoyeH B portgroup WSA-MGMT.

~ Hardware Configuration

» | cPu

8 Memory
» 2 Hard disk 1
» [HE Network adapter 1
» HE Network adapter 2
» E Network adapter 3

» [ Network adapter 4

» EE Network adapter 5

Na6opaTtopusa coegmHeHa ¢ WSA ceTbto (Cloudl)

1vCPUs

4 GB

250 GB

WSA-MGMT (Connected)
UNUSED (Connected)
UNUSED (Connected)
UNUSED (Connected)

UNUSED (Connected)

L\ 3AMEYAHWE: BupTyanbHas mawuHa WSA nonyyuna IP-agpec 192.168.10.3 u3 nyna

DHCP (ckoHdwurypupoBaH B
192.168.10.1

nabopartopHom

Tononoruwm).

IP-agpec wnio3a

A 3AMEYAHWE: Docker-koHTelHep ¢ Firefox nonyuun IP-agpec 192.168.10.2 13 nyna
DHCP (ckoHdurypmpoBaH B nlabopaTopHON TONOMormm).
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b
%
» Docker_management > Switch
DHCPPOOL WSA External ESXi VM
192.168.10.0/24 Port M1
SVI10 as Gateway 192.168.10.1
VLAN 10

Cloud1

& 192 - 192.168.90.22:58855 - Remote Desktop Connection

[ 2 ciscoweb secury v x | + /

(€)= ¢ @ D& hipe /192168103 wsa_us -9 neo =

«tlili Cisco SO00V
Cisco W 2l Appliance

My Faverites . Options

A Reporting Web Security Manager Security Services Network System Administration

My Dashboard

W Printable POF 5

Attention — 4, You can customize this "My Dashboard" page by adding report modules from different reports.
‘Some modules are added for you by default. The Overview page can be accessed from Reporting
> Overview.

Overview > Web Proxy Traffic Characterstics. 53| Overview > System Resource Uthization @

cou sa% |
Ram: 53.0%

0
o
0
. Reportng / logaing disk: 5.2% |

System Status Details

22 May 2018 11:00 to 23 May 2018 11:44 (GMT)
Overview > Total Web Proxy Activity

No data was found in the solected bme range

@ rirefox automatically sends some data to Mozilla 5o that we can improve your experience. Choose what share | x

10.5.2 BupTtyanbHble MmawmHbl VMWare workstation

BHewHue (He 3anyweHHble BHYTpWM amynaTopa EVE) BupTyanbHble MawwuHbel VMWare
workstation MoryT 6bITb NOAKMOYEHBI K TOMONorMy npm nomotum cloud ceTu.

A 3AMEYAHUE: OguH cloud nHTepdeiic MOXeT ObiTb UCNONb30BaH AN NOAKMHYEHMS
MHOXECTBa BHELLHUX YCTPOMCTB.

Mpumep: MNogkniodeHne Web security Appliance (WSA) k Tononorum yepes uHtepdenc
Cloud2.

A 3AMEYAHUE: [Onsa noakniovyeHuss K CeTU BUpTyasibHble MallWHbl OOMKHbI GbiTh
BbIKITIOYEHbI.

War 1: B VMWare Workstation otkpownte Virtual Network Editor n HacTtpowite VMnet
nHTepdenc gns euptyanbHbix MawuH Cloud n WSA. Ecnn Heobxoammo gobaBbTe HOBbIV
nHTepgenc VMnet. B npumepe aona nogknoveHus ucnonesyetca VMnet2 (DHCP pgomkeH
ObITb OTKIOYEH).

HacTtpowka Virtual Network Editor:
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@ il Network Editor %

Mame Tvpe External Corection Host Connection
Vet Eridged Intel(R) FROJLO00 BT Dual Bort Server Adapter -
1 Intel(R) PROJ1L000 P Dusl Port Server Adsp... -

Add Network... Remove Network | Rename Network...

nes Infarmatian

(O Bridged (conmect VMs directiy to the external network)
Bridged to: Intsl(R) PROJLO0O BT Dual Port Server Adspter Automatic Settings.
(OMAT (shared hast's IP address with ¥14s) NAT Settings
(® Host-orly teonnect Wi ncernally in 2 private network)
[ connect & hast virtual sdagter to thes neteork
—
"Fost virtual adapter name: YMiwars Network Adapter YMnet2

[]Use local BHCP service to distibats [P address ta viis DHCP Settings

subnet 1P: [ 192168 88 . 0 Subnet mask: [ 255 255 .255. 0 |
Rostrs beraks o] [ e | e el

HacTtpowka mawunH EVE n WSA

TpeTuii NopT y BUpTyanbHOW MalunHbl ¢ EVE Cisco Web Security Appliance (WSA),
(Network adapter 3) nogknioyeH k cetn VMnet2. | TNogkntoyeH kK VMnet2
BHyTpu Tononorun EVE - Cloud2.

Virtual Machine Settings * Virtual Machine Settings x
Herdware  optians

opi Hardware  Options
Memory

Speciy the amount of memary allecated to this virtual Device Summary Memory
s, The memey oaa s be 2 mtile of 4 M. Specky the ameunt af memory diocated to ths urtual
o machin. The memosy size s be @ mukiple cf 4 HE,
Srdoskcs) 10068 Memory Forthis vt machine: | 29576 1| e EProcessars 3 ‘
) CDIDUD (SATA) Auta detect ! i d Dish (5651} 2068 Memoey For this vetuel machine: [ 4096 2] v
Eietvork Adspter Custom (¥HinstO) . ihotork Adapter Custom (Vinet2) s
ElNetwork Adspter 2 Custom (Winet1) o < Stietnork Adapter 2 Bridoed (Automatic) chan
Mcvcrk Adeprers  Cutom (Wbret2) <affmm - ootk Adapter3  Bidged futomac) we |
fetwork Adapterd Eniged (Automat
3 st Controller Present 268 8 Mo recommended mermery ~ " 0% ¢ ) 16
Sound Card Ao detoct Stietnork AdepterS  Brided (Autmatic) B Mairum rocommendsd mamon
i o e (emory swapping may Dt o detect o8 Y
sipriter esent ceo occur beyond this size.) Boilay o 458 (Memory swapping may
Soisglay Auta detect Sceis bayons thi sz
. PR ten m::/ o this iz0.s
a0
sive U & recommendsd memory o
s ve 168 o g @ Recommended vencry
1z me 25w
wme () Guest 05 recommended mnsoum w2ome
=2me sizve senie ) Gusst 05 recommended mimum
wme 2Me < 32M8
ame me
ame sne
ame
4y The vitual machine must be powered of to reduce the
emaurt of memary.
i) The vitual machine wil use up to 768 M of this memcry for
aphics memory. Vol can change thi amourt i the Dicplay
Settings page.
add... remave
add. Remove
G| [

o o [ i

Tononorusa EVE nogkntoyeHa k WSA (Cloud?2)

A 3AMEYAHWE: WSA npucsoeH IP-agpec 192.168.10.3 u3 nyna DHCP. Agpec wnto3a
-192.168.10.1

A 3AMEYAHUE: Docker-koHTeiiHep ¢ Firefox nonyumn IP-agpec 192.168.10.2 u3 nyna
DHCP.
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Cloiud2

SYW VLAN 10 WWSA VM Workstation
DHCP IP 192.168.10.3

SYI10 192.168.10.1 as GV W 192.168.10.1
DHEP POOL VLAN 10 Cloud2 as connection to External WM

P switch

P Mgmt_Docker

Chrome Desktop
Management Docker station
DHCP IP 192.168.10.2

%. 172 - 172.25.1.21:33285 - Remote Desktop COHW

| /4 cisco web Security  x \|__\ /

& ] ‘A Not secure | tips://192.168.10.3:5443/manitor/wsa_user report

Cisco S000V

alaln
CISCO  Web Security Virtual Appliance

Reporting Web Security Manager Security Services Network System Administration

Logged in as: admin on ironport.example.com
My Favorites - Options - Support and Help «

My Dashboard

‘B Printable POF &

Attention — i\ You can customize this "My Dashboard” page by adding report modules from different reports.
Some modules are added for you by default. The Overview page can be accessed from Reporting

> Overview.
[ —
Overview > Web Proxy Traffic Characteristics Overview > System Resource Utllization
Average transactions per second In past minute:
9 s " cpu: 75% |
Average bandwidth (bps) in past minute:
RaM: 50.4% |

Average response time (ms) in past minute:

Reporting / logging disk: 5.2%
Total current connections:

System Status Details

Time Range: [N TG_——

22 May 2018 20:00 to 23 May 2018 20:10 (GMT)
Overview > Total Web Proxy Activity Overview > Web Proxy Summary

o data was found in the selected time range No data was found in the selected time range

Overview > L4 Traffic Monitor Summary.

No data was found in the selected time range

No Changes Pending

CoeauHeHne naGopaTtopHoOU
dmn3nyecknm yctpoucTtBOM

10.6

10.6.1 ESXi EVE

EVE ¢

TonoJsorun

Ons nogknioveHunst pmamndeckoro yctporictBa kK EVE Heobxogumo co3gaTb coeanHeHne Tuna
MOCT Mexay ceTeBbiM agantepomM ESXi NICs n ceteBon kapTomn.

A BAXHOE 3AMEYAHME: YGegutecb, 4TO MOPTbl KOMMYyTartopa B pPromiscuous

pexumve.

B npumepe nokasaHo Kak HacTpouTb B ESXi Server coean

[NodKknro4yeHUe adanmepos:

HeHue Tuna “moct”.

EVE Lab Cloud0 > Portgroup “Management 90 UD”->vSwitch 1->Physical Adapter ethl
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vSwitch1 HacTpomrka mocTa ¢ vmnicl (pmanuecknn agantep)

[ vSwiteh1
B Add uplink / Edit settings | (' Refresh | £} Actions
— vSwitch1
| pe: Standard vSwitch
e w :
Uglinks: i
~ vSwitch Details = vSwitch topology
MTU 1500 -
Management 30 UD s Physical adapters
Pors 4352 (4317 avallable) |Q 5 et
]— mm vmnict. 100 Mops. Full
Link discovery Listen / Cisco discovery prolacol (CDF) - Virtual Machines (7)
Aftached Vs 7 (4 active) i vCenire 20.95 —]
& a0.201
Ll ! C Ackess 0006 800 €450 o
I toaming ol ) EVE-PRO.98.100
Ty VAC A 00 0 8.0 e ol |
Nolify swilches Yos B EvEPROV
Policy Roule based on originating pert ID \ Adcress 00 0c 26:3d ae b8 d
Reverse policy Yes _%
Rolling order No
- Security policy MAC Adcress 00 5056:22 7940 —1
Allow ENMIJEUDH! made Yes —
Allowi faraed fransmits Yes E - 1
=

HacTpoika cBsasm Portgroup “Management 90 UD” c vSwitchl

(3 Management 90 UD

/' Edit seitings

Virtual machines.

& Refresh

£} Actions

Management 90 UD
y Accecsible’ 3

Virtual switch =]
VLAN 1D 4085
Active ports 5

~ vSwitch topology

~ Security policy

— ] — Allow promiscuous mode “Yes
3 Management 0 UD —‘- Physical adapters e g dirarmity o
VLAN ID: 4095 0 M. vmnicl, 100 Mbps, Ful
~ Vinual Machines (1 S —— Allow MAC changes Yes
51 vCentre 90.95 —]
5 52016 EVE 90.201 ~ NIC teaming policy
MAC Address 000c 28 b0 ¢4 5b — G Nolify switches Yes
) EVE-PRO.98.100 Policy Route based on originating port ID
WAC Address D0.0c: 29 6022 O ——
 EVE-PROV24 Reverse policy Yes
WAC Address 00.0c: 29.3d.ae b8 —d Rolling order Mo
EVE COMM 89 —
{1 Cisco Identity Services Engine —] = Shaping palicy

HacTpoiika BupTyansHon mawmHbl EVE

EVE CloudO nogkntoyeH B Portgroup “Management 90 UD”

~ Hardware Configuration

» [ cPu
8 Memory
» 2 Hard disk 1
» 2 Hard disk 2
USB controller
b B Network adapter 1
» HE Network adapter 2
4 Video card
v [ others

18 vCPUs
32 GB

40 GB
150 GB
UsB 2.0

Management 90 UD (Connected)

WSA-MGMT (Connected)
4 MB

Additional Hardware
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Tononorua EVE nognto4eHa K ¢puanyeckomy yCTpouCTBYy
@usuyeckasi morionoausi

Cisco 887M rnopm Fastethernet 3 nodkntoyeH k nopmy ethl cepsepa.

Dell RE10 Server
VM Ware ESXi 6.0

b
LY ez &
Physical -
I ey VSwitchtassosiated
NIC port with Portgroup
Cisco 887M eth 1 “Management 50 UD" EVE VM

and bridged with NIC
Port eth1

VMnet 1 associated
with Portgroup
“Management 80 UD"

Cloud0

Lab SW M

Tononoeauss EVE

B Tononornm EVE nopt kommyTaTopa GO0/0 ckoHdumrypmpoBaH kak trunk nogkntoyeH k Cloud0
N Yepes coeanHeHne Tuna “moct” B UHTepgenc Fastethernet 3 mapwpytunsatopa Cisco 887M

]
:
=
&
L

10.6.2 Hactpownka B VMWare workstation

AHanormyHo nogknoyeHnto ESXi pekomeHnOyeTcsi MCMonb3oBaTb BTOPOW WMHTEpdEnc Ha
Bawewm [MK. MoxHo mncnone3oBate USB-Ethernet nepexogHuk. OgHako He BCce apanTepsbl
NonHocTblo nogaepxuBatoT L2 coegmHeHus. OC Microsoft Windows moxeT otbpacbkiBaTb
MapkupoBaHHble nakeTbl. Jaxe ecnu Bawa kapta noggepxuBaeTr 802.1q VLAN tagging,
Windows 10 obpesaeT ux. [Npumep nokaswiBaeT nogknoveHne Windows 10 k doumanyeckomy
kommyTtaTopy 3750G-24. XocT ¢ Windows 10 umeet ceteoi agantep Intel (R) PRO/1000 PT
Dual n coeauHen ¢ VMware Workstation.
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Hacmpodka Virtual Network Editor, cosdaHue mocma wmexdy VMnet u gusuyeckum

@ Virtual Network E ®
Name Type External Connection Hest Connection DHCP Subr
VMnetd Bridged Intel(R) PRO/1000 PT Dual Port Server Adapter - - -
VMnet 1 Bridged Intel(R) PRO/1000 PT Dual Port Server Adapter #2 - - -
VMnet2 Host-only = Connected - 192,
VMnets NAT NAT Connected Enabled 192,
< >

Add Network... Remove Network Rename Network. ..

VMnet Information

Bridged (connect VMs directly to the external network)
Intel{R) PRO/1000 PT Dual Port Server Adapter Automatic Settings. .
NAT (shared host's TP address with VM) NAT Settings...

Host-only (comnect YMs intemally in a private network)

Connect a host virtual adapter to this network

Use local DHCP service to distribute IP address to Ms DHCP Settings...
Restore Defaults oK Cancel Apply Help

Hactponka EVE. Network adapter nogkntodeH k VMnetO (ethernet Intel Pro 1), n Network
adapter 2 nogkntoveH k VMnetl (ethernet Intel Pro 2).

CooTBeTCcTBME MHTEPENCOB B BUPTYanbHON mawunHe EVE:
Cloud0->Network Adapter->VMnet0->IntelPro

Cloud1->Network Adapter 2->VMnetl->IntelPro#2

Virtual Machine Settings X

Hardware Options

Memory
Device Summary
- - Specify the amount of memory allocated to this virtual
machine. The memory size must be & multple of 4 V.
[ processors 8
(=4 Hard Disk (5CST) 100 GB Memary for this virtual machine: | 24576 2 MB
“JCD/DVD (SATA) Auto detect
FEINetwork Adapter Custom (YMnetd) e
Network Adzpter 2 Custom (Mnet1) e
4
T Network Adapter 3 Custom (VMnet2) eor -
2
- USB Controler Present sGE 3 Maximum recommended memory
@) sound Card Auto detect
_ 4GB (Memory swapping may
?Prlnt&r Present 268 oceur beyond this size.)
B pisplay Auto detect . o o
S12ME
< @ Recommended memory
255
168
258
e+ MB [ Guest OS recommended minimum
e 512MB
16 ME
sME
ame
4 The virtual machine will use up to 768 M8 of this memory for
graphics memory. You can change this amount in the Display
settings page
Add... Remove

Cancel Help
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Qu3su4veckas mornosioaus.

Internet f

Home LAN

vmware
Bridged to real NIC Version 14 EVE Management
Intel Prol eth \

VMnet0

Iﬁl VMneto | <C:'°“db

E Fo/24 Intel Pro2 eth " - YMnet1
I —_—
: A— EVE VM Cloudl
Real Cisco SW —
WS-C3750V2-24PS Bridged to real NIC Windows 10
G0/0
|

LAB SW vIOS L2

Tononoeausi sHympu nabopamopuu EVE.

Connection to Real SW 37506

P 055w

Cloudt

& conso!
File Edt View Options Tansfer Script Tools Window Help
EHIR BB SR

+ Cansole X

CRT - o x

Ready Serink COM3,9500 13, 11 13 Rows, 8 Cols | ¥T100

[aHHOe pelleHne NO3BONUT He oTOpackiBaTb NakeTbl ¢ MapkupoBkon 802.3Q Ha windows 10.

L\ BHumaHue. Mpugetcs BHOCUTb M3MeHeHWs B peecTp windows. Vicnonb3yite Ha CBO
cTpax v puck

https://www.intel.co.uk/content/www/uk/en/support/articles/000005498/network-u-i-o/ethernet-
products.html

10.6.3 MopakntoueHune Kk cepBepy EVE (bare-metal)

dunsunyeckuii cepsep 0ObIYHO MMEET HECKONbKO CETEBbIX aganTepos,
cBoboaHble MOPThI MOryT ObITb MCMONbL30BaHbl AN co3gaHus cloud-
nHTepdencos B EVE n onga cosgaHve BHELWHUX NOAKMHOYEHUNA.
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BHyTpeHHUA uHTepcenc EVE yxe HacTpoeH B pexume Mmocta. UHTepdeincsl pnet0-9
conocTaensietca ¢ eth0-9. CmoTpuTte Tabnuuy B pasgene 10.4

cat /etc/network/interfaces

O6biyHO usmnyeckun nopt ethO ceasaH ¢ pnet0 umeet ncesgoHmm Cloud0 B nabopaTtopHom
Tononorun, ethl cesizaH ¢ pnetl n umeet ncesgoHum Cloudl u 1.4. NogpobHo B pasagene 10.4

B npumepe Hke nokasaHo, Kak coeauHnTb omamndeckuii cepsep ¢ EVE ¢ kommytaTtopom Cisco
3750E.

Q@u3su4eckas mornosioeus.

EVE Server

E—— Cloud1
1 ~ il
]

Cisco WS-C3750E-48PD

GigabitEthermnet0/0

—

EVE Lab virtual SW

MpoTtokon CDP nokasbiBaeT coceactso mexay EVE cepsepom u noptom Gig 1/0/25
kommyTaTtopa Cisco 3750E: NopT mexay nabopatopHon Tononornen EVE n kommytaTtopom
3750E HacTpoeH B trunk.

Switch X
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11 JononHuTenbHbIE
TOonosornu

11.1 O06bEeKTbl NPOEKTUPOBaAHUA

BO3MOXHOCTU B

nadéoparopun

B EVE Pro MHTErpupoBaHbl CpeacTBa puUCoBaHUS AN OOGAaBNEHUS PUCYHKOB U TEKCTOBOWM
nHcpopMaummn B Tonosnoruo nabopatopum. OB6bEKTbl MOTyT GbiTb MOMELLEHbI B TOMOMOMH0

aByma cnocobamu.

Mpumep Hmke, Nabopatopust EVE ¢ aneMeHTaMn pucoBaHus:

eve

Emulated Virtual Environment
Next Generation

Created by UD, EVE 2018

=
(E]I eth0 / mgmnt)}197.168.90.0/24
—

Mgmt
W FMC-622
192.168.90.70/24
[192.168.0.71124 |
Internal - External
VLAN1U1*| ) = o)
192.168.101.2:24 e

-

DHCP POOL VLAN 10 RaLl 11 10 192.168.10.1i2.

DHCP POOL VLAN 20 e0/1.20 192.168.20.1i2.

OSPF 1 Area 0
Authentication MD{
VLAN 10 (e0)
VLAN 20 geresa(
'
\*' @B
@ g
» Win7-1 » Win7-2
IDHCP VLAN 10| DHCP VLAN 20

FirePower 6.2.2 FMC and NGIPS Lab

Devices Used in Lab:

Firepower FMC 6.2.2
Firepower NGIPS 6.2.2
SWIOL L2 IRON 15.2
L3 router IOL 154.2.T
Windows 7x86 host
Windows Server 2008R2

Internet

NAT
= [192.168.97.7124
A

=

152.168.101.1.240 1204

7
[172.16.1.1/24
o~
(<0)

172.16.1.100/24

DNSIFTP

Www

Node Interface  |IP

R1 e0/0 10.1.1.1/24

R1 e0/1 152.168.1.1/24
R2 e0/0 192.168.10.1/24

BapwuaHT 1: BokoBoe meHio -> Add an object

&l Picture

O Cusf
A Text
= Line

BapuaHT 2. LLlenyek npaBon KHONKOW MbILLN
no ceobogHom obnacTtu Tononorun -> add an
object.

Add a new object

B Node

“ Network

[l Picture

O Custom Shape
AText

= Line

& Auto Align

Page 149 of 204 ©EVE-NG LTD



eve

Emulated Virtual Environment
Next Generation

EVE-NG Professional Cookbook

11.1.1 NMNonb3oBaTenbckue hurypbl

B Tononoruto MoryT 6biTb AoGaBMEHbl TPY HacTpanBaeMble purypbl: KBagpaT, CKPYrEéHHbIN

KBagpaT u Kpyr (cdepa)

Type: KBagpat, CKpyrnéHHbln KBagpaT unum Kpyr

Name: 3To none MOXHO 3anofHUTL UMEeHeM Ballen curypbl. Ecnmn none octanocs nycrbim,

EVE creHepupyeT ums ansa durypol.

Border type: [1Ba BapuaHTa: fIMHUS U NYHKTUP

ADD CUSTOM SHAPE

Type square N

Bordertype solid v
Border-width s

Bordercolor _
Background- L 1

color

nosxe B MeHto «Shape Edity.

Mpumep: [obaeneH kpyr u kBagpat B Tononorn. PopMbl MOXHO
nepemeliate No Tononorun npu nomowwm drag and drop (HaxmuTe u
nepemecTuTe Npy NOMOLLN MbILLKM).

Border width: YBenuumBaeT vnu ymeHbLUAET LUMPUHY
rpaHubl. 3TO MOXHO OTpPefaKTUpPOBaTb MOKE B MEHIO
«Shape Edit».

Border colour: lNo3BonseT BoiOpaTb UBET ANSA rpaHuLbl
durypbl. ATO MOXHO OTPEAAKTUPOBATL MO3KE B MEHHO
«Shape Edit».

Background colour: lNossonget BbibpaTb uBeT ANA
3anonHeHns durypbl. OTO MOXHO OTpeaakTMpoBaTb

11.1.2 U3ameHeHMe pa3mepa KBagpaTHbIX UITN KPYTTbiX 06 HLEKTOB

HaBegnTe ykasaTenb MbIlM Ha MpaBblid HWKHUIA yron obbekTa, .
noka He MosiIBUTCS YrrmoBol cumBeorn. LllenkHwWTe neBoi KHOMKoM p
MbILM M NepeTawmTe Mbllb, YTOOLI M3MEHWUTL pasmep UMK CTUIb /

obbekTa (NpsIMOYronbHUK, cdepa)

11.1.3 TekcTOBbIYN OOBLEKT

Tak ke B TOMomoruno MoryT ObITb 4OOAaBNEH TEKCTOBbLIA OOBEKT UMK p,pyr0|7|

Add a new object

B hode

obbekt MS Office. Rich HTML Office no3BonsieT konupoBaTb TEKCTOBbIE = Network

onoku n3 MS Word, Excel unu Visio.

Ll Picture
O Custom Shape
AText

= Line

Bi Auto Align
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)
®
x
&
@
&
&
™
¢

MNEE=Q 6@

v 94 EE-

T
3
§2
mn
(1]
lih
1l[}

B I US x, x & I, = := e

AHaNOrMYHO, Kak 1 B
MS Office Bbl mokeTe
peaaKTMpoBaTh 3TOT
TEKCT 34ecb

Node [Interface [IP

Mpumep: Tabnuua Excel Ha Tononoruu:
RL le0/0 10.1.1.1/24
"1 le0/1 192 168.1.1/24

R2 [e0/0 102.168.10.1/24

i

P win7-2

IDHCP VLAN 20

My information text
Configure nodes

Mpumep: TeKkcToBbIN 0O6BLEKT HA TOMNOOMUN.

Mpumep: Visio 06bekT, AobaBneHHbIN Ha TONOMOoruio.

%I Visio icon Tunnel
Mot

FMC.

W FMC-622
192.168.90.70/24

NAT

Internal

3
VLAN 101 I @D :@ ), %
192.168.101.2/24] L] 192.168.101.124] -‘1},

sw1 =
o) ©
-
VAN 101 e
-
(N =
\ =

LIS TRVINET I c0)1.10 152.165.10. 1724
DHCP PooLVLANZD D
OSPF 1 Area 0

[Trunk]
Aurthantisation MNE

11.1.4 BctaBKka nsobpaxeHun
BcTtaBka n3obpaxeHun peannsoaHa B HTML pegakTope:

Lar 1: [lobaBbTe TEKCTOBLIA OOBEKT B TOMOMOIMIO U HAXXMUTE KHOMKY «lmage» ans nmnopra
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D@ B & @ = | e
B I US x x| I | = = oy W 2 = = S| 0 EE e FEE%QB‘E

=X <o
Styles - | Format - | Font - | =ize - A B H

Mew Text

Lar 2: BuibepeTe dann n3obpakeHnss HaxxaB Ha KHOMKY «Browse».

Image

General Advanced

[JurL

D Upload
No file selected

K o

War 3: [ns nameHeHus1 pasmepa HeobXoaAMMO OTKPbITb CBOWCTBA M3obpaxeHusi. CBoMcTBa
OTKPbIBAKTCSA ABOVHLIM A4abnknMkomM no n3obpaxeHuto

11.1.5 CBA3biBaHMEe NONb30OBaTeNbCKNX OOBLEKTOB C telnet unu gpyrum
NPOTOKOSIOM

OTa PyHKUUA NO3BOMSET CBA3ATb OOBLEKT TONOMOMN EVE C BHELLIHUM UCTOYHUKOM. DTO MOXET

ObITb BEG-canT nnu gpyron nNpoTokos, Hanpumep Telnet, Ana BbI30Ba KOHCOMW K BHELLUHEMY

06BbeKTy.

War 1. Jo6aBbTe TeKCT unu n3obpaxeHue ¢ nomowbio HTML pepaktopa. Pasgen 11.1.3 unn

11.1.4.
Mpumep: HobaeneHa
rnonb3oBaTefibckasi UKOHKa 3 MS
o ‘ - Visio.
e Internet
LWar 2. Pacnonoxure

NAT
192.168.97.7/24]

192.168.90.71/24]
- External

1O | Sy e
192.168.101.1124) -ng"
172.16.1.1124)

P

[obaBneHHbIA 00BbEKT Ha MecTo,
rae Bbl XOTUTE, YTOObI OH Obin.

iternal

()

'LAN 101

Lar 3. Bblgenure TEKCT Ui akTUBUPYNTE OOBEKT.
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DIRlXD @ ] |- /
B I USx x|& L|:= = 9 %= = | EE- (e NEE=06 K
Styles - | Nommal - Font - | Size - A- B E

LWar 4. Ncnonbays kHomnky «Link» Ha3HaybTe NPOTOKON U agpec Ans Bawero obbekTa. MNpumep:
Mpotokon <gpyron> | Other, URL | Ccbinka: telnet://10.1.1.10

Link

Link Info Advanced

Display Text
Link Type
URL

Protocal URL

<nther> tenet#10.1.1.10

Cor I

War 4. Bknagka Target | Uens. MNMpumep: Lens/HoBoe okHO

Link /
Link Info Target Advanced

Target

New Window {_blank)

LWar 5. Haxxmute OK ans coxpaHeHus.

A 3AMEYAHVE: ONS pefakTUpoBaHUS U3006paXKeHusl, K KOTOpPOMY @
npvBsidaHa CCbINKa, BbIOENUTE MbILKOM 06nactb C M3obpaxeHnem wu
OBaXapl LWenkHMTe no obnactu psaoM ¢ 00 bLEKTOM (CM. KAPTUHKY).

11.1.6 NTuHnm
O6'beKT Line nossonget pucoBaTb JIMHUKX B TONOJ10TUN.

Lar 1. [lobaBbTe 06BLEKT «Line» Ha Tonosoruio.
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ADD LINE :

Wwidth

z &3

Arrow Style = single arrow -

Paint Style Solid -

Line Style Straight -

Line Color

Line Label

EVE-NG Professional Cookbook

Width: YBenuuuBaeT wnn yMeHblUaeT
LIMPUHY TNIHUN. oT1o MOXHO
oTpedakTMpoBatb nNo3xe B MeHw «Edit

stylex.

Arrow Style: MNo3BonsieT co3gaBaTb CTPESKM
ons obvekta Line. OguHoyHasa cTpernka,
OBOWHble cTpenkn unu 6e3 cTpenok. 1o
MOXHO OTpPeAakTUpOBaTb MO3XKE B MEHI0
«Edit style».

Paint Style: MNo3BonseT 3agaTb CNOLIHOM
WM NYHKTUPHBIA CTUMb ANs NUHUKU. ITO

MOXHO OTpeAaKkTupoBaThb No3xe B MeHo «Edit stylex.

Line Style: lNo3BonsieT BbiOpaTb cTuUnb Ans nuHumM: npsamas (Straight), kpueas (Bezier),
nomaHHas (Flowchart) nnu StateMachine. 310 MOXHO oTpegakTMpoBaTb No3xe B MeHio «Edit

styley.

Line colour: MNo3Bonset Bbl6paTb UBeT Ons NMHMKU. ITO MOXHO OTpeaakTMpoBaTb MNMO3Xe B

MeHio «Edit stylex.

Line label: MNMo3Bonsetr gobaBuTe METKY Ha MMHMIO. OTO MOXHO OTpPeaaKTMpOBaTb MO3XE B

MeHio «Edit style».

Example, Dashed, Bezier, double arrow line with label:

Mo3snunoHupoBaHue N nepemMelleHne 06 bLEKTOB TUna

nuHna. OObBbeKT MnMHWA WuMeeT HeBUOUMbIE TOYKU Oe--.. I

coeanHeHns Ha obonx KoHuax. I/Icnonbsyvlre MblLLb, f

4YTOObI HANTK 3Ty TOYKY, @ NOTOM MepemeLante eé Ans -

No3VLMOHNPOBAHUA NUHUKU. [lpn BbIAENEHUU NUHUKU C

oboux KOHLUOB (Ans MoovYepenHoro BblAeNeHNs MOXHO

ucnonb3dosate CTRL vnu BblgenuTb NMHUIO 0BnacTbio

MbILLK) JIMHUIO MOXXHO NEePEMECTUTD.

PepaktupoBaHue nuHuu. LllenkHute npaBon KHoOMkowW ...

MbILLW NO NINHUK, YTOObI BbI3BaTb OKHO peAakTMpoBaHuWs:
e

& Edit Style

i Delete

Style: 1

Width ArowStyle  PaintStyle  Linecolor  Line Style Line Label

“ | BOP Peer

11.1.7 CTunb coeguHEeHUN Mexay y3namu

O6patuTecs k pasgeny 9.1.5
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11.1.8 KnoHnpoBaHue n HanoxeHme o6LEKToB

LLlenkHnTe npaBoi KHOMKOW MbIWN MO OOBLEKTY, KOTOPLIN XOTUTE KNOHMPOBaTb, U BbiGepuTe
«Duplicate». Bbl Takke MOXeTe U3MEHUTb NOMOXKEHWNE HANOXEHMS1 0GBbEKTA C MOMOLLIbIO OMLIMIA
«Send to Back» unu «Send to front».

My information text
Configure nodes.

WA Dupiicate

& Send To Back

2 Send To Front

11.1.9 PepaktupoBaHue o6bEKTOB

& Delete

LLlenkHnTe npaBoi KHOMKOM MblwK MO obbekTy n BblbepuTte «Edity ana pepakTnpoBaHuUs
OOMOSTHUTENbHBLIX NapamMeTpoB.

4
W Duplicate
£ Send To Back
2 Send To Front
G Edit

T Delete

BHI/I3y «XONCTa Tononornn» NoABATCA AONONTHUTE IbHbIE NapaMeTpbl obbekTa.

A B || cashed |v| NN [ oft 0 & || square2

Z-index: Wcnonb3yeTcss Ansl U3MEHEHUS MONOXEHUS HaNOXEHUsT OOGbekTa Ha «XoncTe
Tononorun». O6bekT ¢ Gonee BbLICOKMM uYucrioM z-index GyaeT nepekpbiBaTb
E 0bOBbekKT ¢ bonee HU3KUM Yncrom z-index.

Mpumep: CrHun 06bEKT nmeeT z-index -1, a z-index opaHxeBoro obbekTa paBeH
0. OpaHxxeBblli 0OBEKT NOBEPX CUHENO 0OBbEKTA.

Border width: Ucnonb3yeTcs ong nsmMeHeHus WNPKHBI rpaHnLbl o6bekTa.

Border type: Wcnonb3yeTca Ond M3MEHEHWs CTUNS rpaHuubl 00bekTa Ha ChMOWHOW Wnu
NYHKTUPHBLIN.

Border color: MCHOJ’Ib3yeTCﬂ ana nsSMeHeHuA uBeTa rpaHuubl obbekTa.

Background color: NcnonbayeTca ans nameHeHus LBeta gpoHa obbekTa

Transparent: OTkntoyaeT uUBeT doOHa (3anonHeHwe) u aAenaet ae @ o
006BbEKT Npo3payHbImt. Hmameal 1 mammn=
Rotate: Mcnonbsyetca ans nosopoTta % -~/ obbekTa Ha Tononormm.

Page 155 of 204 ©EVE-NG LTD



eve

Emulated Virtual Environment
Next Generation

EVE-NG Professional Cookbook

Name: MCI'IOJ'IbSyETCFI O51S1 UBMEHEHNS1 UMEHU OObeKTa.

UToObl COXpaHUTL OBBEKT, HAXKMUTE 3EMEHYI0 KHOMKY «Savey. ﬂ cancel

11.1.10 BnokupoBka nepemeLieHMA 06BHLEKTOB

dyHkums «Lock Lab» npenoTBpallaeT nepemelleHme o6bEKTOB NO XONCTy (Cpeau nNpoYero).
3a 6onee nogpobHoON uHpopmaumer No gaHHOW pyHKLMKM obpaTutech k pasgeny Owwubka!l
MCcTOYHUK CCbINKN He HanaeH..

11.2 PaboTa [ nonb30BaTeNIbCKOM nornyeckom
Tononorueu

EVE Pro BkntoyaeT B cebst oyHKLIMIO 3arpy3kn COOCTBEHHbIX MOMb30BaTENbCKUX N306pakeHWi
TOMONOMMK W KapTbl Y3M0B AN yao6cTea gocTyna.

PG Output Optiens x

11.2.1 3arpy3Kka nosnb30BaTefIbCKON Tononorum .-

Dutaformat: | interce v mdgmundcoior [l

Colorfarmat: | 24-4 coar v Omanspencycor (115

Mepen  3arpyskon  MNONb30BATENbCKON  KApPTUHKM B
nabopatopun ybegutecb, YTO OHa HaxoauTca B chopmarte
png vnu jpg ¢ nnoTtHocTblo 130-150x130-150 nukcenen Ha
OOnM.

w| [JFip herizent tal [ Fip vertical

inter @ source

COBET: Jlyywe Bcero co3gatb TonomnorMio B MS Visio u
npeobpasoBaTtb ee B hopmat .png ¢ NAOTHOCTLO 140x140
nukcenemn Ha OnuM.

LWar 1 Otkpowite B neson 6okoBor naHenu «Add an Object» a 3atem
«Picture» unn HaxmnTe nNpaBol KHOMKOM Ha CBOOOAHYW O6GnacTb Ha Mo
XOJICTe TOoMnonoruv n aanee Haxmute «Picturey. # Network

Eal Picture
QO custom Shap:\
A Text

2 Auto Align

Lar 2: BoibepeTe Ha komnbloTepe hann nsobpaxeHus B hopmate png nnm jpg n HaxXMmTe
«Add»

ADD PICTURE

Name  (Topology

Picture Arista-MLAG_lab EVE2.png
~
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NnosiBUTCSA HOBbIM NYHKT «Logical Maps»

LWar 3: OTtkpouiTe okHO «Logical Maps» npu NoOMoLLM BOKOBOrO MEHH0.

AneMeHTbl ynpasneHusi B okHe Logical Maps

YpaneHne 3arpyeHHoro u3obpaxkeHus B
nabopartoputo.

&

PenakTtupoBaHve nsobpaxeHnus. MNossonseT
nomMecTuTb  yanbl  naGopatopun  Ha
Monb30BaTeNbCKYy TOMOMOIUIO.

OTo6pa3utb 3arpyxeHHoe usobpaxeHue.
Mo3Bonsetr pabGoTtatb ¢ nabopatopun u
nonb30BaTENbCKON Tononoruemn (Ha
ckpuHwoTe Topology — nms nsobpaxeHums)

3ymMmmupoBaHue

[denaeT okHO nNpo3payHbIM, 4TODObI yBMAETH
xonct  Tononorun.  [lOBTOPHBLIA KUK
BO3BpaLLaeT OObIYHbIN BU,.

3akpbiBaeT okHO «Logical Maps».

11.2.2 ConocTtaBneHue nonb3oBaTeribCKOM TOMNOJOrum

OTa (*JYHKLI,VIFI No3BOJIAET COMNOCTaB/IATb Y3Jlbl na6opaTopM|/| C BallnM NoOJib30BaATEJIbCKUM
M306pa)KeHVIeM TonoJsiornun.

Lar 1: OTkponTe OKHO CONOCTaBMNEHWS:

LWar 2: BblibepeTe y3en M3 BbiMagaloWero MeEHI0, KOTOPbIA Bbl XOTUTE COMOCTaBWUTb C
Nonb30BaTeNbCKUM M306paxeHnem Tononoruu.

Nodes

Image MAP

Topology

War 3: HaBeguTe MbIWKY Ha COOTBETCTBYHOLLMI y3en Ha MoSfib30BaTeNlbCKON TOMOMOrmn u
KnukHuTe. Cepbli Kpyr 03Ha4aeT, YTo y3es CONOCTaBIEH.
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outside .
o 10.1.1.0/24

o >, _DHCP e e1;5 '
,.,Jl £2—pat
e2 4 g K
’7 o2 g8 g2 ——
ASA

k

Trunk s

Al d vian 20,30 Alhand vl‘.n 20,30
[l

Lar 4: ConocTtaBbTe OCTasbHble Y3rbl.

Next Generation 1P01.200M2
AN 2o
152268200/24

Nz
192368200/24

renal

o outside
Ca intemet™ _DHCP &0 105 10110720
Coeen” J % o1} CE - — 1062002
L
ASA

e
— Pod—=
Trunk

ot://
5125

:
7 i . =

*

<0/0 S 551 Py ] —
- lioeo vz )/ 4 VNSO 1060
@ T maamoma €02 €0/2 152168300/24 é 5

VIOS-SW1 VI0S-SW2 Win7

DE 33008, Corporate

War 5: OMNMUMNOHAJIBHO. Bbl Takke MoxeTe obaBuTb cOMocTaBneHve Ans YyCTPOWCTBA,
BHELLHEero no oTHoweHuio K Bawemy EVE-cepBepy, k telnet, VNC nnn RDP. Takum o6pasom,
Bbl MOXEeTe OTKpblBaTb CeaHCbl Afsi BCeX BaliMxX YCTPOWCTB (Oyab TO BHELHME unu
BHYTPEHHWE) B OAHOM MecCTe.

Bb|69peTe B MEHHO: Nodes ‘ CUSTOM , NODE outside lab

S

guter

W conoctaBbTe y3en Ha TONosIormu. hometont

I

172.25.125

N3ameHuTe napamMmeTpbl CONOCTaBlIEHUA, yKa3aB NpPOTOKOI1, IP agpec v noprt.

Image MAP <area shape='"circle’ alt="img" coords="102,286,30" href="proto://CUSTOM_IP:CUSTOM_PORT">

Image MAP <area shape='"circle’ alt="img’ coords="102,286,30" href="telnet:;//172.22.7.18:23">

LWar 6: CoxpaHuTe n 06HOBMTE CTpaHuLy, HaxaB F5.

Save Cancel

11.2.3 YoaneHue nonb3oBaTesibCKOW TOMOJIOrMU U CONOCTaBNEHNN

0ns ynaneHust ogHOro ConocTaBneHust LWEeNKHUTE NPaBoi KHOMKOW MbILLIW Ha COMOCTaBneHNe
yana n 4% HaxkmuTte «Deletey.

Map
v fDeete

[nsa ynaneHvue nonb3oBaTenbCKOW TOMOMOMUMU HAXMUTE Ha 3HAYOK KOP3WHbI
Ha cTpaHuue «Logical Maps».
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11.33KcnopT Habopa KoHduUrypauum

Eve Professional/Learning Center nmeeT Bo3MOXHOCTb «Multi-configuration Set», koTopas
Nno3BonseT BaM COXPaHATb W yNpaBnsaTb MHOXECTBOM KOHMUrypauui y3nos B OOHON
nabopatopuun. dyHkumm «Configuration Export» n «Startup-configs» no3sonsT ycraHaBnuBaTtb
COXpaHeHHbIe KOHUIypaLmmn kak KoHUrypaumm, npuMeHseMble Npu 3anycke y3nos.

L BAXHOE 3AMEYAHMUE: Mpexae 4em HayaTb NOMb30BaTbCH BO3MOXHOCTbLIO «Multi-
configuration Set», BaM HeobGXOAMMO MPOBECTU KaK MUHUMYM OOWH 3KCMOpT
KOHoUrypauum yana.

Yanbl GyayT BblaereHbl CepbiM LBETOM 6€3 BO3MOXHOCTM

o BKMoveHuss «Startup-configs» 0o Tex nop, noka Bbl He
3aBepLUnTe XOTHA Obl OAMH 3KCNOPT KOHMUIypaLmmn Ons Kaxaoro
yana.

ooDee

Mopsagok 3arpy3ku yana:

Start node

Boot from NVRAM persist Check NVRAM
NVRAM

NVRAM Wiped

Booth r Check if nade is
Cfgisset ———  set boot from
=e conﬁguratlon set

Cfg is not set

Boot from factory
default

NVRAM: NVRAM aT0 nepesanncbiBaemMas namaTb 45151 NTOCTOSAHHOIO XpaHeHnsa KoHdurypauum
npuMeHsieMon npu 3arpy3ku. Bo Bpems 3arpysku, Bcerga nposepsietca cogepxumoe NVRAM
Ha npegmeT COXpaHeHHoW KoHdurypaumm. CoxpaHeHue KoHdurypaumm BbINOSHSAETCS
onpeaenieHHon KoMaHaon B

e Cisco: copy run startup (write)

e Juniper: commit

Heobxoaumo coxpaHuTb KOHUrypaLuuio nepen aKCropToM.

SkcnopTupoBaHHasA KoHcurypaumss MOXeT ObiTb MCMONb30BaHa B KauyeCTBE pPeE3EepPBHOM
konun, NMbo HasHa4yeHa Kak startup-koHdurypaums.

CtupaHue y3na: CtupaHue oumwiaetT NVRAM (pabouyio KoHdurypauuw) wnu yganset
BPEMEHHbIN CHUMOK (3aBUCKT OT Tuna y3na). lNocne cbpoca HacTpoek y3en nepesarpy3mnTcs ¢
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3arpyskon 3aBOACKOW KOHdurypaumen. Ecnn BknodeHa onumsa «Startup-config» onga yana -
y3en GyaeTt ncnonb3oBaTh yKa3aHHY KOH(urypaumio B kayectse ctapToBon. Heobxoanmo
npousBoauTb cbpoc HacTpoek npu cmeHe obpasa (OC ycTpoKncTea) U M3MeHeHun startup-
config. Takke Heobxoanumo npomnssecTy cOpOC Npy NEPBUYHON aKTMBaLUKN PyHKUMK « Startup-
config» anga ysna.

3aBoackas kKoHdurypaumsa: basoBas KoHdurypauus, kotopasa 3awuta B obpas
npon3BoauTENEM.

11.3.1 Y3nbl, noaaepXxuBaroLme 3KCNOPT KOHcpUrypaumm

Cisco Dynamips all nodes
Cisco IOL (10S on Linux)
Cisco ASA

Cisco ASAv

Cisco CSR1000v
Cisco Nexus 9K
Cisco Nexus Titanium
Cisco vIOS L3

Cisco vIOS L2

Cisco XRv

Cisco XRv9K

Juniper VRR

Juniper VMX

Juniper vVMX-NG
JunipervQFX
JunipervSRX

Juniper vSRX-NG
Mikrotik

PFsense FW

Timos Alcatel

VEOS Arista

11.3.2 YnpaBneHue startup-koHdpurypaumamm

11.3.2.1 MNmo6GanbHble KOMaHAblI

YnpaBneHue KoHUrypaunsmm npomcxoamt B okHe «Startup-configs»
KOTOPOE JOCTYNHO Ha GOKOBOWM NaHENN Ha CTpaHuLEe TOMOOrN.

= Sstartup-configs

Configured

CTpaHI/ILIa Tonosmnoruun, gonosfiHuTenbHbIe oNnUunu:
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Export all CFGs — 3kcnopT koHurypaumim Bcex y3ros.

Set nodes startup-cfg to default configset- Hactpaneaet
BCE Y3nbl, MOAAEPKUBAIOLLNE ITY ONUMIO, HA 3amMyCK C
«Default» Habopa koHdurypauun.

Set nodes startup-cfg to none - HactpanBaeT Bce y3rbl Ha
3anyck ¢ NVRAM.

Delete default configuration set. BHumanve, ato yganut
BCE 3KCMOPTUPOBaHHbIe KOHUrypaumm B Habop «Default»
AOnsi BCEX y3noB.

11.3.2.2 KomaHabl AnAa ogHoro ysna

BbibepuTte y3en n HaxxmmTe NPaBoON KHOMKOW MbILLW.

CRr—

¢ o Wipe: Ounctka NVRAM BbiGpaHHOro y3na

S Wipe

EEeoncre Export CFG: QKcnopT TeKyLei KoHdUrypaLmm BeI6paHHoro yana

¥ Capture

11.3.2.3 KomaHabl AnNA MHOXeCTBa BbIOpaHHbIX Yy3510B

Wipe Selected: Ounctka NVRAM BbIGpaHHbIX y3510B
Export all CFGs: 3kcnopT TekyLen koHUrypaumm BelGpaHHbIX y3roB

Set nodes startup-cfg to default configs set: HacTtpovika BbiGpaHHBIX Y3r10B Ha 3amnyck C
Habopa koHurypauni «Defaulty.

Set nodes startup-cfg to none: HacTpoiika BbiGpaHHbIX y3noB Ha 3arpy3ky ¢ NVRAM unu B
3aBOACKOM pexume (ecnu y y3na Gbina ctepta KoHurypaums).

Delete nodes startup cfg: YoaneHue y BolbpaHHbIX y3noB Habopa koHdurypauuin «Default»
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11.3.2.4 OkHo Startup-configs
HeT aKcnopTMpOBaHHON KOHMMIrypaumm unm KoHurypauum sarpyXeHsl BpyYHYH.

STARTUP-CONFIGS

Config Set Default ~| 08 - - - [

ooee

KoHdourypauum akcnopTupoBaHbl 1 pyHKLMSA «Startup-configs» gocTynHa gns y3nos.

STARTUP-CONFIGS *

Conlise et ~ ogo - - ao

ooee
aaaa

11.3.2.5 O6o3Ha4YeHus B okHe Startup-config

Config Set MeHo HabopoB koHdUrypaumn
& R HeT goctynHom KoHurypaumm (cepbliii
3HAYOK)

dann koHurypaumm 4OCTyneH nu MoxeT
ObITb Mcnonb3oBaH (ronybon 3HayoK).
CyuiecTByeT aKCNnopTMpOBaHHas
KoHdurypaums

& oFF dann koHUrypaumm cyecTByeT, HO He
yKasaH B KayecTBe 3arpy3oyHoro. bygert
ncnonb3oBaH harn KoHurypaumm B
NVRAM, n1ubo npounsseneHa 3arpyska B
3aBO/CKOM pexume

& r +C D dann koHurypaumm cywectsyeT 1 ykasaH
B Ka4yecTBe 3arpy3oyHoro u byaet
MCnonb30BaH nocne cTupaHns yana (wipe)
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[o6GasneHue HoBoro Habopa

KOHMrypaumm.

CMeHa MMeHM HaGopa KOHUrypaLnii.

s [ Habop «Default» nepeMmeHoBaTh HENb3S.

YpaaneHue BblbpaHHoro Habopa
KoHdurypaumin. Habop koHdurypauni
«Default» He MmoxeT ObITb yaaneH,
BO3MOXEH TOJTbKO COPOC Ha3Ha4YeHHbIX
KoHdurypauun (6okosas naHens / More
options / Delete default config set)

n Config Set 1P Addressing ~

o 3arpyska Habopa KoHdUrypauun ¢ BaLlero
MK
& CoxpaHeHune Habopa KoHdUrypauun Ha
Baw K
n lMpumeHeHue Habopa koHdurypaumi: Ons

BCEX Y3/10B yCTaHaBNMBaET 3arpysKy C
BblGpaHHOro Habopa KoHdUrypaumn.

OTmeHa Habopa koHdurypauun: OTmeHseT

3arpysky ¢ BblOpaHHbIX Sstartup-cdannos.
Y3en Oyger 3arpykaTtbCs COrnacHo
napameTpam 3arpysyuka. Ecnv 6bin
nposegeH Wipe, To y3en 3arpyauntcsi B
3aBOLCKOM PEXMME.

N OkcnopT/MMnopT KoHdUrypauum B .txt ang
BblIGpaHHOro y3na

v o e e T s~ @ | AcCe Editor. BusyansHoe popmaTtnpoBaHue
KOHdUrypaumu.

Page 163 of 204 ©EVE-NG LTD



GVG EVE-NG Professional Cookbook

Emulated Virtual Environment
Next Generation

11.3.3 Akcnopt Default config set

!,\ 3AMEYAHWNE: Habop koHdurypauun «Default» 3awunt B EVE. Heobxogmmo nposectu
3KCMOPT KOH(Urypaumin y3nos, Npexae YeM co3gaBaTb Nofb3oBaTenbckue Habopbl.

Mpumep:

R w2

= =

() )

> 5wt

War 1: OBA3ATEJIbHOE TPEBOBAHWME: Hactpoite Bawu y3nbl u ybeautecb, 4TO
KOHgurypauus yctporctea coxpaHeHa B NVRAM. Ecnun koHdurypaumnsa He Gbina coxpaHeHa,
TO 9KCMOPT 3aKoH4YMTCH owwunbkon, KM OyaeT creHepupoBaHO cooOuleHMe B MaHenu
yBEOOMIIEHNN,

B faHHOM nprmMepe HacTpoeHbl TONBKO MMeHa y3noB (hostname) u koHdUrypauusa coxpaHeHa
B NVRAM.

LWar 2: BeinonHWTe 3KCNOpT KOHMUMrypauui ysnos B Habop koHdurypauun «Defaulty. Bobl
MoXeTe caenaTb AN Kaxaoro y3na no oTAenbHOCTW, ANng BbibpaHHbIX y3noB, Nnbo ans Bcex
cpa3dy (gaHHble cnocobbl ObiNM MnokadaHbl paHee). JkcnopT OyaeT npoBedeH Ang
nogaepKuBaemMbIX y3roB.

War 3: B naHHOM npumepe NpousBoaMTCst 9KCNOPT KOHUrypauum ans BbiopaHHbIX Y3roB.

£ Notifications

Export All: done

Group of R1, R2, SW1, SW2...

P Start Selected
R1: config exported

W Stop Selected
<@ Wipe Selected
R1: Starting export, please wait
»_ Console To Selected Nodes

X Export all CFGs R2: config exported
2 Set nodes startup-cig to default configset
P Set nodes startup-cfg to none R2: Starting export, please wait
e Horizontal Align
SWH1: config exported

& Vertical Align

@ Circular Align
SW1: Starting expott, please wait

T Delete nodes startup-cig

1l Delete Selected SW2: config exported
SW2: Starting export, please wait

Export Selected: Starting

Korga Oyger BbIMOMHEH 3KCMOPT  KOHWUrypauum Ha naHemm
yBegomneHu otobpasntcs «Export All: done». Habop koHdurypauun «Default» rotos.

MPUMEYAHUE: Bbl mMoXeTe CKOH(UrypypoBaTb CBOW Y3rbl C Balleh NpeanoyvTUTensHon
KOHUrypauuen n caenatb ee KoHpurypaumen no yMonyaHuio.
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11.3.4 3arpy3kKka y3noB ¢ Habopa koHdurypaumm «Defaulty»
LWar 1: OcTtaHoBuTe BCE Y3anbl

Lar 2: OTkpowiTe 6GokoBYyto NaHernb U BbibepuTe «Startup-configs». Yoeautecb, 4to napameTp
«Config Set» yctaHoBneH B «Default» 1 nepekntovatenu cnpaBa OT UMEH Y3510B B pexume
«ON». Haxmnte 3eneHyl KHOMKYy C m3obpaxeHnem MonHum «Apply Config Set» (ans
NPUMEHEHNS HAaCTPOEK KO BCEM y3raMm) K nocrie copoca (wipe) Bce y3nbl OyayT 3arpyKeH ¢
BblOpaHHbIX KOHUrypauun.

STARTUP-CONFIGS
Config Set nu + & }

8~ +CED
8 w D
g swi + B
| oswe 1D

LWar 3: CoTpute KOHUrypauuto y3nos. 3a NoApO6HbIMM MHCTPYKUMAMK 0BpaTuTeCh K pasgeny
9.1.3

War 4: 3anyctuTe y3nbl

11.3.5 9KcnopT KOHUrypauMn B HOBbIA NOSfIb30BaTeNIbCKUA Habop
KOHduUrypauum

B naHHoOM pasgene GydeT nokasaHo Kak co3aaTh Nofib3oBaTeNbCkuii Habop KoHdUrypauui.
A YBeouTech, YTO BCe Y3rbl 3anyLLleHbl M MPOM3BeAeHa 3arpyska ¢ 3aBOACKMX HACcTPOEK.

LWar 1: Co3gavite HoBbIM Habop koHdurypaumin (Hanpumep: «IP Addressing»), HaxmnTte «Add
new config set».

Config et /ﬂﬂﬂ BE

Beeaute nmsa n Haxmute «Add».

CONFIG SET

Name IP Addressing \

HoBbin Habop KOHUrypauun co3aaH.

A 3AMEYAHME: Bynet cosnaHa konusi Habopa koHdurypaumin «Default» ¢ umeHem «IP
Addressing».
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War 2: Beibepute co3gaHHbIn Habop KOHUrypauum M HaXKMUTE 3EneHyl KHOMKY C
nsobpaxeHmem monHum (Set all nodes to selected config set).

Conlg et aoan - - )

Default

IP Addressing

LWar 3: Y6eauTecn, 4To nepekrtodaTens Startup-config 4ns Bcex y3nos B nonoxeHnn «ON» n
BbIOpaH Habop koHdwurypauun «IP Addressing».

ot [ sat ooo - - on
PR Ace Editor (G0

no ip address

DDGI
- w ow ow

rd-protocol nd

War 4: BepHuTecb B nabopaTopuio U HacTpoWTe Kaxabli yanen. B gaHHOM npumepe,
npoBeaeHa HacTpowka IP-agpecoB Ans BCEX y3nos.

War 5: BAXXHO: HEOBXOAMMO coxpaHuTb KOHUrypauumn ans BCex y3nos, Aake eCnv He
ObInNy NponsBeaeHbl USMEHEHMS.

Lar 6: Nposegute akcnopT KOHMUrypauun y3nos B Habop koHdurypaumn «IP Addressing».

War 7: MNMpoBepuTb Kakue KOHurypaumm Obinn 9KCNOPTUPOBaAHbI MOXHO B OKHe «Startup-
config».

Y6eautecb, 4TO BbIOpaH MpaBWibHbIA Habop KoHdUrypauunm u KoHdUrypauumn Obinm
3KCMOPTMPOBAHBI.

STARTUP-CONFIGS

oon - -

Config Set 1P Add

STTY

S

MoBTopuTte warmn 1-7 ons HoBbIX HAOOPOB KOHpUrypauui.

11.3.6 PepgaktupoBaHue 3KCNOPTUPOBaHHbIX KOHthUrypaumum
EVE nossonseT pegaktMpoBaTtb KOHUrypaLnoHHble dpannbl y3noB B PYYHOM pexume.

LWar 1: BeibepuTte Habop KOHUrypauuii U NpUMeEHUTE €ro.

Conig et oo - - /ll

Default
IP Addressing
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War 2: Beibepute y3en KoOHUrypaumio KOTOPOro XOTUTe OTpefakTupoBaTb. BHecute
N3MEHEHNs, COXpPaHUTe, HaXaB «Savey.

STARTUP-CONFIGS *

Canfig Set IP Addressing nnn : & n“
[ ni ] . - | 2 & Ace Editor (g
[ + ED -
o B
o D
War 3: NpumeHnte Habop KoHUrypaumin Ans BCex y3nos. Fn

A NMPAMEYAHME: Bbl MoxeTe KOMMPOBaTb KOHMUrypauum Hanpsivylo B penakTop.
YbeouTtecb, YTO MMeHa WMHTEPdENCOB 3arpykeHHOW KOHdurypaumm coBnagalT C
UMeHaMn UHTepdencoB y3na.

11.3.7 Hactponka 3anycka nabopatopmm ¢ BblOpaHHOro HabGopa
KOHUrypaumm

UTo6bl HacTpouTb 3arpy3Kky y3nos ¢ noboro Habopa KoHurypaumi:

LWar 1: CoTpuTe KOHUrypauuto y3nos. 3a Noagpo6HbIMU MHCTPYKUMSMM 0BpaTuTeCh K pasgeny
8.1.7.3

Lar 2: OTkponte okHO «Startup-configs».

Lar 3: BelibepuTe Habop koHGUrypaumin u NpUMeHUTe, Haxkas 3eNeHY0 KHOMKY
cnpasa. P

LWar 4: 3anyctute y3aneol.

11.3.8 3arpy3ka nabopatopum ¢ 3aBOACKNX HACTPOEK
B aaHHOM pasgerne nokasaHo, kak COpocuTb Y3nbl Ha 3arpysky ¢ 3aBOACKUX HAaCTPOEK:

War 1: CoTpuTe koHgUrypauuio y3noBs. 3a NogpobHbIMU MHCTPYKLMSAMU 0BpaTutech K pasaeny
9.1.3
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LWar 2: OTkpowTe okHO «Startup-configs».
War 3: Haxxmute kpacHyto kHonky «Config Reset». nn\

LWar 4: 3anyctuTe y3nbl

11.3.9 YpaneHue Habopa KoHdurypaumm

Bbibepute Habop koHdUrypaumi, KOTOpbIA XOTUTE yAanuTb, U HaXMUTe KHomky «Deletey.
Habop koHdurypaumi «Defaulty yganute HEBO3MOXHO.

Config Set IP Addressing ” F3 &

11.3.10 NMepenmeHoBaHue Habopa KOHcUrypauum

LWar 1: Beibepute Habop KOHUrypaumi, KOTOpbIN XOTUTE NepeNMeHoBaTb. ameHuTe nums m
HaXXmMuTe KHomMky «Savey. Habop koHdurypaumn «Defaulty nepeMmeHoBaTb HEBO3MOXHO.

Config Set IP Addressing v n E3 F

11.3.11 JKcnopT Habopa KoHdUrypaumm Ha Balwl KOMNbIOTEP

B EVE cyuwecTtByeT BO3MOXHOCTb 9KCMOPTUPOBAaTb Habopbl KOHUrypauun Ha Ball
KOMMbHOTEP.

LWar 1: BeibepuTte Habop kOHUrypauun ans akcnopTra.

Contig et 8O- -

Opening IP Addressing zip X

You have chosen to open
B IP Addressing.zip
which is: WinRAR ZIP archive (5.7 kB)
from: blob:

What should Firefox do with this file?

O Qpenwith | WinRAR archiver (default) v

(@):Save File

[ Do this automatically for files like this from now on.

Cancel

Lar 2: Coxpanute cann Ha Baw K.
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3AMEYAHUE: Bbl MmoXeTe OTKpbITb 3TOT apxMB U OTpeAaKTUpPOBaTb KOHUrypauum ysnos
BpyyHyto. KoHdurypaumm coxpaHeHbl B txt chopmate. lNocne pegakTMpoBaHus Bbl MOXeTe
3aapxmBupoBaTb Nx 0b6paTHO B .zip apxmB 1 umnopTnposaTb B EVE.

11.3.12 MMmnopTt Habopa KoHcUrypaumumn ¢ nokanbHOro KoMmnbrTepa

KOHGurypauun B naboparopuio.

UPLOAD CONFIG FILE

Mame

B EVE cyullecTByeT BO3MOXHOCTb WMMOPTUMPOBaTb Habopsbl .
20 - -
7

Boibepete havin Ha Bawem KOMMbIOTEPE W HaXMUTE
kHonKy «Upload».

File

... I
@ Fike Upload x
# 1 it » g V18] bt . | 3arpyxeHHble  KOH(urypauum 6e3  umeHn  6yayT
" R : ... "% oTobpaxaTbCs B MEHIO KOHUTypaLmii C UMeHeM «Import».
3 o e, o e KaK o MepeMmeHoBaTb Habop KOHUMrypauuim ykasaHo B
s A sewes e | pagnene 11.3.10
& Downloads v < >
11.3.13 JKCNoOpT KOHdUrypaumMm eauvHCTBEHHOro Yy3rfia Ha Ball
KoMnbroTep

OTkponTe okHO «Startup-configs» n3 neesoro 60koBoro MeHto. BbibepuTe y3en, KoHurypaumo
KOTOPOro Bbl XOTUTE 3KCMOPTUPOBATb N HAXXMUTE KHOMKY « EXporty.

Opening Rt ®

Vou have chosen to open:
1] Rex

\ :':.:.:ﬁ:g Document (1.3 kB) Flist
% = LR e e
@ swi #( ) | serialrestartdelay0 1t ettty o e s e
g sw #( B | ipforwerdprotocolnd = ==
11.3.14 UmMmnopT KOHUrypaumm eaMHCTBEHHOIO y3ra ¢ KOMNbTEpa

OTkponTe okHO «Startup-configs» n3 neesoro 60koBoro MeHto. BbibepuTe y3en, KoHurypaumto
KOTOPOro Bbl XOTUTE 3KCNOPTUPOBATb M HaXMWUTE KHOMKY «Import». BeibepeTte caiin Ha Bawem
KOMMbOTEPE U HaXXMuTe KHonky «Upload»
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UPLOAD CONFIG FILE

File no

@ FileUpload X
4 || « Desktop > Exports » v|® | Search Bxports »
m/ 4 l:m \.1. Y Organize »  New folder . = M @
& R : l:m E\ostname R1 7;;2:(::‘“ B S\G::‘iml E‘;‘:‘j
n s l:m i)ont-start—marker EE:::::; v < >
@ swe #( B  boorend-marker e e
3AMEYAHUE: KoHdurypauum gomkHbel ObiTb B txt dhopmare.
11.3.15 Hactpowka nabopaTopun ans 3arpy3ku y3rnoB C pa3finyHbIX

HabopoB KOHUrypaumum

®yHkuma «Multi Configuration set» no3sonseT HacTpamBaTtb Y3nbl 4119 3arpy3kn C pasnmyHbIX
HabopoB KoHMrypaumim B ogHom naboparopuu.

Bapuant 1: Otkpounte okHO «Nodes» wn3 nesoro 6GokoBoro MeHwo. Bbibepute Habop
KOH(purypauun B Bbinagatoem meHto. OcTtaHoOBUTE y3er, COTPUTE ero U BKKYUTE 3aHOBO.
Baw y3en 3anyctutca ¢ BbiIGpaHHOro Habopa KoHgUrypauun.

CONFIGURED NODES

e . © Rowsrpnge  [ow ekl > Hed 0
one
uasvormemsaonial] . & Routerpng- .

ih6bi_tinus_L2-ipbasalms igh wis n 03 SwitchLlpng o Adir rEaiEc

#0683 tinux,L2-ipbasakt-ms bigh win n £ Switch Li.png”

BapuaHT 2: OctaHoBUTE y3en, KNUKHUTE N0 HEMY NMPaBON KHOMKOW MbIln 1 HaxmunTe « Edit».
Bbibepute npeanovtTutTenbHbIn HABOP KOHMUrypaunui ans ysna n HaxmuTe «Savey

Startup configuration \
Default .
None

P Addressing

NEW IP addressing

11.3.16 TanmayT npumeHeHus KoHdUrypauum B naboparopum
Talim-ayT Mcnonb3yeTcs, Korga y3nbl XXayT 3arpy3ku u3 Habopa koHdwurypaumin. Ysen byoet

OyKkBanbHO XaaTb BO BPEMS 3arpy3ku, noka koHdurypaums He Oyaet npumeHeHa 13 Habopa
KOHUrypaumn.
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HaxmuTe «More actions», a 3atem «Edit lab» ¢ 6okoBon naHenn. YctaHoBuTe «Config script
timeout» B cekyHaax. Mo ymonyaHuio ansa HoBbix nabopaTopuin 3TOT Tanmep YCTaHOBMEH Ha

300 cekyHa.
L 3AMEYAHUE: Ons TSKENbIX
ﬂa60paT0pV|Vl N y3noB C AONMUHHbBIMWU  config Script Timeout 800 Seconds
KOHgoUrypaumusimm Bbl MoXeTe

yBENUYNTL 3TOT Tanmep o 600 cekyHa unu Bbilwle

11.4 Tanmep nabopartopum

B EVE Pro nHTerpupoBaHa BO3MOXHOCTb 3arycka TaliMepa A1l CAaMOKOHTPOS.

1141 YcTtaHoBKa 1 3anyck Tammepa
War 1: WenkHuTe Ha 6okoBow naHenun «More Options”, a nocne BuibepeTe «Edit Laby.
LWar 2: YctaHoButb napameTp «Lab Countdown Timer» B cekyHaax. 7200 cekyHa = 120 MUHYT.

Config Script Timeout 800 Seconds

Lab Countdown Timer 7200 \ Seconds

LWar 3: Mepepn 3anyckom y6eamTech, YTo BCE Y3rbl 3anyLLeHbI.

LWar 4: Ha 6okoBon naHenu HaxmuTe «Lock Laby. KpacHbIl 3Ha4ok o3HavaeT, Unlock Lab
4yTO Naboparopus 3abnoknpoBaHa.

War 5: Korga OygeTte rotoBbl 3anycTuTb TalMep HaXMUTe Ha
6okoBov naHenu «Refresh Topology». B neBom BepxHeM yriy Ha
CTpaHuLe TOMOomorMm NOSIBUTCS CHETUMK.

11.4.2 OcTaHOBKa Tanmepa

LWar 1: Ha 6okoBor naHenu HaxmuTe «Unlock Lab». CepHbIi 3Ha40K 03HavaeT,
yTo nabopaTopusa paszbnoknpoBaHa.

LWar 2: HaxwmwnTe Ha 6okoBor naHenu «Refresh Topology»

A 3AMEYAHWME: Taiimep He ocTaHaBnMBaET y3rbl U He OTKIOYaeT akTUBHbIE CECCUM OT
nabopatopuu.

Page 171 of 204 ©EVE-NG LTD



eve

Emulated Virtual Environment
Next Generation

EVE-NG

Professional Cookbook

12 3axBaTr

Tpadpduka

npu

NOMOLLMU

Wireshark

Bce uHTepdelicel goctyna k EVE (Native console, HTML5 console u HTML5 Desktop) nmetot
BCTpoeHHbINn Wireshark. 9T1o o3HavaeT, uTo HeT HeobxoanmocTu ycTaHaBnmBaTb Wireshark Ha
KMMEHTCKYO MaLUUHY, KOTOPYHO Bbl MCNonb3yeTe Ans goctyna k EVE.

B HacTosiee BpeMs s 3axBaTa Tpaddmka nogaepxmaeTcs Tonbko Ethernet nHtepdelicei.

12.1 Native Console Wireshark capturing

War 1: WenkHuTe npaBon KHOMKOW MbILIW MO Y31y, C KOTOPOro XOTUTE 3axBaTuTb Tpadduk, n
BblibepuTe «Capture», a noTom HeobxoammbI MHTepdenc. OKHO 3axBaTa OTKpoeTcs kak RDP
ceccusa B HTML okHe.

Node hostname and
captured interface

Console externalize
to Browser tab

Branch Office

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
(mZe RE QesETF IS EQAQQAE

» BRWIN (W[Foply s 3oy = ==

Expression...  +

No. Source Destination Protocol Lengtt Info B
498 200.656438724 40.1.1.2 20.1.1.2 aw 78 Echo (ping) reply  id=ox
499 200.664189721 192.168.30.253 10,112 b 78 Echo (ping) request id=0x
500 209.664457574 40.1.1. 192.168.30.253 o 78 Echo (ping) reply  id=6x
501 209.976050074 192.168.20.253 40.1.1.2 T 78 Echo (ping) request id=ox

2.168.20.25

502 209.97641059 40.1.1.2 192 3 an 78 Echo (ping) reply  id=ox
503 212.429293501 50:02:00:05:00:01  50:02:00:05:00:01  LOOP 60 Repl

504 212.655675891 192.168.30.253 40.1.1.2 e 78 Echo (ping) request id=ox
505 212.656098018 40.1.1.2 192.168.30.253 1cHp 78 Echo (ping) reply  id=0x+

» Frane 1: 78 bytes on wire (624 bits), 78 bytes captured (624 bits) on interface 6
» Ethernet IT, Src: Dst: )

» Internet Protocol Version 4, Src: 192.168.20.253, Dst: 30.1.1.2
» Internet Control Message Protocol

'
1
1
! 50 02 00 05 00 01 50 62 00 06 00 62 08 00 45 00 P P E
| 00 40 18 83 00 00 fe 01 a5 91 cO a8 14 fd 28 61 @ (
| 0020 01 62 68 00 fo 0 IENEE 00 61 00 00 00 00 6c a8 =
80 ac ab cd ab c¢d ab cd ab cd ab cd ab cd ab cd
! ab cd ab cd ab cd ab cd ab cd ab cd ab cd
1
1
1
o BY—e !
. » 5w-DC1 7 Ready to load or capture Packets: 505 - Displayed: 505 (100.0%) Profile: Default
! L3 Etherchannel
1 Gon) ! (Gion) '
1 1
' ;
1 () 1
1 (@) — '
! F 1 Area 0 =] !
! LO_I |
i Captured node tab. s
\ 7

~| Single click opens it.
Double click close

LWar 2: Ytobbl coxpaHuTb aamn Tpaddurka Ha nokanbHbIA KOMNbLIOTEP OCTAHOBUTE 3axBaT U
BblibepeTe «File/CoxpaHutbe As»
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Fle Edit View Go Capture Analyze Statistics Telephony Wireless Tof

ols Help

‘COP/VTP/DTP/PAGPAUD.. R2 Port ID: Ethern

I0: et0/0
I0: Rl Port ID: Ethernete/o

COP/VTP/DTP/PAGP/UN.. COP
2a: Loor 66 Reply
aaibbicc:00:01:00  LOOP 66 Reply

» Frame 1: 66 bytes on wire (486 bits), 60 bytes captured (480 bits) on interface 6
» Ethernet II, Src: aa:bb:cc:00:01:08 (aa:bb:cc:00:01:00), DSt: aazbb:cc:00:81:00 (aa:bbzcc:89:01:60)
b Configuration Test Protocol {loopback

» Data (40 bytes)

Eg,;m\m Go Capture Analyze Statistics Telophony Wiraless Tools Help
o cuiro == =
> PEFE Qaaif

Open Recont
[ erge
I import from Hex Dump...

Close cutsw

save ; cues

il set 3

Export Specified Packets.
Export Packet Dissections »
ctish

Export PDUS to Fi
Export 5L Session Keys.

Export Objects »
print... crritp
Quit ctirQ

» Frame 1: 66 bytes on wire (480 bits), 60 bytes captured (486 bits) on interface 8
» Ethernet 1I, Src: 2 st

» Configuration Test Protocol (Loopback)

» Data (40 bytes)

LWar 3: Ykaxute pacnonoxeHune Kyga HeobxoaMmo COXpaHUTb gamri.

BAXHO:

/nobody/thinclient_drives/GUAC/Download

BeBeguTe ums channa n HaxxmMuTe KHOMKy «Save» Ansi CoOXpaHeHus gamna. ABTOMaTU4ecku, B
Bawlem Opaysepe, MOSBUTCH OKOLUKO C NpeasioKeHMeM CoxpaHuTb ¢ann Ha JfoKanbHbI

komnbtoTep. MNogpobHee cm. B pasgene 12.2

12.2HTMLS5 Console Wireshark capturing

War 1: LenkHnTe npaBoi KHOMKOW MbILW MO Y31y, C KOTOPOro XOTUTE 3axBaTuTb Tpadduk, n
BblOepuTe «Capture», a noToM Heobxoaumbln nHtepdgenc. OKHO 3axBaTa OTKPOETCS B HOBOM

OKkHe Bpaysepa.
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Console externalize Node hostname and
to Browser tab captured interface

Branch Office

RA-CE (5)

W >stp
| Qwipe

& Export CFG
—_—

Edit View Go Copture Analyze Statistics Telephony Wireless Tools

mORE Q @= L= Q] QFHE
T £3 ) opression.. +

souce Destination Pl Crgt =

498 209.656438724 40.1. 20.1.1.2 78 Echo (ping) reply  id=0x
[aaaed] &y e I 40.1.1.2 e 78/Echq (bing) ramest idzey
Eial 500 209.664457574 40.1.1.2 192.168.30.253 P 78 Echo (ping) reply  id=ox
i 3 501 209.976050074 \92 lﬁﬂ 20.253 40.1,1.2 pled 78 Echo (ping) request m-ox
3 562 209.976410059 4 192.168.20.253 cHP 78 Echo (ping) reply  id=ex
593 212 429293501 50 92 89 05 80 01 50 BI,W 5:00:01 LOOP 60 Reply
2.655675891 1¢ 1.2 TcHP 78 Echo (ping) request id=gx

305 312-ceooa0ns do i 13

193-i68-30.253 o 78 Echo (ping) reply  id=x+

<

» Erame 178 bytes on wire (626 bits), 70 bytes captured (624 bits) on Tntarface o
» Ethernet II,

» Internet Protocol Version 4, Src: 192.168.20.353, Dst: 40-1.1.2

» Internet Control Message Protocol

G mmwowmosoe wxwammsw PP €
0 18 83 00 00 fe 01 a5 91 c0 a8 14 fd 28 61 @ (
0020 uxsznswteeam 00 01 00 60 00 00 oc a8 ]
0 80 ac abcdabcdabcd abcd ab cd ab cd ab cd
3 2 o 2 64 o cd b cd b <4 ob cd b cd
7 Ready to load or capture Packets: 505 - Displayed: 505 (100.0%) _Profile: Default

rchannel

F 1 Area 0
Captured node tab.
~| Single click opens it. e
Double click close

LWar 2: Ytobbl coxpaHuTb gamn Tpaddurka Ha nokanbHbIA KOMObLIOTEP OCTAHOBUTE 3axBaT U
BblibepeTe «File/CoxpaHutb As»

Fle Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

»EF S aaa

® @]

Destination Protocol Length Info

53:0b:cc:00:01 0

COP/VTP/DTP/PAP/UD.. 369 Device ID: R2 Port ID: Ethernctd/@

COP/VTP/DTP/PAgP/UD.. COP 383 Device I0: RL Port ID: Etherncte/a
Loop 68 Rej

:bb:cc ;o
5 10.000380882 aaibbicc:08:01:88  aaibbicci00:e1:08  LOOP 68 Reply

» Frame 1: 60 hy(ss nn ulr! (480 bits), 60 bytes captured (480 bits) on interface &
Ethernet II, Src $00:01:00 (aa:bb:cc:00:01:08), Dst: aa:bb:cc:00:01:00 (aa:bb::

» [anflqumtlwl Teﬁt Pmtn(n\ {loapback)

» Data (40 bytes

it
oper ctiro

lew Go Capture Analyze Statistics Telephony

Open Recent ,
[ merge...
t import from Hex Dump...

Close criew

save

File Set 3
Export specified Packets.

Export Packet Dissections 3
Export Packet Bytes. . [
Export PDUS to File

Export S5L Session Keys.

Export Objects »
print... crritp
Quit ctirQ

) £rane 1: 00 bytes on wire (450 bits), 00 bytes captured (460 bits) on interface o
» Ethernet 1. ) bst:

» Configuration stl Protocol (Loopback)

» Data (40 bytes|
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LWar 3: YkaxuTe pacnonoxeHue Kyga Heobxoanmo COXpaHUTb gamn
BAXHO:
/nobody/thinclient_drives/GUAC/Download

Beeante nms danna un HaxXmMuTe KHOMKY «Savey» Ansi COXpaHeHMs gamna.

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
AW omAREBAesEFESEAaqQE

(W[Apply 2 dispiay fiter _ <Ctri-/

=)
|

No. Source Destination Protocol_Length info
;0100 _LoOP 8 Rep
.. COP 369 Device 10: R2 Port ID: Etherneid/o

cop 383 Device 10: RL Port ID: Ethernetd/6
P 68 Reply
Loop 68 Reply
Loop 68 Reply
Loop 68 Reply
LooP 60 Reply
LooP 60 Reply
LooP 60 Reply
i Capture FIl -
Look in: # [ /nobody/thinclient_drives/GUAC/Download -0V o0o@mEE
& Computer||_Name v Size  Type  Date Modified
5 nobody
» Frame 1: 6
» Ethernet I|
» Configurat|
b Data (40 by
File name: [mycapturedfild 2 \'\‘EL‘
Cancel
Saveas: | Wiresharki.. - pcapng Welp
Compress with gzip

10 aa bb cc 08 61 @8 aa bb cC 00 01 68 90 60 60 B0  ......
©1 60 00 DG 06 0O 00 60 60 00 6O 0B GO 6O 60 60

’0 60 09 00 0 00 09 00 69 00 00 09 00 60 60 90 00 ...
©0 90 00 00 00 09 00 00 00 00 00 08

War 4: ABTomMaTuyecku, B BalleM Bpay3epe, NOSBUTCS OKOLLKO C NPEANOXEHNEM COXpPaHUTb
chaiin Ha nokanbHbI kKomnbloTep. Ecnu Baw Gpay3ep HAacTPOEH Ha aBTOMaTUYECKYHO 3aKauKy
— Baw cpaiin Gyae coxpaHeH B Manky no yMon4aHuto.

12.3HTMLS5 Desktop Console Wireshark capturing

War 1: WenkHuTe npaBon KHOMKOW MbILW MO Y31y, C KOTOPOro XOTUTE 3axBaTuTb Tpadduk, n
BblibepuTe «Capture», a NoTomM HeobxoaumbI MHTepdenc. OKHO 3axBaTa OTKpoeTcH kak RDP
ceccus.

3

EVE | Topology - Mozilia Firefox

€VE [ Topology x [ FirefoxPrivacyNotice - X +
ce maray
DHCP NAT Cloud

169.254.254.024

AT et

)
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LLar 2: OctaHoBuTe 3axBar.

EVE| Tegoizgy - warsta Fireron

OHEP MAT Cloust
1easeam02

A oW b
s R & mram
"\% s s
8 Py °}=
————
-~ =

s

LWar 3: Buibepete «File/Coxpanutb As».

- FreeRDP: 172.17.0.1:52025
50| Edit View Go Capture Analyze Statistics Telephony Wireless

Tools Help
Open Ctri+0 = =
; lEFa=Eaaal
Open Recent »
[ merge... E3 -] Expression...  +
I Import from Hex Dump... n B
1 b ) 60 Repl
Close crlew bb:c 1:00  LOOP 60 Reply
curl+s /VTP/DTP/PAGP/UD... COP 369 Device 1D; R2 Port ID: Etherneto/o
e bb:cc:08:02:68  LOOP 60 Reply
S bb: cc:00:01:68  LOOP 68 Reply
bbiccioeioziee  LOOP 66 Reply
bbice:0g:0l:08  LOOP 66 Reply
Export Specified Packets.. bbicc:66:02:08  LOOP 66 Reply
bb:cc:08:01:00  LOOP 60 Reply
Export Packet Dissections ¥ /VTP/DTP/PAgP/UD.. COP 383 Device ID: RL Port ID: Ethernet8/0
Export Packet Bytes Ctri+h bbicc:06:02:00  LOOP 66 Reply
Export PDUS o Fie,. bbicc:09:01:60  LOOP 68 Reply . -
Export S5L Session Keys... es captured (480 bits) on interface 8
Export Objects 1|c:66:02:08), Dst: aa:bb:cc:60:02:60 (aa:bb:cc:60:62:00)
Print. ctri+p
Quit ctri+Q

Lar 4: YkaxuTe pacrnonoxeHve Kyaa HeobxoammMo CoXpaHuUTb gamn
BAXHO:
/nobody/thinclient_drives/media/nobody/thinclient_drives/GUAC/Download/

Beegute nmsa ¢)a|7|na N HaXXMUTE KHOMKY «Save» Ona coxpaHeHus gamna.
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E FreeRDP: 172.17.0.1:34985 |
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

dmn i@ mRARR Qe+ EF2EEQa]E

(NTApEly 2 display fiter ... <cul/> T3 ) expression...  +
No. Time Source Destination Protocol Length Info
16.000000800 aa:bb:cci00:01:00  aa:bb:cc:08:01:00  LOOP 68 Reply
2 8.257457261  aa:bb:cc:88:01:88  CDP/VTP/DTP/PAgP/UD.. CDF 383 Device ID: R1 Port ID: Ethernet8/e
4 =EVESB LT ooy
Lookin: | B  « x /Download o0 0@EE
B computer || Name ~Size  Type  Date Modified
9 nobody

File name: [mycapturedfile 2 | gave
Cancel
Saveas: | Wireshark/... - pcapng < Help
Compress with gzip
@ 7 wireshark_eth_20180517183544_uyvLsB Packets: 2 - Displayed: 2 {100.0%) Profile: Default

LWar 4: ABTomMaTtuyecku, B BalleM Gpay3epe, NOSIBUTCS OKOLLKO C NPEANOXEHNEM COXPaHUTb
chaiin Ha nokanbHbIi komnbloTep. Ecnu Baw Bpay3ep HacTPOEH Ha aBTOMaTUYECKYHO 3aKauKy
— Baw cpaiin Gye coxpaHeH B Manky no yMon4aHuto.

Opening mycapturedfile.pcapng *
You have chesen to open:

4 mycapturedfile.pcapng
which is: Wireshark capture file
from: http://172.22.7.18

What should Firefox do with this file?

(®):0pen withi | Wireshark (default) w

(") Save File

Do this autematically for files like this from now on.

Cancel
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13 ObmeH cdannamun c NoKanbHbIM
KOMMNbIOTEPOM

dyHKUMA 0OMeHa hainamm NO3BONSET NepeaaBaTh hannbl MeXAy Ballen paboyen ctaHUmMen
KnueHTa n BCTpoeHHbiMU Docker koHTenHepamun. OHa mncnonb3yetcs npu pabote ¢ HTML5S
KoHconblo EVE. 3Ta yHKUMs ycTpaHseT HeobxoanMOCTb Ha KNMEHTCKoW paboyen cTaHumum B
nporpaMmMHOM obecneyeHun Ons nepefaydn annos v MO3BOMSET NErko MMnopTuposaTth /
3KcnopTMpoBaTth nabopaTtopum nnu 3arpyxatb gamnsl Wireshark.

13.1 CkaunBaHue ¢ansnoB Ha KOMNbIOTEP

dyHKuMA obmeHa darinamu No3BonsieT 3arpyxaTtb gpannbl ¢ Bawlero cepsepa EVE no ceaHcy
HTTP / HTTPS Ha Baw knueHtckun [MK. Hwke npvBegeHbl npumepbl 3arpysku
3KCMOPTMPOBaHHbIX NabopaTopHbix (annoB. 3Ta MYHKUMA He OrpaHnmYnmBaeTcs TOSMbKO
nabopartopHbiMu hainamm nnmu gamnamm Wireshark. E€ MoxxHO ncnonb3oBaTth ANsi Nepegayn
nodbIX pasHbIX (hannos, KOTOPbIE MOTYT Bam NoHagobutbcd, B 0b6a HanpasneHus.

lMpumep: HTML5 Desktop console: Mblr xomum skcriopmuposams Hawly nabopamopuro EVE u
3agpy3ume ee Ha Haw KnueHmckul K yvepe3 HTML5.

LWar 1: OkcnopTtupyiTte nadopatoputo BHyTpu HTML5 Desktop console.

04 May 2018 14:40

3y Opening _Exports_eve-ng_export-20180517-213504.zip

19 Apr 2018 00:35
You have chosen to open:

_EXports_eve-ng_export-20180517-213504.2ip 22 Mar 2018 22:18

which s: Zip archive (3.6 KB)

from: hetp://172.17.0.1 25 Mar 2018 21:18
What should Firefox do with this file? 23 Mar 2018 06:38

Openuwith | Engrampa ArchiveManager (default) v
& 11Feb 2018 01:10
=isave File

this automaticallyfor files like this from now on. 17 May 2018 15:51

14 Feb 201822:10

Eancel (=3 17 May 2018 14:54

i dockers lab. 08 May 2018 07:57
i FirePower FTD 623 PoC Multihomed HA unl 16 Apr 2018 11:04
Il SISE CCNP Security.unl 07 Apr 2018 00:33
_ Bitestun 17 May 2018 21:17
\

LWar 2: CoxpaHuTe nabopatoputo. o ymondaHuio chann 6yget coxpaHeH B nake Downloads.

Page 178 of 204 ©EVE-NG LTD



GVG EVE-NG Professional Cookbook

Emulated Virtual Environment
Next Generation

- Downloads =0 %
File Edit View Go Bookmarks Help

bBack * -Prorward v 2 @ [ B ™ [ 10 100% ) Iconview |Q

Places - M ﬂ j [Zinobody || Downloads
Computer

[ nobody .

[ Desktop _Exports_eve-ng_

File System export-20180517-

‘j‘ e 5y 213504.zip

(@ Trash

(] thinclie.

Network

& Browse Net... .

"_Exports_eve-ng_export-20180517-213504.2ip" selected (3.7 kB), Free space: 2.6 TB

War 3: MNMepenante Ha pabouunn cton HTML5 cTaHuum n aBaxabl wWwenkHuTe thinclient_drives

©) appications paces sptem @ HE

-2 ®
2|+ Eanobody |[oowntonds

*_EXpOrts_eve-ng_export:20190517-213504.2p" selected (3.7 kB). Free space: 2678

Lar 4: Mocne oTkpbiTusa nepengnte B: thinclient_drives/GUAC/Download/

File Edit View Go Sookmarks Help

= 100% . icon View om0 o

- T EE -+ 8
v % 2| <] Binovody| i thincient deives | Guac|[Cownlasd = % 2| | mnobocy [Downioeds

“_ EXPOrts_eve-ng_export20180517-213504.2ip" selected (1.7 KB), Free space: 2.6 T8

Lar 5: MNepeTawmTe 3KCNOpTUPOBaHHbIN (hann nabopaTopum cnpaesa Haneeo.
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D sppiations ploces sptem O @I

File Edt View Go Bookmarks Help

Back . B woom o koview  v|Q

-
Flo Edt View Co_Bookmarks Help

s+ x| J Snobody| _ thinclens_dewes | cunc [owniesd
Computer

5 robody
= vesktop
Flesystem
S thncte
Netwark

W orowseee

Places

*_Exports_eveng_export:20180517-213504 2ip" selected (3.7 kb), Free space: 2.6 T8

Lar 6: Ha knneHTCKOM KOMMbIOTEPE OTKPOETCS OKHO, KOTOPOE MO3BOSIUT BaM COXPaHUTb chaiin.
Ecnun Gpay3ep HacTpoeH Ha aBTOMAaTUYECKYIO 3arpy3Ky, Ball dpain B6yaeT coxpaHeH B narke

3arpysku no ymonyaHuto ans 6paysepa.

= 100% (2 lcon View hall” §

drives | cuac |[Downtoad Places - x J Junnbudv Downloa:

Computer
& nobody
B Desktop
le Syste
Opening _Exports_eve-ng_export-20180517-213504.zip i h‘“ em
as|

You have chosen to open: inclie... =
K
B _Exports eve-ng export-20180517-213504.zip P
which is: WinRAR ZIP archive
from: http://172.22.7.18

What should Firefox de with this file?

(O Open with | WinRAR archiver (default) v

(@Save File

Do this automatically for files like this from now on.

113504.2ip" selecte

owse Net.... |

"_EXpOrts_eve-ng_export-20180!

3AMEYAHUE: O ToMm, kak coxpaHaTb gamnbl Wireshark Ha nokanbHbIA KOMMBIOTEP ONMUCAHO

B pasgerne 12.

13.2 3akaudka channoB Ha cepBep EVE

WHorga moxeT noTpeboBaTtbcs 3arpy3ntb avinbl B Bawu nabopatopun EVE. ®PyHkums
obmeHa annamu nNo3BOnsieT 3arpyxartb dannbl ¢ Bawero knueHtckoro MK Ha HacTonbHyo
ctaHuuio EVE HTML5. B crnegyrowem npumepe nokasaHo, Kak 3arpy3uTb TEKCTOBbIN (hbann Ha
BMpTyanbHyto MawwnHy EVE HTML5 Desktop. JTtobblie gpyrue cannsl moryT 6biTb 3arpyKeHbl

TEeM e NyTEM.

War 1: PasamecTtute cBol Gpay3ep Tak, YToObl Bbl MOIMW BUAETb €ro U oaiis, KOTOpLIA Bbl

XOTUTE NepeHecTn.
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LWar 2: BHytpn EVE HTML5 Desktop nepengute B: thinclient_drives/GUAC/ n nepeTtawute
cann ¢ Bawero knueHTtckoro MK B oTkpbiToe okHo B HTML5 Desktop.

EW oo aeve  Q

o] inchert arves [une

War 3: Nanee Bbl yBUANTE YBEAOMIMNEHNE B HUXXHEM NPABOM Yrny.
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10 npptcascon viaces sptem GBI 4 Thsbany 7 71

W oo kemvew  v]Q

L
2] 2] Evonaey]  vunchen: s [fowne

N e T — - s 25

War 4: Ytobbl 3aBepwuTb Onepaumio M YBUAETb 3arpyXeHHbIn ann, HaKMuTe KHOMKY
obHoBneHns. Haw TekcToBbIv hann SW.txt 3arpyxeH.

<~ Back =

Places

Computer =
& nobody o=
[l Desktop Download SWLDit
[ File System
@ Trash
L thinclie,.
Hetwork
'E Browse Net... .

13.3 Opyrue onepauuu ¢ annamm

®arinbl, koTOpble OblNK 3arpyxeHbl Ha cepeep EVE, Takke MoryT 6biTb NepeHeceHbl Ha y3ribl
BHYTpM Bawwnx nabopatopuin EVE npu nomowmn TFTP. B npuBeAeHHOM HmKe npumepe Mbl
3arpy3unu gann koHdurypaumm (Sw.txt) n xotenm Obl nepeHecTn ero Ha y3en R1.

War 1: JobaebTe B nabopatoputo Docker-y3en eve-gui-server n OTKPONTE €ro HaCTPOMKW.
YctaHoBuTe Tun KoHconu B RDP n HacTponte napameTp IP-agpec (DHCP wnu ctatnyecknii)
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COOTBETCTBEHHO, 4YT0ObI Docker-y3en 6bin 4OCTYNEH C LEeneBoro yana (B 3ToM npuMmepe 3To
R1). Mo IP-agpecauun Docker cm. pasgen 14

Template

Dockerio

)

Image

eve-guiserveriatest

Name/prefix

Docker

tcon

® sewverpng
RAM (MB)
256
Enable DHCP on Etho

Ethernets

1

Startup configuration

None

Delay (5)

console

War 2: WWenkHute no y3ny eve-gui-server ansa otkpbitnss RDP ceccun.

2 Mot
P FrecRDP: 172.17.0.1:36557
i) Applications Places System @ [Thu May 17, 21:27 0

DHCP NAT Cloud
189.254.254.0124.
1040024

=@ o

b2
(1) 192.168.20.2

CD)]

a /-

b lins

LWar 3: OTtkporite MecTo Ha thinclient_drives kyga 6bin 3arpyxeH danin:
/thinclient_drives/media/nobody/thinclient_drives/GUAC/

3aTtem nepetawute davin B nanky TFTP Ha paboyem cTone.
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s FreeROP: 172.17.0.1:36557 d
@ Applications Places  System Q Thu May 17, 21:33 0]

File Edit view Go Help

g B

deBack * < Forward +

=) 100% =/ lcon View -|q

R ﬂ ] ] L’a_rootl LI thinclient_drives | media| nobodv] thinelient_drives | GUAC
Computer _
[ root

[ Desktop

! File System
15 Trash

Download

I thinclie..,
Network

" Browse Met... |

b
1) Applications Places System @

FreeRDP: 172,17.0.1:36557

% Forward =

EREE

Computer
[ root
[ Desktop
__ File System
& Trash
L thinclie...
Hetwork

Swlxt

& Browse Met... |

1 item, Free space: 2.6 TR

LWar 4: OtkpowTe koHconb y3na (R1) n ucnonb3dynte komaHay tftp ona konposaHusa danna:
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DHCP NAT Cloud FreeRDP: 172.17.0.1:36557

wazsiasioz g S

A
1) applcatons laces Sptem @

1044024

T —

192168202 Flle Edit view Go Bookmarks Help

-
File Edil_View Go Bookmarks Help
g ®

= o e e <]Q

Pl Edlt Wiew Search prefersncss Tab Help

w
= arowsener...

item, Free space: 2.6 T8

15 [o0U@HTMLDeskop:
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14 Dockers

14.1 UHTerpupoBaHHble B EVE Docker MaluHbI

B pepakumax EVE-NG Professional n Learning Center ecTb BCcTpoeHHble Docker ctaHumm,
KOTOpble MO3BOMNSAOT Ballemy cepBepy Gonee adeKkTUBHO MUCMONb30BaTb CBOWM PECypChl.
Mpeumywecteo Docker 3akno4yaetcs B OTCYTCTBMM AyOGnMpoBaHMS MpPOLECCOB, YXkKe
3anyLeHHbIXx Ha xocT-cucteme. C nomowibto Docker Bbl 3anyckaeTe TOMbKO MPOLECCHI,
HeO6XOﬂVIMbIe aona pasMeLweHHOro npunoXeHua. ,D,J'Iﬂ CpaBHeHUA, BUPTyalibHble MalUUHbI
OOJDKHbI 3anycCkaTb MOJIHYK roCTeByHO OonepaunoHHY0 CUCTEMY, BKIOYasd MHOImMe mn3 Tex Xxe
MpPOLECCOB, KOTOPbLIE YXKe 3anyLleHbl Ha cepBepe.

14.1.1 Docker MawunHbI
eve-gui-server
e [lonHodyHKuMoHanbHasa paboyas cTaHumMs Linux co BCTPOEHHbIM TOHKUM KIMEHTOM
ans  dannoeoro obmeHa. [ononHUTENbHYH WMHGOPMaLMo O paboTe C TOHKUM
KNUWeHToOM CM. B pasgene 13.
o RDP knuneHT
o [lopgoepxka DHCP u ctatudeckux IP agpecos
o  WWW cepBep

o TFTP cepsep

e WHTerpaumsa Java gns goctyna ASDM «k Cisco ASA / IPS. Ina goctyna k ASDM, roe
TpebyeTcs Java, crieqynte 3TOW CCbISKe:

https://192.168.100.5/admin/public/asdm.jnlp

oe 192.168.100.5 ato IP agpec ASA ana ASDM noakntodeHui
eve-napalm
e [lokep Ans cKpMnToB M aBTOMaTtu3auuu B nabopaTtopusx EVE. NAPALM - aTo
oubnmoteka Python, koTopasi HanpaBneHa Ha pelleHne npobnembl aBToMaTU3aLUN
nyTeMm npegocTtaBneHns yHuduumpoBaHHoro APl 4yepes ceTeBble yCTpoMcTBa OT
pa3sHbIX MOCTABLLMKOB.
e Telnet knneHT

e [lognepxka DHCP u ctatudeckux IP agpecos

eve-ansible
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e [lokep Ons cCKpMNTOB M aBTOMaTul3aumm B nabopartopusix EVE. Ansible - 310
nporpaMmmHoe obecneyeHne Ans aBToOMaTM3auun pe3epBUPOBAHUSA MPOrpamMMHOro
obecneyeHunsi, ynpaBneHne KOHUrypaumamm n passepTbiBaHUAMUN NPUNOKEHUNA.

e Telnet knneHT

o [lognepxka DHCP u ctatudecknx IP agpecos

eve-firefox
o Docker c 6paysepom Mozilla Firefox. lMNoneseH ans ynpaBneHus apyrumm ysnamm
no http/https. B 6pay3ep yxe BCTpoeHa Java, N03ToOMY Bbl MOXXETE MCMOSb30BaTb
GUI gns paboTbl ¢ ASDM ansa Cisco ASA.
e RDP console

o T[lopaoepxka DHCP u ctatuyeckux IP agpecoB

e UWHTerpaumsa Java ans goctyna ASDM k Cisco ASA / IPS. [ina goctyna kK ASDM,
roe TpebyeTtcs Java, cnegymnTe 3TON CCbifike:

https://192.168.100.5/admin/public/asdm.jnlp

oe 192.168.100.5 ato IP agpec ASA ana ASDM noakntodeHuin
eve-chrome
o Docker c 6paysepom Google Chrome. None3eH gns ynpaeneHus gpyrumm yanamum no
http/https. B 6paysep yxe BcTpoeHa Java, no3ToMy Bbl MoXeTe ucnonb3oBaTtb GUI
ansa pabotsl ¢ ASDM gns Cisco ASA.

o [logoepxka DHCP u ctatudeckux IP agpecos

e WHTerpauusa Java ans goctyna ASDM «k Cisco ASA / IPS. [Ina goctyna k ASDM, roe
TpebyeTtcs Java, crieqynTe 3TOW CCbISKe:

https://192.168.100.5/admin/public/asdm.jnlp

oe 192.168.100.5 ato IP agpec ASA ana ASDM nogkntoYeHui

14.1.2 HacTtpowuka IP agpecoB ansa Docker mawwmH

WHTerpupoBaHHble B EVE Docker malunHbl UMEOT ABa BapuaHTa HacTpoliku |IP agpeca.
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IP agppec no DHCP.

LWar 1: No6aBbTe y3en B Tononornio u yéeantecs, 4To
napametp DHCP BKNrO4YeH B OKHe peJaKkTMpoBaHUS
y3na. ObpaTutech k pasgeny 14.1.3 ona KOppeKkTHOWm
HACTPOWKM TUMAa KOHCOIMW.

LWar 2: Yo6egutecb, 4yto DHCP 3anpoc mMoxeT ObiTb
nonydyeH DHCP cepsepom B Bawlen nabopartopun
nMbo BHELIHMM CepBEpPOM Yepe3 obnayvHyr ceTb,
Hanpumep CloudO.

Cratunyeckun IP agpec.

EVE-NG Professional Cookbook

ADD A NEW NODE

Template

Docker.io -

Number of nodes to add Image

1 eve-gui-serveriatest A

Name/prefix

Docker
lcon
@ serverpng
RAM [MB)
256
Enable DHCP on Etho P

Ethernets
1
Startup configuration
None -

Delay (s)

0

Lonsntg‘/

rdp

Left Top

1283 247

m Frzd

War 1: Jo6asbTe y3en B Tononoruto n ybegntecs, 4to napametp DHCP BbIKnO4YeH B OKHE
pepaktupoBaHua y3na. Ob6patutecb k pasgeny 14.1.3 ons KOPPEKTHOW HACTPOWKu Tuna

KOHCOIN.

LWar 2: Ha nesor GokoBoOM nmaHenu MeH oTkponTe Startup-config u ucnonb3ys CUHTaAKCUC
npumepa Huxe, yctaHoBuTe |IP agpec ana Bawero Docker y3na. Y6egutecb, 4TO Bbl
NCnonb3yeTe TOYHO TaKoW CUHTAKCUC AJ1s1 HACTPOWKK cTaTudeckoro IP-agpeca:

ip addr add 172.22.7.101/24 dev ethO
ip route add default via 172.22.7.1
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STARTUP-CONFIGS

—
g - I
#( BB | ipaddradc 172227.101/24 dev etho

i route add default via 172.22.7.1
+CED

3 sktop [ |

A

mOoee
3 8 8 =

é e

LWar 3: HaxmuTe KHonky «Save» 1 nepeknoyunte y3en Ansa 3arpysku 3 startup-config.

14.1.3 Tunbl Docker koHconen

Ons HacTpoikn Tna koHconn ana Docker mMawwmHbl, |EEakiills

KIUKHUTE NPaBOM KHOMKOW MbILLK MO Y3rbl U Boibepete
«Edit». YcTaHoBuTE TpebyeMbIii TUN KOHCOMN. bokerio .
Image
eve-gui-server:latest -
Name/prefix
Docker
B Start Icon
W Stop @ Serverpng =
<& Wipe RAM (M)
& Export CFG =
Enable DHCP on EthD D
» Capture Ethemets
1
G Edit
/ Startup configuration
T Delete Default ©
Delay (s)
0
Console
rdp / -
Left Top
B3
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Docker mawuHa Tun koHconu
eve-gui-server RDP
eve-napalm Telnet
eve-ansible Telnet
eve-chrome RDP
eve-firefox RDP

14.1.4 CLI root goctyn Kk Docker mawuumHe
Bce Docker mawvHbl B EVE umetoT crneayowmii root akkayHT ansa goctyna k CLI.
Username: root

Password: eve
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15 NunarHoctuka EVE

15.1 KomaHAbl oTOOpaXeHus AnarHocTnyeckom uHdopmauum

15.1.1 OToGpaxeHue TeKywen Bepcun EVE Pro:

dpkg - eve-ng-pro

kvm-ok

15.1.4 CBobogHoe mecTo Ha HDD.

Ecnu Ha pasgene /boot ocTtanocb Mano Mecrta — obpaTtuTech 3a noMmoLbo K pasgeny 0. Ecnn
pasgen eve—ng—vg—root 3aHAT Ha 99% unn 100% To BaM HyXHO pacmpuTb 06bem HDD,
4YTOObI NPOAOCIXUTL Ucnonb3oBaHne EVE. PeweHne o pacwupeHun Bawero HDD onncaHo B
pasgene 15.1

df -h
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brctl show

_0_1_0

enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
= enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled

A\ BAXHOE 3AMEYAHME: HUKOIMOA HE pacwwupsinte TeKyLWMA/CyLLECTBYOLLMIA
KECTKUIN OUCK Ha BUpPTYyanbHon MawumHe EVE!
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15.2.1 Pacwupenue HDD Ha VMware Workstation
Pacwupenne cuctemHoro HDD EVE pgocturaetcs 3a cyet
nobaBneHus gononHuTenbHoro HDD k Baluel BUpTYyarbHON
MawuHe EVE.

LWar 1: OcraHoBuTe Bce nabopatopun n Beiknounte EVE.

LWar 2: Nepenante K HacTporkamMm BUPTYanbHOM MalUVHbI U
pob6aebTe HoBbIM Hard drive. [lanee Haxmute «Nexty.

LWar 3: BeibepeTe pekomeHayembli BapmaHT «SCSI HDD»
n Haxxmute «Next» y

LWar 4: Y6egutech, 4To Bbl BbiOpanu onuuio «Create a new Virtual disk».
LWar 5: YcraHosute xenaembin pasmep HDD; Hanpumep 200GB.

Lar 6: Yoeauntech, 4to Bbibpanu onumto «Store Virtual disk as a single file» n HaxmuTe and
«Next»

War 7: OnumoHanbHo: YkaxuTe mMecTo pacnonoxeHus 6yaywiero HDD, a nocne HaxmuTe
«Finish».

LWar 8: 3arpysuTe BupTyanbHyto mawuHy EVE, paamep HDD 6yaet aBToMaTnyecKky yBENWYEH.
[na npoBepku ncnonb3ynTe KOMaHay, ykasaHHyo B pasgene 15.1.4

15.2.2 Pacwuunpenue HDD Ha ESXi

PacwwupeHne cuctemHoro HDD EVE pocturaetcst 3a cyeT gobaBneHus AOMONHUTENbHOro
HDD k Baluey BupTyansHon mawimHe EVE.

LWar 1: OcraHoBuTe Bce nabopatopun u Beiknounte EVE.

War 2: Nepengute Kk HacTporikam BUPTYanbHON MaLLUHbI
n nobaBbTe HoBbIN Hard drive. [lanee Haxxmute «Next».

LWar 3: Yb6eautech, 4To Bbl BbiOpanu onuuio «Create a
new Virtual disk». [lanee Haxmute «Next».

LWar 4: YctaHoBuTe enaembinnt pasmep HDD; Hanpumep
200GB.

War 5: PekomeHgyetca BbiOpaTb onuuio «Thick ‘ e ] e |
Provision Lazy Zeroed».

Lar 6: Ykaxnte mecto pacnonoxeHus 6yaywero HDD, a nocne Haxmute «Nexty»
LWar 7: BoibepeTe pekomeHayembinn BapuaHT «SCSI HDD» n Haxmute «Finishy.

Lar 8: 3arpysuTe BupTyanbHyto mawuHy EVE, paamep HDD 6yaet aBTomaTU4YeCKM YBEMUYEH.
[ns npoBepkun ucnonb3ynte KoMmaHay, ykasaHHyto B pasgene 15.1.4
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15.2.3 Pacwupenue HDD Ha BblaeneHHoM (Bare Metal) EVE cepBepe.

Pacwwupenne HDD Ha BbligeneHHom (Bare Metal) EVE cepBepe sBnsieTcsi CrOXHbIM
npoueccom. MNoxanyicta co3gante TUKET (TONMbKO aHINIMNCKUI) B YaTe TeXNOOAEPXKKU.

http://www.eve-ng.net/live-helpdesk

Wcnonb3ayiiTe yyeTHylo 3anucb google, 4Tobbl npucoeanHnTbes K Live Chat unu cosgaite
HOBYH YYETHYHO 3anucChb.

[ns obpalleHns B TexnogaepxKy Ha pyCCKOM MCNONb3yMTE KOHTaKTbl Ha canTe eve-ng.ru

15.3C6poc Management IP
BeeguTte cnepytowme kKomaHabl B KOMaHOHYHO CTPOKY, @ 3aTeM Haxmute «Entery:

rm -f /opt/ovf/.configured
su -

Bynet sanyuweH nomowHWK HacTpovikn Management IP agpeca. CnegynTe MHCTPYKUUSIM B
pasgene 3.4.1 gnsa cratudeckoro IP agpeca nnu 3.4.2 ana Hactponku no DHCP.

15.4EVE Log cannbl

EVE log dannbl MOXHO NOMy4uMTb Ha CTpaHuue «System Logs» B Bbinagatolem MeEHHo

@ information ~

«System»
VcnonbayiiTe BbiNagatoLlee MeHto ansi Belbopa log davina.

System logs

System log viewer

Select log file Number of Lines Search text

access.bat ~ |

20 View
api.tt N\

errortxt
php_errers.txt
unl_wrapper.bxt

cpulimit.log Null

15.5Mony4yeHne AauarHocTtuyeckon wuHogpopmaumm EVE B
KOHCO-NM.

Wcnonb3yiiTe kOMaHAHYO CTPOKY Ans nofyyYeHust uHcpopmauum o EVE:

eve—-info
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16 O6pa3bl y3noB ana EVE

[na vcnonb3oBaHWa 06pa3oB y3noB B nabopaTopusix OHU NpegBapuTeNnbHO AOMKHbI ObiTb
3arpyxeHbl M NOAroToBrieHbl. Jlyywmin cnocob 3arpy3autb 06pasbl - UCNOMb30BaTb YTUAMTY
WinSCP ana Windows unu FileZilla ans MAC OSX u Linux.

Cceblinka Ha 3arpysky WinSCP:

https://winscp.net/eng/download.php

Ccebinka Ha 3arpysky FileZilla:

https://filezilla-project.org/

Ons goctyna k EVE ucnonb3ynte SSH (22 nopr).
Mopnnepxuaemble EVE 0bpasbl xpaHsiTcst B TpEX MecTax:

e |OL (IOS on Linux), /opt/unetlab/addons/iol/bin/

e Dynamips obpasbl, /opt/unetlab/addons/dynamips

e Qemu obpassbl, /opt/unetlab/addons/qemu

16.1 Tabnuua nméH ana Qemu obpasos

L\ BAXHOE 3AMEYEHWME: Ons 3anycka Qemu y3noB B EVE HeoGxoauma akTueaumst
Intel VT-X/EPT. 3a nHgopmaumen Kak akTMBMpPOBaTb AaHHYHO ONuuio obpaTtuTechb K
pasgeny Owwnbka! VicTouHUK cebinkv He HaraeH.: YcTtaHoBka EVE.

EVE o4yeHb 4yBCTBMTENEH K MMEHAM KaTaroroB, ucrnonb3yemble ana obpasos QEMU. Ouwm
OOIDKHbI COOTBETCTBOBaThL Tabnuvue Huxe, 4Tobbl paboTaTb.

Y6enutecb, 4TO MMSA kaTanora obpasa Ha4yMHaeTCcsl B COOTBETCTBMM C Tabnuvuen. MNocne «-»
Bbl MOXeTe OobaBuTb BCe, YTO 3ax0oTuTe, 4YTOObI nomeTutb 06pa3. Mbl pekomeHayem
ncnonb3oBaTh BEpCUIO Ballero obpasa.

Mprmepbl UMeH nanok:

firepower6-FTD-6.2.1
acs-5.8.1.4

O6pa3 BHYTpM KaTanora 4o/HKeH HOCUTb NPaBUIIbHO UMSI:
Mpumep: hda.qcow? or virtioa.qcow?2

MonHeIM NyTb Anga npumepa: opt/unetlab/addons/qemu/acs-5.8.1.4/hda.qcow?2

Nms kamanoza Qemu lMpou3zsodumerb Umst o6paza Qemu .qcow?2
alo- A10-vthunder hda
acs- ACS hda
asa- ASA ported hda
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lasav- |ASAV \virtioa
lampcloud- |Ampcloud Private 'hda, hdb, hdc
|barracuda— |Barracuda FW |hda
|bigip- F5 'hda, hdb
|brocadevadx- |Brocade |hda
|cda— |Cisco CDA |hda
|cips— |Cisco IPS |hda, hdb
|clearpass- |Aruba ClearPass 'hda, hdb
|aruba- |Aruba Virtual Mobility Controller |hda, hdb
|coeus- |Cisco WSA coeus |virti0a
|ph0ebe- |Cisco ESA |virti0a
|cpsg- |Checkpoint |hda
|csr1000v- |Cisco CSR v1000 |virti0a
¢sr1000vng- E\i/secrzsiSR v1000 Denali & virtioa
|prime- ICisco Prime Infra Ivirtioa
|cucm- |Cisco CUCM \virtioa
|cumulus- |Cumulus 'hda
|extremexos- |ExtremeOS |hda
|firepower- |Cisco FirePower 5.4 NGIPS |scsia
|firepower- |Cisco FirePower 5.4 FMC |scsia
|firepower6- |Cisco FirePower 6.x NGIPS |scsia
|firepower6- ICisco FirePower 6.x FMC Ihda
|firepower6- ICisco FirePower 6.x FTD Ihda
[fortinet- [Fortinet FW |virtioa
[fortinet- [Fortinet SGT |virtioa
|fortinet- IFortinet mail Ivirtioa, virtiob
|fortinet- IFortinet manager |virtioa
|hpvsr- IHP virt router Ihda
|huaweiusg6kv- |Huawei USG6000v 'hda

|ise- |ISE 1.x cisco |hda

|ise- |ISE 2.X cisco |virti0a
|jspace- |Junos Space |hda
|junipervrr |Juniper VRR |virtioa
|Iinux- |any linux |hda
|mikr0tik- |Mikrotik router |hda
Insvpx- Citrix Netscaler \virtioa
NXOSVOK- IF\)lé(r%K Cisco Nexus ( SATA best sataa
|olive- \Juniper 'hda
|ostinato- |Ostinato traffic generator |hda
|osx- |Apple OsX |hda + kernel.img
|pa|0a|t0- |PanAIto FW |virtioa
|pfsense- |stense FwW |hda
|riverbed— |vRiverbed |virtioa, virtiob
|sonicwa||- |DELL FW Sonicwall |hda
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|sourcefire- |Sourcefire NGIPS 'scsia
|sterra- |S-terra VPN 'hda
|sterra— |S-terra Gate |virtioa
|timos- |Alcatel Lucent Timos |hda
[titanium- INXOS Titanium Cisco \virtioa
sataa (12G)
satab (1.8G)
satac (15G)
satad (25G)
satae (25G)
sataf (10G)
vcenter- VMWare vCenter satag ( 10G)
satah (15G)
satai ( 10G )
sataj ( 1.0G )
satak (10G)
satal (10G )
satam ( 100G )
|veos- |Arista SwW |hda, cdrom.iso
|vios- L3 vIOS Cisco Router virtioa
vios|2- L2 vIOS Cisco SW virtioa
|vmx- |Juniper vMX router \hda
|vmxvep- |Juniper vMX-vVCP \hda, hdb, hdc
|vmxvfp- |Juniper VMX-VFP |hda
|vnam- |Cisco VNAM \hda
|vqfxpfe- |.Juniper VQFX-PFE |hda
|vqfxre- |.Juniper VQFX-RE |hda
|vsrx- |VSRX 12.1 Juniper FW/router |virti0a
|vsrxng- |VSRX v15.x Juniper FW/router |virti0a
\vwaas- ICisco WAAS \virtioa,virtiob,virtioc
lvwic- VWLC Cisco WiFi controller 'megasasa
|vyos- VYOS \virtioa
[ Windows Hosts (Not Server - . .
win- Editions) hda or virtioa(using driver)
|winserver- |Windows Server Editions \hda or virtioa(using driver)
|xrv- |XRv Cisco router |hda
xrvok- 'XRv 9000 Cisco router \virtioa

16.2MoprotoBka obpasoB ana EVE (Ha aHrMMUCKOM)

How to load IOL (IOS on Linux) Images:

http://www.eve-ng.net/documentation/howto-s/62-

howto-add-cisco-iou-iol

How to load Dynamips Images

http://www.eve-ng.net/documentation/howto-s/64-

howto-add-dynamips-images-cisco-ios
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How to add Cisco Cloud Service Router (CSR1000V
NG) Denali and Everest

http://www.eve-ng.net/documentation/howto-s/95-

howto-add-cloud-services-csr-1000v-ng-everest-and-

denali-routers

How to add Cisco Cloud Service Router (CSR1000V)

http://www.eve-ng.net/documentation/howto-s/61-

howto-add-cisco-cloud-service-router-csr1000v

How to add Cisco ACS

http://www.eve-ng.net/documentation/howto-s/119-

howto-add-cisco-acs

How to add Cisco ASAv

http://www.eve-ng.net/documentation/howto-s/73-

howto-add-cisco-asav

How to add Cisco XRv

http://www.eve-ng.net/documentation/howto-s/63-

howto-add-cisco-xrv

How to add Cisco XRv9000 Full

http://www.eve-ng.net/documentation/howto-s/140-

howto-add-cisco-xrv9000-full

How to add Cisco FirePower 6.x images set, NGIPS,
FTD, FMC

http://www.eve-ng.net/documentation/howto-s/108-

howto-add-firepower-6-x-images-set

How to add Images from VIRL, vIOS, XRv

http://www.eve-ng.net/documentation/howto-s/121-

howto-add-images-from-virl

How to add Cisco WSA (Web Security Appliance)

http://www.eve-ng.net/documentation/howto-s/115-

howto-add-cisco-wsa-web-security-appliance

How to add Cisco ESA (Email Security Appliance)

http://www.eve-ng.net/documentation/howto-s/114-

howto-add-cisco-esa-email-security-appliance

How to add Cisco ISE

http://www.eve-ng.net/documentation/howto-s/120-

howto-add-cisco-ise

How to add Cisco Prime Infra

http://www.eve-ng.net/documentation/howto-s/117-

howto-add-cisco-prime-infra

How to add Cisco VWAAS

http://www.eve-ng.net/documentation/howto-s/72-

howto-add-cisco-vwaas

How to add Cisco VWLC (Virtual Wireless LAN
Controller)

http://www.eve-ng.net/documentation/howto-s/70-

howto-add-cisco-vwlc-virtual-wireless-lan-controller
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How to add cisco NEXUS NX9K switch http://www.eve-ng.net/documentation/howto-s/107-
howto-add-nx9k-switch

How to add Juniper vSRX (ver 12.X / FireFly) http://www.eve-ng.net/documentation/howto-s/66-
howto-add-juniper-vsrx-version-12-x-firefly

How to add Juniper vSRX-NG 15.X and later http://www.eve-ng.net/documentation/howto-s/122-
howto-add-juniper-vsrx-ng-15-x-and-later

How to Juniper vMX 16.X, 17.X http://www.eve-ng.net/documentation/howto-s/109-
howto-juniper-vmx-16-x-17-x

How to add Arista Virtual Extensible Operating System http://www.eve-ng.net/documentation/howto-s/60-

(VEOS) howto-add-arista-virtual-extensible-operating-system-
veos
How to add Nokia VSR http://www.eve-ng.net/documentation/howto-s/113-

howto-add-nokia-vsr

How to add Alcatel 7750 Service Router http://www.eve-ng.net/documentation/howto-s/59-
howto-add-alcatel-7750-service-router

How to add Aruba Mobility Controller http://www.eve-ng.net/documentation/howto-s/118-
howto-add-aruba-mobility-controller

How to add CheckPoint http://www.eve-ng.net/documentation/howto-s/125-
howto-add-checkpoint

How to add Citrix Netscaler http://www.eve-ng.net/documentation/howto-s/71-
howto-add-citrix-netscaler

How to add Extreme EXOS http://www.eve-ng.net/documentation/howto-s/144-
howto-add-extreme-exos

How to add F5 BIGIP http://www.eve-ng.net/documentation/howto-s/68-
howto-add-f5-bigip

How to add Fortinet images http://www.eve-ng.net/documentation/howto-s/123-
howto-add-fortinet-images

How to add Mikrotik Cloud router http://www.eve-ng.net/documentation/howto-s/124-
howto-add-miktotik-cloud-router
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How to add Palo Alto http://www.eve-ng.net/documentation/howto-s/69-
howto-add-palo-alto-vm-100

How to add pfSense FW http://www.eve-ng.net/documentation/howto-s/131-
howto-add-pfssense-fw

How to add Riverbed SteelHead Virtual CX http://www.eve-ng.net/documentation/howto-s/142-
howto-add-riverbed-steelhead-virtual-cx

How to add VMware ESXi http://www.eve-ng.net/documentation/howto-s/130-
howto-add-vm-ware-esxi

How to add VMware vCenter http://www.eve-ng.net/documentation/howto-s/141-
howto-add-vm-ware-vcenter

How to add VyOS Vyatta http://www.eve-ng.net/documentation/howto-s/129-
howto-add-vyos-vyatta

How to create own Linux host image, free prepared http://www.eve-ng.net/documentation/howto-s/106-
images are provided. howto-create-own-linux-image
How to add Linux Ostinato http://www.eve-ng.net/documentation/howto-s/111-

howto-add-linux-ostinato

How to add Linux Netem http://www.eve-ng.net/documentation/howto-s/110-
howto-add-linux-netem

How to create own Windows Host on the EVE. Same http://www.eve-ng.net/documentation/howto-s/103-
procedure for MS Workstation or MS Server how-to-install-own-windows-host-on-the-eve

16.3MoaroToBKa WwabnoHa ANA Nonb3oBaTesfiIbCKOro oopasa
Tonbko Ans onbITHbIX Nonb3oBaTenen. MNMoakntountecb no SSH k EVE.

LWar 1. MNMogroToBka anna wabnoHa

Bce dhaiinbl wabnoHoB HaxoaATcs B nanke «/opt/unetlab/html/templates/». Ckonupyite cambii
MOXOXMWI CYLLECTBYIOLLMIA LIAONOH B HOBLIN dhann.

Mpumep:

cp /opt/unetlab/html/templates/linux.php /opt/unetlab/html/templates/freebsd.php

War 1.1 OTpepakTMpyinTe BaLl HOBbIV ¢hann wabnoHa:

nano freebsd.php

Page 200 of 204 ©EVE-NG LTD


http://www.eve-ng.net/documentation/howto-s/69-howto-add-palo-alto-vm-100
http://www.eve-ng.net/documentation/howto-s/69-howto-add-palo-alto-vm-100
http://www.eve-ng.net/documentation/howto-s/131-howto-add-pfssense-fw
http://www.eve-ng.net/documentation/howto-s/131-howto-add-pfssense-fw
http://www.eve-ng.net/documentation/howto-s/142-howto-add-riverbed-steelhead-virtual-cx
http://www.eve-ng.net/documentation/howto-s/142-howto-add-riverbed-steelhead-virtual-cx
http://www.eve-ng.net/documentation/howto-s/130-howto-add-vm-ware-esxi
http://www.eve-ng.net/documentation/howto-s/130-howto-add-vm-ware-esxi
http://www.eve-ng.net/documentation/howto-s/141-howto-add-vm-ware-vcenter
http://www.eve-ng.net/documentation/howto-s/141-howto-add-vm-ware-vcenter
http://www.eve-ng.net/documentation/howto-s/129-howto-add-vyos-vyatta
http://www.eve-ng.net/documentation/howto-s/129-howto-add-vyos-vyatta
http://www.eve-ng.net/documentation/howto-s/106-howto-create-own-linux-image
http://www.eve-ng.net/documentation/howto-s/106-howto-create-own-linux-image
http://www.eve-ng.net/documentation/howto-s/111-howto-add-linux-ostinato
http://www.eve-ng.net/documentation/howto-s/111-howto-add-linux-ostinato
http://www.eve-ng.net/documentation/howto-s/110-howto-add-linux-netem
http://www.eve-ng.net/documentation/howto-s/110-howto-add-linux-netem
http://www.eve-ng.net/documentation/howto-s/103-how-to-install-own-windows-host-on-the-eve
http://www.eve-ng.net/documentation/howto-s/103-how-to-install-own-windows-host-on-the-eve

GVG EVE-NG Professional Cookbook

Emulated Virtual Environment
Next Generation

War 1.2 NameHuTe cogepxumoe, HaCTPOMKK Anst pasnMyHbiX 00pa3oB MOXET BapbMpOBaThLCS
B 3aBMCUMOCTU OT TpeboBaHuI NpomM3BoaNTENS:

<?php
# vim: syntax=php tabstop=4 softtabstop=0 noexpandtab laststatus=1 ruler

/
Copyright (c) 2016, Andrea Dainese
Copyright (c) 2017, Alain Degreffe
All rights reserved.

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions are met:

* Redistributions of source code must retain the above copyright
notice, this list of conditions and the following disclaimer.

* Redistributions in binary form must reproduce the above copyright
notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

* Neither the name of the UNetLab Ltd nor the name of EVE-NG Ltd nor the
names of its contributors may be used to endorse or promote products
derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS IS" AND
ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. IN NO EVENT SHALL <COPYRIGHT HOLDER> BE LIABLE FOR ANY

DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES
(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES;
LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND

ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

R T e ST S I N S S S S ST S N S N T T . ST S S N

/
Spl'type']l = 'gemu';
Spl['name'] = 'FreeBSD';
Sp['cpulimit'] = 1;
Sp['icon'] = 'BSD.png';
$pl'cpu'l = 1;
Spl['ram'] = 2048;
Spl'ethernet'] = 1;
$p['console'] = 'vnc';
Spl'gemu arch'] = 'x86 64';
Spl'gemu nic'] = 'virtio-net-pci';
$pl'gemu options'] = '-machine type=pc-1.0,accel=kvm -vga std -usbdevice tablet -boot
order=dc';
?>

War 2. MNMogrotoska config.php
B EVE ycraHoBneH dann npumepa: /opt/unetlab/html/includes/config.php.distribution

Ecnn y Bac ewe Het danna /opt/unetlab/html/includes/config.php, npocto ckonupywnte
obpasey B config.php

cp /opt/unetlab/html/includes/config.php.distribution /opt/unetlab/html/includes/config.php
War 2.1 Otpepaktupymnte config.php
Copgepxumoe opurnHanbHoro dganna:

<?php
/* TEMPLATE MODE .missing or .hided
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3ameHuTe Ha:

War 3. MogrotoBbTe HOBYHO UKOHKY A4 Ballero wabnoxa:

War 3.1 Ncnone3ynte Filezilla or Winscp ans 3anveky nonb3oBaTenbCKon MKOHKM BSD.png
(nMm$ nKoHkmM yka3aHo B freebsd.php — cmoTpm war 1 gaHHoro npumepa)
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OT0T 3Ha4oK ommkeH 6bITb NpumepHo 30-60 Ha 30-60 nukcenen B popmare png ( ansa npumepa
switch.png: 65 x 33, 8-bit/color RGBA)

LWar 3.2 CkonunpynTe HOBYI MKOHKY B KaTanor /opt/unetlab/html/images/icons/
War 4. icnonb3oBaHue wabnoHa

War 4.1 Cosgante katanor /opt/unetlab/addons/gemul/freebsd-11.1
mkdir /opt/unetlab/addons/gemu/freebsd-11.1
War 4.2 3arpyaute obpas FreeBSD

cd /opt/unetlab/addons/gemu/freebsd-11.1

wget "https://download. freebsd.org/ftp/releases/VM-IMAGES/11.1-RELEASE/amd64/Latest/FreeBSD-11.1~
RELEASE-amd64.gcow2.xz" -0 - | xzcat -c > hda.qcow2

L 3AMEYAHWE: 310 npumep aobaeneHuns obpasa FreeBSD. AHanornyHbiM o6pasom
Bbl MOXeTe gobaBuTb 1 nonpobosatb Mbon npegnountaemoli obpas Bamm B EVE.
3arpyska obpasa moxeT 6bITb BbiNonHeHa ¢ nomoLlbio WInSCP unu FileZilla.
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17Pecypcbl EVE (Ha aHrnnmnckom)

For additional updated information please follow our web site: http://www.eve-ng.net

How to updates: http://www.eve-ng.net/documentation/howto-s

How to videos: http://www.eve-ng.net/documentation/howto-s-2

FAQ: http://www.eve-ng.net/faq

Live support chat: http://www.eve-ng.net/live-helpdesk

For access to live chat use your Google account or create new chat account.

EVE forum: http://www.eve-ng.net/forum/

To access forum resources, please create a new forum account.

EVE YouTube channel:
https://www.youtube.com/playlist?list=PLF8yvsYKPZQ0myW7aVMZ80k8FU04UUqjV

EVE Professional downloads: http://www.eve-ng.net/downloads/eve-ng

EVE Community version downloads, free: http://www.eve-ng.net/community

EVE Supported images: http://www.eve-ng.net/documentation/supported-images

EVE-NG Russian: http://eve-ng.ru/
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